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	Reason for change:
	According to work item SCAS_5G_UDR, the UDR is associated with certain threats. However, these threats are not included in TR33.926. This leaves a blind spot for the threat associated with the UDR.

The addition of the threat associated with UDR assets (X.2.2.1 Failure to update UE security information and X.2.2.2 Failure to store and delete authentication status) is derived from a threat analysis. In short, this can be seen as an extension of the UDM threats. The UDM can use the UDR as a repository function and store the information about the UE. These threats are inherited from the UDM to the UDR. This is true for the UDM threat E.2.2.2 Synchronization failure, which translates to the UDR threat E.2.2.3 Failure to store the authentication status, and E.2.2.3 Failure to store the authentication status, which translates to the UDR threat X.2.2.2 Failure to store and delete the authentication status.

	
	

	Summary of change:
	- Add an annex of threats related to the UDR 
- Add threat reference “X.2.2.1 Failure to update UE security information”
- Add threat reference “X.2.2.2 Failure to store and delete authentication status”

	
	

	Consequences if not approved:
	If this change is not adopted, the UDR will have missed a proper threat reference. As a result, UDR implementations may function securly and pose a security threat to a 5G network.
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[bookmark: _GoBack]********** START OF 1st CHANGE **********
[38]	3GPP TS 33.326: "Security Assurance Specification (SCAS) for the Network Slice-Specific Authentication and Authorization Function (NSSAAF) network product class".
[39]	3GPP TS 33.528: "Security Assurance Specification (SCAS) for Policy Control Function (PCF)".
[40]	3GPP TS 33.530: "Security Assurance Specification (SCAS) for Unified Data Repository (UDR)".	
********** END OF CHANGE **********

********** START OF 2nd CHANGE **********
[bookmark: _Toc153528806]Annex X: 
Aspects specific to the network product class UDR
[bookmark: _Toc153528807]X.1	Network product class description for the UDR
[bookmark: _Toc153528808]X.1.1	Introduction
This Annex covers the aspects specific to the UDR network product class. 
[bookmark: _Toc153528809]X.1.2	Minimum set of functions defining the UDR network product class
As part of the UDR network product, it is expected that the UDR to contain UDR application (for data analysis), a set of running processes (typically more than one) executing the software package for the UDR functions and OAM functions that is specific to the UDR network product model. Functionalities specific to the UDR network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.530 [40].
NOTE:	For the purposes of the present document, this common set is defined to be the list of UDR functions contained in clause 6.2.11 of 3GPP TS 23.501 [8].
[bookmark: _Toc153528810]X.2	Assets and threats specific to the UDR
[bookmark: _Toc35533680][bookmark: _Toc153528811]X.2.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the present document, the critical assets specific to the UDR to be protected are:
-	UDR Application;
-	UDR context Data: i.e. subscriber's identities (SUPI),
-	The interfaces of UDR to be protected and which are within SECAM scope: 
-	Service based interface, Nudr, for providing services for UDM, PCF, and NEF
-	Service based interface for consuming services from UDR
-	Console interface, for local access: local interface on UDR
-	OAM interface, for remote access: interface between UDR and OAM system
NOTE 1: 	The detailed interfaces of the UDR class are described in clause 4, Network Product Class Description of the present document.
-	UDR Software: binary code or executable code 
NOTE 2:	UDR files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, UDR application, Mobility Management data or UDR Software.
[bookmark: _Toc19783259][bookmark: _Toc26887043][bookmark: _Toc161932333]X.2.2	Threats related to UDR assets 
X.2.2.1 Failure to update UE security information
	- Threat name: Failure to update UE security information
	- Threat Category: Denial of Service
	- Threat Description: If the UDR fails to accurately update the UE's security-related information, it can cause a 			mismatch between the states stored in the UE and the network. This can result in a denial of service. For 				example, if the UDR is unable to update the SQN correctly, this may result in desynchronization between the 			UDR and the UE. As a result, the UE may not be able to successfully authenticate to the core network.
	- Threatened Asset: Sufficient Processing Capacity, User Subscription data
X.2.2.2 Failure to store and delete authentication status
	- Threat name: Failure to store and delete authentication status
	- Threat Category: Denial of Service
	- Threat Description: If the UDR does not store and delete the authentication status of a UE, the 5G network cannot 		support increased home control. Increased home control is important to prevent certain types of fraud and 				interconnection attacks.
	- Threatened Asset: Sufficient Processing Capacity, User Subscription data

********** END OF CHANGE **********

