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1	Decision/action requested
This pCR is to be approved to the living document [1] for CryptoSP to TS 33.501 (v18.5.0)
2	References
[1]	https://www.3gpp.org/ftp/TSG_SA/WG3_Security/TSGS3_116_Jeju/Docs/S3-241769.zip
	
3	Rationale
3.1	General
Content of the following clauses will be added to the coversheet of the living document upon approval of this document.
3.2	Reason for Change
- IETF has published updated specifications on the EAP-TTLSv0 which is part of the Primary authentication using EAP-TTLS in SNPNs:
		RFC 8996 Deprecating TLS1.0 and TLS1.1  since these two TLS versions are not mentioned at all, there is no value in adding the RFC into the references clause.
		RFC9427 TLS-based EAP Types for the use with TLS1.3  this new RFC is providing permission for the use of EAP-TTLS with TLS1.3. Therefore, it is proposed to add this RFC into the references clause and to add the reference to the related clauses.
3.3	Summary of change
	- add RFC 9427 to the References clause
	- add reference to clause U.2 procedures on Primary authentication using EAP-TTLS in SNPNs
	- minor editorial
3.4 Consequences if not approved
Missing reference to the updated IETF specification.
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[bookmark: _Toc153373938]U.2	Procedure
18-27.  After EAP-TTLS phase 1 is successfully completed, the UE runs EAP-TTLS phase 2 authentication with the AAA as specified in RFC 5281 [99] and RFC 9427 [x1] via NSSAAF. The phase 2 authentication method used is outside the scope of the present document but MS-CHAPv2 is depicted here as an example to show that the Nnssaaf_AIW_Authentication service offered by NSSAAF carries AVPs if the phase 2 authentication method is non-EAP. NOTE: 	As referenced in section 14.1.11 of RFC 5281 [99], allowing the use of phase 2 (inner) authentication method outside of tunnelled protocol leads to Man-in-the-Middle (MitM) vulnerability. Thus, it is assumed that the UE does not allow the use of phase 2 authentication method outside of TLS tunnel (i.e., the UE does not respond to requests for phase 2 authentication outside of the TLS tunnel). In environments where the use of phase 2 authentication outside of the tunnelled protocol cannot be prevented, EAP-TTLS implementations need to address this vulnerability by using EAP channel binding or cryptographic binding described in RFC 6678 [100]. 
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