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*****************   First Change ***********************
6.XX	Monitoring of network elements interactions in 5G
6.XX.1	Overview
Many of the services supported by the 5G system require a degree of automation that relies on diagnosis and fault analysis features provided by the 5G system. E.g., monitoring of QoS helps assurance of services like URLLC, vertical automation or V2X services (see clause 6.23). 
To provide monitoring information for diagnosis of the network to detect vulnerabilities and threats, monitoring of network elements interactions is required, so that traffic towards a monitored network element and from a monitored network element can properly be distinguished by the monitoring entity. 
A number of capabilities are required for the 5G network to support this feature, with regards to performance to minimise the impact on the real-time traffic and to consider the security needed to protect the copies sent towards an external (monitoring) system, etc.
6.XX.2	Requirements
The monitored network elements in the 5G network shall support the transmission of a secured copy of the outgoing and incoming signalling traffic to a monitoring system.
The 5G network shall enable the MNO to configure network monitoring, e.g., switching on/off per network element, selecting which types of signalling is copied to the monitoring system.
The 5G network shall allow the monitoring of a transmitting network element and, separately, the monitoring of the receiving network element while facilitating correlation of the information received from both network elements by the external system.  
NOTE 1: These requirements do not imply/assume any design of the network elements. How the copies are created within the element, e.g., physical, virtual or container based, is expected to be implementation specific.
The transmission of data from the monitored network elements of the 5G network to the monitoring system shall reach a level of security on par with the 5G system while minimizing the degradation of network performance.
NOTE 2: The monitoring system is not part of the 5G core key management scheme. 
The transmission of data from the monitored network elements of the 5G network to the monitoring system shall be compliant with privacy legislation, data protection regulations and protection of confidential system internal data.
The transmission  of data from the monitored network elements of the 5G network to the monitoring system shall be limited regarding the number of file formats (e.g., JSON, PCAP, etc.) to assist with the ingestion of traffic feeds.
*****************   End of Changes ***********************




