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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
In the WID on AI/ML for NR air interface [1], the objective regarding data collection mechanisms for model training of UE-sided model is as follows:
	· CN/OAM/OTT collection of UE-sided model training data [RAN2/RAN1]: 
· [bookmark: _Hlk152950182]For the FS_NR_AIML_Air study use cases, identify the corresponding contents of UE data collection
· Analyse the UE data collection mechanisms identified during the FS_NR_AIML_Air (TR 38.843 section 7.2.1.3.2) study along with the implications and limitations of each of the methods 


In this contribution, we will further discuss the above objective based on the outcome of the post-meeting email discussion, i.e., [POST125bis][020][AI/ML PHY] UE side data collection.
2. Discussion
2.1 Inside/outside MNO’s network for the server
In the report of the email discussion [2], the following are proposed regarding whether the server is inside or outside MNO’s network. For solutions 2 and 3, the server for UE-side data collection is assumed to be inside MNO’s network as the baseline.
	Observation 1: [18/25] Majority of the companies assume that a server located within the MNO's network is deemed to be MNO-owned. The implication and interpretation of ‘inside/outside of MNO’s network’ needs to be discussed further.
Proposal 2: [26/28] For solution 1a the server for UE-side data collection is outside of MNO’s network and is therefore classified as an OTT server. From RAN2 perspective, solution 1a is outside the scope and has no specification impact.
Proposal 3: [23/28] RAN2 assumes that for solution 2, the server for UE-side data collection can be inside MNO’s network. FFS on outside MNO’s network.
Proposal 4: [21/28] RAN2 assumes that for solution 3, the server for UE-side data collection can be inside MNO’s network. FFS on outside MNO’s network.


However, the above assumptions would introduce ambiguity between NW-side data collection and UE-side data collection. Specifically, we have agreed on an OAM-centric approach for network-side data collection. If the server for UE-side data collection is also deployed inside the MNO's network, then UE-side data collection becomes a variant of network-side data collection.
Our initial understanding is that the server should be assumed to be outside of the MNO's network, but MNO has varying degrees of controllability and/or visibility on the data collection at server. Furthermore, whether the server is within the MNO's network is related to implementation, and also related to standardization work in SA WGs, such as whether SA2/SA5 will standardize the corresponding interfaces. If SA2/SA5 does not standardize the interface between the CN/OAM to the server, then for RAN2, whether the server is inside/outside of the MNO's network is purely an implementation issue.
Observation:	If SA2/SA5 does not standardize the interface between the CN/OAM to the server, then for RAN2, whether the server is inside/outside of the MNO's network is purely an implementation issue.
Overall, RAN2 should focus on discussing the requirements of the solutions, such as how the MNO controls server data collection, whether the server is inside/outside MNO’s network can be left to SA WGs to discuss.
Proposal 1. [bookmark: _Ref166227852]RAN2 to focus on how MNO controls UE-side data collection at the server, whether the server is inside/outside MNO’s network can be left to SA WGs to discuss.
2.2 Unified solutions for NW- and UE-side data collection
In the report of the email discussion [2], the following are proposed regarding the first termination entity for each solution.
	Termination Entity
Proposal 5: [29/30] For solutions 1a the first termination entity of UE-side data collection is the OTT server.
Proposal 6: [25/28] For solutions 1b the first termination entity is the server for UE-side data collection. FFS the server is inside or outside of MNO.
Proposal 7: [29/31] For solutions 2 the first termination entity of UE-side data collection is inside the CN.
Proposal 8: [29/31] For solutions 3 the first termination entity of UE-side data collection is the OAM.


Currently, the data collection mechanisms for model training on the NW side have been relatively stable. Specifically, for beam management use cases, the MDT framework can be considered for OAM-centric data collection and model training. For positioning, LPP can be reused for data collection from the UE to LMF.
If the NW were to collect data to train network-sided models, the data could also be shared with the server for UE-side data collection. In other words, the network-terminated data collection mechanisms can also be utilized for model training at the server for UE-side data collection. However, this approach requires some enhancements to the existing network entities, which may depend on the decision of SA WGs.
Proposal 2. [bookmark: _Ref166227879]For solutions 2/3 of UE-side data collection, reuse the NW-side data collection framework as much as possible. Specifically:
· Option 2 is applicable for positioning sub-use cases 1a and 2a, i.e., LMF receives the training data from UE/PRU via LPP and transfers the data to the server for UE-side data collection;
· Option 3 is applicable for beam management, i.e., OAM receives the training data from UE via MDT and transfers the data to the server for UE-side data collection.
2.3 Privacy concerns
In the report of the email discussion [2], the following are summarized regarding the privacy concerns and requirements from OEM vendors’ perspective.
	OEM Privacy Concerns and requirements:
· User Information Disclosure: OEMs handle a vast amount of user data, including personal information, usage habits, and location data. There is a significant privacy concern if this information is disclosed to external entities without user consent, potentially violating privacy laws and damaging the OEM's reputation.
· Proprietary Technology Exposure: OEM vendors develop specialized hardware and software that may contain trade secrets or patented technologies. Here is a risk that shared information could be unintentionally disclosed to unauthorized parties, leading to privacy breaches. Another risk is that some sensitive data of an OEM vendor may be exposed to a second vendor without the knowledge of the OEM vendor.
· Consent for Data Collection: OEMs are adamant that user data should not be shared with third-party entities without explicit and informed user consent. Such disclosure might occur without the knowledge of the UE vendor, who is legally bound by a data protection agreement with the user. 


Based on the above privacy concerns, we suppose that the server for UE-side data collection should only initiate data collection for UE produced by specific UE vendor(s). Meanwhile, the mechanism should be flexible to allow UE to choose whether to grant consent to specific server(s) for UE-side data collection.
Proposal 3. [bookmark: _Ref166227896]To address the privacy concerns for UE-side data collection at the server, the following requirements should also be considered:
· The server for UE-side data collection is expected to collect data only from specific UEs, e.g., UEs produced by a specific vendor;
· The UE is allowed to accept or reject server(s) request for data collection.
For the OAM-centric data collection, the existing MDT only supports UE filtering based on PLMN list. When the management-based MDT activation is sent to gNB, gNB shall check the availability of the management-based MDT PLMN List IE before making the UE selection. In case the Management-based MDT PLMN List IE is not available, the gNB shall not select the UE. In case the Management-based MDT PLMN List IE is available, the gNB shall verify if the UE’s RPLMN matches the PLMN where TCE resides – Trace Reference PLMN (PLMN portion of the Trace Reference). In case of a mismatch, the gNB shall not select the UE. [3]


Figure 2.3-1 Example of delivering user consent information in management-based MDT
Therefore, enhancements are needed to ensure that the server for UE-side data collection only collects data from specific UE(s). The following two options can be considered:
-	option 1: gNB may perform UE filtering with UE assistance information, e.g., UE vendor ID. 
-	option 2: Introduce server ID filtering in user consent.
Proposal 4. [bookmark: _Ref166227926]To ensure that the server for UE-side data collection only collects data from specific UE(s), the following two options can be considered:
· option 1: Introduce UE vendor ID as UE assistance information;
· option 2: Introduce server ID filtering in user consent.
2.4 LS to SA WGs
Based on the above discussion, RAN2 should LS to SA WGs for guidance on the requirements and solutions.
Proposal 5. [bookmark: _Ref166227945]LS to SA WGs on the requirements and solutions of UE-side data collection.

3. Conclusion
This contribution concludes with the following:
Observation:	If SA2/SA5 does not standardize the interface between the CN/OAM to the server, then for RAN2, whether the server is inside/outside of the MNO's network is purely an implementation issue.
And
Proposal 1	RAN2 to focus on how MNO controls UE-side data collection at the server, whether the server is inside/outside MNO’s network can be left to SA WGs to discuss.
Proposal 2	For solutions 2/3 of UE-side data collection, reuse the NW-side data collection framework as much as possible. Specifically:
· Option 2 is applicable for positioning sub-use cases 1a and 2a, i.e., LMF receives the training data from UE/PRU via LPP and transfers the data to the server for UE-side data collection;
· Option 3 is applicable for beam management, i.e., OAM receives the training data from UE via MDT and transfers the data to the server for UE-side data collection.
Proposal 3	To address the privacy concerns for UE-side data collection at the server, the following requirements should also be considered:
· The server for UE-side data collection is expected to collect data only from specific UEs, e.g., UEs produced by a specific vendor;
· The UE is allowed to accept or reject server(s) request for data collection.
Proposal 4	To ensure that the server for UE-side data collection only collects data from specific UE(s), the following two options can be considered:
· option 1: Introduce UE vendor ID as UE assistance information;
· option 2: Introduce server ID filtering in user consent.
Proposal 5	LS to SA WGs on the requirements and solutions of UE-side data collection.
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