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	Reason for change:
	In stage 2, SA6 and SA3 have defined security paramters and security credentials to be included in ECS configuration information, to indicate the authentication method supported by ECS for authentication and authorization between EEC and ECS (clause 6.2 in TS 33.558 and clause 8.3.2.1 in TS 23.558).

TS 33.558 clause 6.2:
UE may receive the supported authentication method of the ECS optionally as part of the ECS configuration information. Details of the ECS configuration information are specified in TS 23.558 [5]. If the UE has the information about the authentication method supported by the ECS, then the EEC/UE may use this information for the authentication method negotiation.
TS 23.558 clause 8.3.2.1:
…. ECS configuration information can be
…
-	provisioned by MNO through 5GC procedure if the UE has the capability to deliver the ECS configuration information to the EEC on the UE (see 3GPP TS 23.548 [20], clause 6.5.2); 
Table 8.3.2.1-1 describes the information elements of ECS configuration information for an ECS.
	Information element
	Status
	Description

	ECS address 
	M
	Endpoint information of ECS (e.g. URI, FQDN, IP address)

	ECSP Identifier (NOTE 1)
	O
	The identifier of the ECSP (e.g., the MNO or a 3rd party service provider) that provides the ECS. 

	Spatial Validity Conditions
	O
	Spatial validity condition, as described in 3GPP TS 23.548 [20]

	Security Parameters
	O
	The security parameters (as specified in 3GPP TS 33.558 [23], clause 6.2) are used by EEC to communicate with the ECS.

	List of supported PLMN(s)
	O
	The List of PLMNs and associated ECSPs for which EDN configuration information can be provided by the ECS.

	> PLMN ID
	O
	The identifier of a PLMN for which EDN configuration information can be provided by the ECS.

	> List of supported ECSP(s) (NOTE 2)
	O
	The identifier of the ECSP(s) associated with the PLMN and whose information is available at the ECS 

	>> ECSP ID
	M
	Identifier of an ECSP

	NOTE 1:	This IE shall be included when the ECS configuration information is provisioned by the MNO through the 5GC procedure.
NOTE 2:	This IE may not be included if the ECSP does not want to expose its EES deployment information or business relationship-related information.



In TS 23.503, the details on ECS address Config IE (EcsAddrConfigInfo) needs to be updated to reflect the supported authentication method from ECS to EEC as part of secuirty parameters.


	
	

	Summary of change:
	Extend ECS address Config IE to include supported authentication methods.

	
	

	Consequences if not approved:
	Stage-2 requirements not met. 
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	Other comments:
	This CR introduces a backwards compatible new feature to Nudm_ParameterProvision API.

	
	

	This CR's revision history:
	Rev1: Removed option of service only certificate, since it is supported by default.
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This clause specifies the application data model supported by the API.
Table 6.5.6.1-1 specifies the data types defined for the Nudm_PP service API.
Table 6.5.6.1-1: Nudm_PP specific Data Types
	Data type
	Clause defined
	Description

	PpData
	6.5.6.2.2
	Parameter Provision Data

	CommunicationCharacteristics
	6.5.6.2.3
	Communication Characteristics

	PpSubsRegTimer
	6.5.6.2.4
	

	PpActiveTime
	6.5.6.2.5
	

	5GVnGroupConfiguration
	6.5.6.2.6
	

	5GVnGroupData
	6.5.6.2.7
	

	ExpectedUeBehaviour
	6.5.6.2.8
	Expected UE Behaviour Parameters

	LocationArea
	6.5.6.2.10
	Location Area

	NetworkAreaInfo
	6.5.6.2.11
	Network Area Information

	EcRestriction
	6.5.6.2.12
	

	PlmnEcInfo
	6.5.6.2.13
	

	PpDlPacketCountExt
	6.5.6.2.14
	

	PpMaximumResponseTime
	6.5.6.2.15
	

	PpMaximumLatency
	6.5.6.2.16
	

	LcsPrivacy
	6.5.6.2.17
	

	UmtTime
	6.5.6.2.18
	

	PpDataEntry
	6.5.6.2.19
	Provisioning Parameter Data Entry

	CommunicationCharacteristicsAF
	6.5.6.2.20
	Communication Characteristics per AF

	EcsAddrConfigInfo
	6.5.6.2.21
	ECS Address Configuration Information

	5MbsAuthorizationInfo
	6.5.6.2.22
	5MBS Session Authorization Information

	MulticastMbsGroupMemb
	6.5.6.2.23
	Multicast MBS group membership management

	DnnSnssaiSpecificGroup
	6.5.6.2.24
	DNN and S-NSSAI specific Group

	AfReqDefaultQoS
	6.5.6.2.25
	AF-requested default QoS

	ExpectedUeBehaviourExtension
	6.5.6.2.26
	Expected UE Behaviour Parameters

	MbsAssistanceInfo
	6.5.6.2.27
	MBS Assistance Information

	AppSpecificExpectedUeBehaviour
	6.5.6.2.28
	Application Specific Expected UE Behaviour Data

	MaxGroupDataRate
	6.5.6.2.29
	Maximum data rate for a 5G VN Group (uplink and downlink)

	5GVnGroupConfigurationModification
	6.5.6.2.30
	Contains the attributes to modify on the 5GVnGroupConfiguration data structure; the attributes to be deleted need to be set to the null value.

	5GVnGroupDataModification
	6.5.6.2.31
	Contains the attributes to modify on the 5GVnGroupData data structure; the attributes to be deleted need to be set to the null value.

	PpDlPacketCount
	6.5.6.3.2
	

	EcsAuthMethod
	6.5.6.3.X
	ECS Authentication Methods



Table 6.5.6.1-2 specifies data types re-used by the Nudm_PP service API from other APIs, including a reference and when needed, a short description of their use within the Nudm_PP service API.
Table 6.5.6.1-2: Nudm_PP re-used Data Types
	Data type
	Reference
	Comments

	DurationSec
	3GPP TS 29.571 [7]
	Time value in seconds

	DurationSecRm
	3GPP TS 29.571 [7]
	Time value in seconds; nullable

	SupportedFeatures
	3GPP TS 29.571 [7]
	

	NfInstanceId
	3GPP TS 29.571 [7]
	

	ProblemDetails
	3GPP TS 29.571 [7]
	

	Gpsi
	3GPP TS 29.571 [7]
	

	PatchResult
	3GPP TS 29.571 [7]
	

	DateTime
	3GPP TS 29.571 [7]
	

	Ecgi
	3GPP TS 29.571 [7]
	an EUTRA cell identifier

	Ncgi
	3GPP TS 29.571 [7]
	an NR cell identifier

	GlobalRanNodeId
	3GPP TS 29.571 [7]
	an identity of the NG-RAN node

	Tai
	3GPP TS 29.571 [7]
	a tracking area identity

	GeographicArea
	3GPP TS 29.572 [34]
	Identifies the geographical information of the user(s).

	CivicAddress
	3GPP TS 29.572 [34]
	Identifies the civic address information of the user(s).

	PduSessionType
	3GPP TS 29.571 [7]
	

	AcsInfoRm
	3GPP TS 29.571 [7]
	

	StnSrRm
	3GPP TS 29.571 [7]
	Session Transfer Number for SRVCC

	Supi
	3GPP TS 29.571 [7]
	

	MtcProviderInformation
	3GPP TS 29.571 [7]
	MTC Provider Information

	StationaryIndicationRm
	3GPP TS 29.571 [7]
	

	ScheduledCommunicationTimeRm
	3GPP TS 29.571 [7]
	

	ScheduledCommunicationTypeRm
	3GPP TS 29.571 [7]
	

	TrafficProfileRm
	3GPP TS 29.571 [7]
	

	BatteryIndicationRm
	3GPP TS 29.571 [7]
	

	EcsServerAddr
	3GPP TS 29.571 [7]
	

	Fqdn
	3GPP TS 29.571 [7]
	Fully Qualified Domain Name

	SpatialValidityCond
	3GPP TS 29.571 [7]
	

	MbsSessionId
	3GPP TS 29.571 [7]
	5MBS Session Identifier

	GroupId
	3GPP TS 29.571 [7]
	

	5Qi
	3GPP TS 29.571 [7]
	

	Arp
	3GPP TS 29.571 [7]
	

	5QiPriorityLevel
	3GPP TS 29.571 [7]
	

	BitRate
	3GPP TS 29.571 [7]
	

	SliceUsageControlInfo
	3GPP TS 29.571 [7]
	

	AppDescriptor
	6.1.6.2.40
	

	Lpi
	6.1.6.2.43
	

	ExpectedUeBehaviourData
	6.1.6.2.49
	Expected UE Behaviour Parameters

	AppSpecificExpectedUeBehaviourData
	6.1.6.2.99
	Application Specific Expected UE Behaviour Parameters

	AreaUsageInd
	6.1.6.3.24
	Area Usage Indication

	ReferenceId
	6.4.6.3.2
	Reference ID defined in Nudm_EE API. It shall contain a 64-bit long integer.

	UpUpLocRepIndAf
	6.1.6.3.30
	Indication of location reporting via user plane to an LCS client or AF



*** Next Change ***
[bookmark: _Toc161828264]6.5.6.2.21	Type: EcsAddrConfigInfo
Table 6.5.6.2.21-1: Definition of type EcsAddrConfigInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ecsServerAddr
	EcsServerAddr
	O
	0..1
	This IE shall include address information of the Edge Configuration Server(s).

	spatialValidityCond
	SpatialValidityCond
	O
	0..1
	When present, this IE shall include the Spatial Validity Condition as defined in clause 4.15.6.3d of 3GPP TS 23.502 [3]

	dnn
	Dnn
	C
	0..1
	DNN shall be present if ecsServerAddr is present

	snssai
	Snssai
	C
	0..1
	S-NSSAI shall be present if ecsServerAddr is present

	ecsAuthMethods
	array(EcsAuthMethod)
	O
	1..N
	Supported ECS Authentication Method(s) as defined in Clause 6.2 of 3GPP TS 33.558 [63].

If this IE is not included (in PCO), EEC and ECS may perform TLS with server side certificate only, or use other mechanisms to determine the supported authentication method(s).

	NOTE 1:	When the UDR receives ECS Address Configuration Information from the UDM for a group of UEs (or anyUE), it may need to modify the shared ECS Address Configuration Information shared by members of the group (or by any UE).
NOTE 2: 	The DNN/S-NSSAI will be either provisioned by an AF or derived by the NEF using AF ID.



*** Next Change ***
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Table 6.5.6.3.X-1: Enumeration EcsAuthMethod
	Enumeration value
	Description

	"TLS_CLIENT_SERVER_CERTIFICATE"
	EEC and ECS shall perform mutual TLS authentication

	"TLS_AKMA"
	EEC and ECS shall utilize AKMA procedures to derive PSK for TLS

	"TLS_GBA"
	EEC and ECS shall utilize GBA procedures to derive PSK for TLS



*** Next Change ***
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.5'
  title: 'Nudm_PP'
  description: |
    Nudm Parameter Provision Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 18.5.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-pp/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-pp
  - {}
****skipped for clarity****
    EcsAddrConfigInfo:
      type: object
      properties:
        ecsServerAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/EcsServerAddr'
        spatialValidityCond:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SpatialValidityCond'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        ecsAuthMethods:
          type: array
          items:
            $ref: '#/components/schemas/EcsAuthMethod'
          minItems: 1
      nullable: true

****skipped for clarity****
    EcsAuthMethod:
      anyOf:
        - type: string
          enum:
          - TLS_CLIENT_SERVER_CERTIFICATE
          - TLS_AKMA
          - TLS_GBA
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.

****skipped for clarity****
*** End of Change ***
