[bookmark: introduction][bookmark: scope][bookmark: _Hlk145491888][bookmark: _Toc151470137]3GPP TSG-CT WG1 Meeting #149	C1-243222
Hyderabad, India, 27 – 31 May 2024

Source:	vivo
Title:	Discussion on binding procedure
Spec:	3GPP TS 24.572 version 18.0.0
Agenda item:	18.2.19
Document for:	Discussion

1. Introduction
As per SA2 LS in (S2-2405797) and CR (S2-2405532, TS 23.273 CR#0521), several enhancements for R18 LCS user plane protocol are captured in stage 2 requirement:
1. enable AMF to send the UE identity in the Nlmf_Location_DetermineLocation Request if the target UE supports the capability of LCS-UPP;
2. LMF shall allocate a unique LCS-UP connection ID for the UE to establish a user plane connection;
3. UE shall utilize the LCS-UP connection ID via the user plane to enable the LMF to associate the UE with the user plane connection.

CT1 is discussing how to achieve the requirements. In this paper, the bullet 3) mentioned above is named as the binding procedure.

2. Discussion
2.1. Overall establishment flow
As per the current TS 24.572, the establishment complete message is sent after receiving the establishment command message and before the TLS connection. I.e., the overall flow is shown in Figure 1 (named Option 1). A successful process is:
1. (optional) UE sends the establishment request to LMF in the MO case;
2. LMF sends the establishment command to the UE with the user plane information including the LMF LCS-UP address and LCS-UP connection ID;
3. UE establishes the PDU session and, if PDU session is available, sends the establishment complete to the LMF;
[bookmark: OLE_LINK1]4. UE establishes the TLS connection between the UE and LMF via the user plane;
5. (new procedure) UE initiates the Binding procedure via the user plane using LCS-UP connection ID to enable the LMF to associate the UE with the user plane connection.



Figure 1. Overall flow- Option 1

In option 1, the establishment complete message implies the availability of the PDU connectivity service. Steps before step 3 can be interpreted as the CP establishment part. As for the rest part, TLS connection and binding procedure can be understood as the channel activation part. Under this option, the LMF has 4 states: connection not established, connection establishing, connection established but unusable, connection established and usable.

The logic of option 1 is strange on the LMF that the connection is established but it can not be used to transfer LCS-UPP messages. Besides, if a TLS failure or a binding failure happens, the UE is not able to notify the LMF, which brings uncertainty after step 4 and/or 5.

Observation 1: Current overall establishment flow complicates the LMF states and neglects the handle of a TLS failure or a binding failure.

Compared with option 1, figure 2 gives an alternative with the only difference being that the establishment message is sent at the very end of the establishment procedure. If any accident happens (e.g., a TLS failure or a binding failure) before step 6, the UE can send the establishment failure message to the LMF, and thus, the connection will not be considered as established.



Figure 2. Overall flow- Option 2

In this option, the LMF has 3 states: connection not established, connection establishing, connection established. Option 2 is more logical since the establishment procedure integrates the CP singnallings, TLS procedure and binding procedure.

Observation 2: Sending a complete message after the TLS and binding procedure is more logical compared with the current overall flow.

Proposal 1: Sending a complete message after the TLS and binding procedure is preferable in TS 24.572.

2.2. Binding procedure design
Based on option 2 discussed above, the binding procedure is further elaborated after the TLS connection is established:
Step 4. UE sends the binding request message to the LMF using the LCS-UP connection ID allocated in step 2;
Step5. LMF verifies the LCS-UP connection ID and further considers whether to accept or reject the binding request. If acceptable, the LMF shall associate the TLS connection with the UE (this UE is bound with the LCS-UP connection ID in the LMF).




Figure 3. Binding procedure

[bookmark: _Hlk167092845]The necessity of the binding response message is to confirm the binding request is received and proceeded by LMF. Assuming that without a response (e.g., accept message or reject message), the UE directly sends an UL LCS-UP TRANSPORT message to the LMF, the LMF could not determine which UE is sending the UL LCS-UP TRANSPORT message if no binding request for this TLS connection are received. The binding response message ensures a complete bilateral recognition for both UE and LMF.

Observation 3: Binding response (e.g., accept message or reject message) is needed for a bilateral recognition of association between the TLS connection and the UE.

Proposal 2: Based on observation 3, a UE timer waiting for the binding response is needed.

2.3. Potential risks during binding procedure 
[bookmark: OLE_LINK2]Mainly here discusses the binding procedure using the LCS-UP connection ID. Let’s first consider the range of the LCS-UP connection ID. If it is a 4-bit IE, then the range is 0-15. It is not enough. If it is a 1-octet IE, then the range is 0-255. It also seems not enough. If it is type 4 IE and has 255-octets length, then the range is 0-(2^(8*255)-1), which is over 1.3*10^614. It is a super huge range for the LCS-UP connection ID.

Proposal 3: LCS-UP connection ID should be type 4 IE with a maximum length of 255 octets for a larger allocation range.

Although the range can be enough for the allocation, let’s further consider the following questions: 
A. whether the UE holds the ID but does not initiate the binding procedure?
B. whether a malicious UE guesses the LCS-UP connection allocated for another UE?

A. a UE holds the ID but does not initiate the binding procedure

From the LMF perspective, the ID allocation is implementation-independent. One ID not used for a long time should be avoided and LMF should have the initiative to release and update the LCS-UP connection ID for a UE. Moreover, if an ID is maintained on the UE side for a long time and it is constant, it increases the risks that we asked in the above question B.

So, the LMF needs to monitor that the allocated ID is bound by the UE as soon as possible. If not bound in a certain period, this ID shall be recycled by LMF. Note a LMF timer T5012 for the establishment procedure is started at step 2 and stopped at step 6. At the same time, the binding procedure occurs during the T5012. Thus, the existing timer T5012 is considerable.

Proposal 4: The LMF reuses T5012 to monitor the LCS-UP connection ID used by a UE binding procedure as soon as possible. If T5012 expires, the LCS-UP connection ID is released by LMF.

B. a malicious UE guesses the LCS-UP connection allocated for another UE

If one UE finishes the TLS connection and utilizes the ID of another UE to bind, at the same time the LMF has no idea to determine which is the malicious UE and which is the correct UE, then a wrong binding relationship appears on the LMF side. It should be discussed and taken seriously.

[bookmark: OLE_LINK3]Let’s consider the case of “malicious UE binds at first, correct UE binds then”. The LMF could not bind for the correct UE successfully. Although the malicious UE can not send the complete message on behalf of the correct UE, which means the connection between the LMF and the correct UE will actually not be established, but it impacts the experience of the correct UE and causes troubles for the correct UE. If the correct UE initiates the binding procedure after the ID is occupied by a malicious UE, the LMF will receive the same ID twice. In such a case, the LMF should be enabled to notify the correct UE that this ID is occupied or invalid, and then the correct UE can take some actions. Otherwise, the correct UE knows nothing about the matter in the binding reject message, and the UE could not tell the LMF via the control plane (i.e., establishment failure message) that the occupation of the allocated ID has ever happened. In other words, no opportunity to rectify the attack if the old ID is still be allocated in the next allocation.

In order to resolve the ID occupation and considering the LMF has no idea about which UE is malicious, this paper proposes to enhance the binding reject message to notify the UE that ID is occupied or invalid. Then LCS-UP connection ID is asked for a correction or reassign by the correct UE notifying LMF via an establishment complete message.

Proposal 5: LMF notifies the LCS-UP connection ID occupation/invalidation and the correct UE can request for a new ID allocation via the establishment failure message to avoid the binding failure again.

2.4. Abnormal cases during binding procedure
Here consider the following binding procedure and network-initiated user plane connection establishment procedure collision cases:
Case 1 - Collision case with the same LMF address and the same/different connection ID:
1. LMF runs T5012 and waits for the establishment complete message;
2. UE receives the establishment command message and sends the binding request to the network. The UE is waiting for the binding response;
3. Before the reception of the binding request, T5012 expires (e.g., step2 - 4 waste some time) and LMF sends a new establishment command message to the UE including the same or a new connection ID;
4. UE receives a new establishment command message with a different connection ID while the binding procedure is ongoing.
Case 2 - Collision case with a different LMF address and the same/different connection ID:
1. LMF runs T5012 and waits for the establishment complete message;
2. UE receives the establishment command message and has sent the binding request to the network. The UE is waiting for the binding response;
3. Before the reception of the binding request, the LMF relocation occurs (e.g., AMF may perform LMF reselection if UE moves to a new location, see trigger as defined in TS 23.273 sub 6.18.3 step 1b) and the target LMF sends a new establishment command message to the UE including new LMF address;
4. UE receives a new establishment command message with a different connection ID and different LMF address while the binding procedure is ongoing.
The case 1 is believed as an abnormal case since it seems internal process wastes some time and the user plane transmission delay is relatively high. The case 2 does not often happen since the normal case is that sending a new establishment command message ought to wait for the finish of the previous establishment procedure. But in the LMF relocation scenario, the new LMF can send the command at any time. So, the abnormal cases should consider the above two collision cases.
Observation 4: Binding procedure and network-initiated establishment procedure collision cases shall be considered as abnormal cases.

Furtherly, when the collision happens, the UE needs to first check the LMF address is the same or not, and then check whether the connection ID is the same or not. If all the user plane information are the same, then UE shall ignore the establishment command message and proceed with the current LCS-UP binding procedure. If any information is different from the previous message, then UE shall abort the current LCS-UP binding procedure and proceed with the latest establishment command message.
Proposal 6: If collision cases in observation 4 happen, the UE shall check the user plane information and determine whether to continue or abort the current binding procedure.

3. Conclusion
Observation#1: Current overall establishment flow complicates the LMF states and neglects the handling of a TLS failure or a binding failure.

Observation#2: Sending a complete message after the TLS and binding procedure is more logical compared with the current overall flow.

Observation#3: Binding response (e.g., accept message or reject message) is needed for a bilateral recognition of association between the TLS connection and the UE.

Observation#4: Binding procedure and network-initiated establishment procedure collision cases shall be considered as abnormal cases.

Proposal#1: Based on observation#1, #2, sending a complete message after the TLS and binding procedure is preferable in TS 24.572.

Proposal#2: Based on observation#3, a UE timer waiting for the binding response is needed.

Proposal#3: LCS-UP connection ID should be type 4 IE with a maximum length of 255 octets for a larger allocation range.

Proposal#4: The LMF reuses T5012 to monitor the LCS-UP connection ID used by a UE binding procedure as soon as possible. If T5012 expires, the LCS-UP connection ID is released by LMF.

Proposal 5: LMF notifies the LCS-UP connection ID occupation/invalidation and the correct UE can request for a new ID allocation via the establishment failure message to avoid the binding failure again.

Proposal#6: If collision cases in observation#4 happen, the UE shall check the user plane information and determine whether to continue or abort the current binding procedure.

It is proposed to discuss the above issues mentioned in observations and capture the above proposals into 3GPP TS 24.572. Please see C1-243223.
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