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1. Introduction
This pCR provides update for existing solution for API invoker onboarding.
2. Reason for Change
The CAPIF onboarding procedure was enhancement with conditional onboarding. When a onboarding criteria is not met, the CCF trigges offboarding notification to the previously onboarded API invoker, expecting the API invoker to further refresh or even cancel its onboarding.
Sometimes, the problem about condition not met is just temporary and can be solved soon (e.g. an AEF or API is not available temporarily). In this case, it is not necessary for the API invoker to compromise its onboarding criteria or even request to cancel its onboarding.
This paper clarified the missing suspension status for API invoker and introduces a more flexible handling with offboarding graceful period. In addition, the CCF can utilize ADAE analytics service for API analytics (cl.8.6 of TS 23.436) in order to make decision for triggering notifications to the API invoker.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22.


* * * First Change * * * *
[bookmark: _Toc164763635]6.6	Solution #5: Enhancing API Invoker onboarding
[bookmark: _Toc164763636]6.6.1	Solution description
This solution is related to Key issue #5: Enhancing support to API Invoker onboarding, proposing to enhance the API invoker onboarding procedure specified in 3GPP TS 23.222. The enhanced procedure enables the CCF to onboard an API Invoker to CAPIF, based on meeting the criteria information from the API invoker. The API invoker may include the criteria information in the API Invoker onboarding request message, to inform that it wishes to onboard to CCF only if the criteria information in the request is met by CCF. 
Figure 6.6.1-1 illustrates the procedure for enhanced onboarding of the API Invoker to the CAPIF. 


Figure 6.6.1-1: Enhanced API Invoker onboarding procedure
1.	The API Invoker sends the onboard API invoker request message to the CCF, to onboard itself to the CAPIF, as specified in 3GPP TS 23.222, along with additional onboarding criteria information. The onboarding criteria information may include the information about AEFs serving certain set of service API(s), availability of AEFs serving a set of service APIs, support of security methods for certain AEFs / AEF types/ service APIs/ Service API categories, interconnection with a given set of CCFs etc.
Table 6.6.3-1: On-board API Invoker request
	Information element
	Status
	Description

	Onboarding information
	M
	The information of the API invoker including enrolment details, required for on boarding

	APIs for enrolment
	O
	List of APIs being enrolled for.

	Proposed expiration time
	O
	Proposed expiration time for the onboarding.

	Onboarding criteria
	O
	API Invoker indicates to the CCF that the API Invoker wishes to on board itself to the CCF only if the CCF supports the features in Criteria information (For example, AEFs serving certain set of service API(s), availability of AEFs serving a set of service APIs, support of certain security methods, support of certain security methods for certain AEFs / AEF types/ service APIs/ Service API categories, interconnection with a given set of CCFs and like so). 



2.	On receipt of onboard API invoker request message, the CCF begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker. If the onboard API invoker request message includes criteria information, then CCF verifies whether the CCF can support the criteria information. The CCF further proceeds with API invoker onboarding procedure, only if the CCF supports the criteria information from the API Invoker.
3.	If the API invoker is granted permission to be onboarded, the CCF responds with the onboard API invoker with success message, including information about the provisioned API invoker profile/API Invoker enrolment details, which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.
Figure 6.6.1-2 illustrates the new procedure for offboarding notifying the API invoker from CCF about onboarding status update, once the onboarding criteria information is no longer supported by the CCF. 
Pre-condition:  CCF decides to notify the API invoker about suspension to cancel or renew the API invoker’s enrollment to CCF, due to certain conditions like, the CCF can no longer support the API invoker’s onboarding criteria information. Such a determination in the CCF may base on receipt of service API analytics notification from ADAE (as described in 3GPP TS 23.436 [23436], clause 8.6).
NOTE 1:	The subscription of ADAE service API analytics can be done during service API publish procedure.



Figure 6.6.1-2: suspension offboarding notification procedure
1.	 CCF sends offboard suspension notification request to API Invoker, including the reason for offboarding suspension of API invoker’s enrolment and suspension expiration time. The suspension reason is to inform API invoker that the onboarding condition (included in onboarding request in Table 6.x.3-1) is no longer met and which detailed condition is not met. If service API analytics service was used by the CCF, the CCF decides the suspension expiration time based on ADAE predicted result (e.g. API availability time).
NOTE 2:	For instance, if an API is predicted to be available in 10 minutes, the suspension expiration time can be set to 12 minutes.
2.	The API invoker acknowledges the suspension offboard notification request message in the suspension offboard notification response message. The CCF sets API invoker onboarding status to "suspended". The CCF may update access control policy for the API invoker (e.g. with more strict access control).
3.	The API invoker, based on the reason for offboarding from CCF in step 1, may renew the API invoker’s enrolment to CCF using the procedures in clause 8.1 of 3GPP TS 23.222 with new criteria information or cancel the API invoker’s enrolment to CCF using the procedures in clause 8.2 of 3GPP TS 23.222. If suspension expiration time is received in step 1, the API invoker can wait for further notification from CCF about onboarding status update as described in figure 6.6.1-3.
NOTE 2:	If a condition like AEF serving a set of APIs is temporarily unavailable, it is possible that during the suspension time period, the AEF is available again.
NOTE 3:	The API invoker onboarding status "suspended" can be further exposed via CAPIF event exposure service to consumers (e.g. APF).
When suspension expiration time expires, the CCF offboards the API invoker without further notifying API invoker.
Figure 6.6.1-3 illustrates the procedure for updating onboarding status for the API invoker, once the onboarding criteria information is met again in the CCF.
Pre-condition:	CCF decides to notify the API invoker about onboarding, due to certain conditions like, the CCF can again support the API invoker’s onboarding criteria information. Such a determination in the CCF may base on receipt of service API analytics notification from ADAE (as described in 3GPP TS 23.436 [23436], clause 8.6).


Figure 6.6.1-3: onboarding notification procedure
1.	CCF sends onboard notification request to API Invoker, including the reason for onboarding API invoker, which is to inform API invoker that the onboarding condition (included in onboarding request in Table 6.6.3-1) is now met again.
2.	The API invoker acknowledges the onboard notification request. The CCF sets API invoker onboarding status to "onboarded" and stops processing the suspension expiration time.
Figure 6.6.1-4 illustrates the procedure for improved ADAE service for service API analytics.


Figure 6.6.1-4: Service API analytics procedure
This procedure is similar to clause 8.6 of 3GPP TS 23.436 [23436] with the following clarifications:
-	In step 1, the consumer (e.g. VAL server, CCF) can indicate analytics ID "service API and AEF analytics" in order to start analytics for service API(s) and its hosting AEF(s).
-	Besides fetching API invocation logs from CCF in step 4, the ADAE server collects AEF data from AEF directly or indirectly from CCF (with AEF updates its availability status into CCF) in step 5.
-	In step 9, the notified data includes availability time of service API and its hosting AEF.

[bookmark: _Toc164763575]* * * Next Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[2]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
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[4]	3GPP TS 22.261: "Service requirements for the 5G system".
[5]	IETF draft-ietf-oauth-browser-based-apps-17: "OAuth 2.0 for Browser-Based Apps".
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[6]	IETF 6749: "The OAuth 2.0 Authorization Framework".
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