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1. Introduction
The Key issue 1 includes the following open issues:
	4. How to align and manage access control that is more granular than simply granted/denied for service API (e.g., service operation level, resource level) with the provided resource owner consent to ensure appropriate usage of resource owner consent at the enabler layer.


This paper provides a new solution related to access control management for service API. 
2. Reason for Change
To support the finer granularity access control for service API, some enhancements on API invocation procedure is necessary.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22.


* * * First Change * * * *
[bookmark: _Toc160440302][bookmark: _Toc147904934][bookmark: _Toc113264267]6.1	Mapping of solutions to key issues
Table 6.1-1 Mapping of solutions to key issues
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* * * 2nd Change (all texts are new) * * * *
6.x	Solution #x: Access Control Management of Service API
6.x.1	Solution description
6.x.1.1	General
This solution is for Key issue #1 to give a description of the service API invocation procedure based on authorization for granular service access.
In current specification, the API invoker will firstly obtain the access permission for service API by the procedure for obtaining authorization to access the service API, and secondly trigger the corresponding service API invocation procedure. If finer granularity access permission is obtained, the subsequent service API invocation over CAPIF-2/2e by API invoker on the AEF should also comply with  the received authorization. 
6.x.1.2		Impact to existing CAPIF procedures
The CAPIF procedure in 3GPP TS 23.222 [2] can be enhanced as follows.

	








	
	
	

	
	
	

	
	

	

	
	
	

	
	
	

	






	
	
	

	
	
	

























	
	
	

	
	
	

	
	

	

	
	

	

	
	
	

	
	
	

	






	
	
	

	
	
	


























	
	
	

	
	
	

	
	

	

	
	
	

	
	
	

	






	
	
	

	
	
	





































8.x	Service API invocation based on authorization for granular service access
The API invoker performs the authorization based on granular service access (e.g., per service API or per service operation or per service resource). The subsequent service API invocation over CAPIF-2/2e by API invoker on the AEF should comply with the received authorization.



6.x.2	Architecture Impacts
This solution is based on the existing CAPIF architecture in 3GPP TS 23.222.
6.x.3	Corresponding APIs
This solution impacts the CAPIF Security API defined in clause 10.6 of 3GPP TS 23.222.
6.x.4	Solution evaluation
The coordination with SA3 is needed to align the information flows and procedures in 3GPP TS 33.122.

* * * End of Changes * * * *
image3.emf
CAPIF core 

function

API invoker

AEF

(Service API)

2. Obtain the policy for access control

1. Service API invocation request

4. Service API invocation response

3. Access control on 

Service API invocation


oleObject3.bin
�

API invoker


AEF-1 (Access controller)


AEF-2 (Service API)



image4.emf
API invoker

AEF-1

(Access controller)

AEF-2

(Service API)

2. Access control on 

service API invocation

1. Service API invocation request

3. Service API invocation request

4. Service API invocation response

5. Service API invocation 

response


oleObject1.bin
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



image1.emf
API invoker CAPIF core function

3. Identity verificationand authentication

1. Service API invocation request with authentication information

API exposing 

function

4. Service APIinvocation response

2. Obtain API invoker information for authentication


image2.png
APl invoker

CAPIF core function

APl exposing
function

1. Service APl inovcation request

e

4. Service APl inoveation response

—
2.Check authrozation

2a. Obtain Authrization information

—
3.Execute API logic





oleObject2.bin
�

CAPIF core function


API invoker


AEF
(Service API)



