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* * * Start of Change 1 * * *

[bookmark: _Toc14352765][bookmark: _Toc19026792][bookmark: _Toc19034193][bookmark: _Toc19036383][bookmark: _Toc19037381][bookmark: _Toc25612639][bookmark: _Toc25613342][bookmark: _Toc25613606][bookmark: _Toc27161512][bookmark: _Toc162943598]6.4.1	General
Editor's note: Some of the reference points should be coordinated with the related PIN procedure, and will be supplied the details of interface function in the following meeting. 
This clause defines the reference points between functional entities of PINAPP. 

* * * Start of Change 2 * * *

[bookmark: _Toc162943633]8.2.2.1	PIN Profile in a PIN
PIN profile includes information about the static data needed for configuration for the Personal IoT networks.
Table 8.2.2.1-1: PIN Profile
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PINEs allowed to join the PIN
	Y
	Y
	N

	Allowed PIN service
	List of service that can be offered within a PIN: 
        > PIN service Provider Identifier
        > PIN service type
        > PIN service Feature
	Y
	Y
	N

	Allowed PEMC list
	The list of PINE static information for PINE(s) that can be allowed to take the role of PEMC:
        > PINE ID
        > GPSI
        > Role (e.g., primary, secondary or both)
        > Port number (see NOTE)
	Y
	Y
	Y

	Allowed PEGC list
	The list of PINE static information for PINE(s) that can be allowed to take the role as PEGC:
        > PINE identifier
        > GPSI
        > Role (e.g., primary, backup or both)
        > Port number (see NOTE)
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y

	PIN server Endpoint
	The endpoint information (e.g., URI, FQDN) or a static IP address used to communicate with the PIN server. 
	N
	Y
	Y

	Allowed PIN elements list 
	List of PINEs which can be allowed to join the PIN
        > PINE ID
	Y
	Y
	Y



Editor's Note: The NAT related issues if any in PIN is FFS. 
NOTE: NAT aspects are not specified in the current release. 

* * * Start of Change 3 * * *

8.5.2.3.1	General
The following information flows are specified for PIN creation:
-	PIN creation request and response;
-	PIN creation notification request and response;
Editor's note: A review and update of procedural text and IEs is necessary to ensure that multiple PEMC/PEGCs are supported.

* * * Start of Change 4 * * *

[bookmark: _Toc162943706]8.5.8.2.1	PIN client requests to join into a PIN
Figure 8.5.8.2.1-1 illustrates procedure of PIN client requests to join into a PIN, based on request/response model.
Pre-conditions:
1.	The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC and already has application layer connection with PEMC;
4.	The PIN client has already received the list of PIN ID, corresponding PEMC IP address and configuration information related to each PIN;
[image: 图形用户界面, 图示

描述已自动生成]
Figure 8.5.8.2.1-1: PIN client requests to join into a PIN
1.	The PIN client sends the PIN Management PINE join into PIN request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information as defined in clause 8.5.8.3.2. 
The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
2.	Upon receiving the request, the PEMC performs an authorization check to verify whether the PIN client has authorization to join the PIN. The authorization procedure is defined in clause 8.10. 
3.	The PEMC sends a successful PIN Management PINE join into PIN response to PIN client. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access the network provided by PEGC. The PEMC also provides lifetime of the PIN, identity, address of PEGC and may also provide unique PIN client ID to identify the PIN element within a PIN.
4.	The PEMC sends PIN status notify to the PIN server containing the details of the new PIN client that joined the PIN, including PIN client ID, GPSI and etc. 
5.	The PEMC sends PIN status notify to the PEGC and other PIN elements that subscribed for PIN status notification which contains the details of the new PIN client that joined the PIN. And the PEGC decides to enables the PINE to access 5GS. 
6-8.	The PEMC/PEGC/PINE updates PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.

* * * Start of Change 5 * * *

[bookmark: _Toc162943707]8.5.8.2.2	Procedure of PIN elements decides to leave the PIN
The following procedure defines the PIN elements decides to leave the PIN. 
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC and already has the application layer connection with the PEMC;
[image: 图形用户界面, 图示

描述已自动生成]
Figure 8.5.8.2.2-1: PIN client decides to leave a PIN
1.	The PINE decides to leave a PIN, and sends the PIN Management PINE leave from PIN request to PEMC to leave the PIN. The request includes the security credentials of the UE or PIN client received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
2.	The PEMC authorizes the request, and decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. The authorization procedure is defined in clause 8.10.
3.	The PEMC sends the PIN Management PINE leave from PIN response to PINE to notify that the PIN client is not the member of the PIN anymore.
4-5.	The PEMC sends the PIN status notify Request to the PEGC, PIN server and PIN elements that subscribed for PIN status notification which contains the details of the PIN client that requested to leave the PIN. The details of the PINE include PIN client ID, GPSI and etc.
6-8.	The PEMC/PEGC/PIN server updates the dynamic profile information of the PIN to remove the details of the PIN client that requested to leave the PIN. The PEGC disables the access control information for this PINE. The PEGC stops relaying traffic to the PINE.



* * * End of Change * * *
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