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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1] 3GPP TR 28.879, " Study on OAM for service management and exposure to external consumers".


3	Rationale
This pCR proposes to add an evaluation analysis for the authorization of the external MnS consumer to access the management service API use case in clause 5.1.4 of TR 28.879 [1].



4	Detailed proposal
It is proposed that the following changes be made in clause 5.1.4 of TR 28.879 [1].
	First Change
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-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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	Second Change




5.1.4.3	Potential solutions
[bookmark: _Toc168331776]5.1.4.3.i.1	Introduction
Editor's Note:	This clause describes briefly the potential solution at a high-level.

[bookmark: _Toc168331777]5.1.4.3.i.2	Description
Editor's Note:	This clause further details the potential solution and any assumptions made.

[bookmark: _Toc168331778]5.1.4.4	Evaluation of potential solutions
The proposed solution covers the requirement PREQ-FS_MExpo-Auth-01 of the use case. However, the proposed solution has the following limitations when it comes OAuth2.0 scopes:
1) 
2) Given that the access token is carried in the HTTP authorization header (see RFC 6750[31]), size limitations are introduced on how big the access token could be. In the 3GPP management system, the access control for each MnS consumer is at the granularity of the resources (i.e., MOIs, IOCs, or their corresponding attributes), the operations that can be performed on these resources, and the actions that are allowed on the permitted operations. This implies that as the number of resources the external MnS consumer is authorized to access increases, so does the size of the access token since the access rule(s) are stored in the "scope" attribute of the access token.
3) At the MnS producer, as the enforcer, the MnS producer is incharge of validating the access token provided by the external MnS consumer (see clause C.7 TS 33.122[14]). The validation process of the access token  involves ensuring that the access token is a valid (see RFC 7519[32]). Upon validation, the MnS producer needs to map the scope value of the access token to the access rules (see clause C.5 TS 33.122[14]) and ensure that the access rules are valid for the external MnS consumer. To do this, the MnS producer can contact the authorization server. These checks (i.e., the access token validation, the mapping and the validation of the access rules applicable to the external MnS consumer) contribute to the processing time of the access token on the MnS producer.  

	End of Changes





