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*** START OF NEXT CHANGE ***
[bookmark: _Toc20235709][bookmark: _Toc28275194][bookmark: _Toc155282383]5.6	Requirements for Privacy and Security
The high-level requirements for privacy and security, specific for Service Level Tracing for IMS are as follows:
The following high-level OMA Service Level Tracing requirements apply [9].
[SLT-PRV-1] with the following clarification:
-	Privacy shall be applied across the appropriate Trace Itf-N.
[SLT-SEC-1]
[SLT-SEC-2]
[SLT-SEC-3] with the following clarification:
-	It may not be possible to retrieve Trace information from IMS NEs from outside the PLMN where the IMS NEs reside.
[SLT-IOP-1] with the following clarification:
-	The propagation of the Trace Parameter Configuration and the Start Trigger event shall be prohibited by the PLMN when e.g. the SIP AS is hosted outside a PLMN.
As the radio access nodes in E-UTRAN are outside an operator’s secure domain, the following requirement applies for E-UTRAN as described in 3GPP TS 33.401 [10]:
[SET-SEC-1] Keys stored inside eNBs shall never leave a secure environment within the eNB. When security key(s) transported on control signalling messages are included in the trace file, the key value(s) shall be removed and replaced with the value “Unavailable”.
As the radio access nodes in NG-RAN are outside an operator’s secure domain, the following requirement applies for NG-RAN as described in 3GPP TS 38.401 [17]:
[SET-SEC-2] Keys stored inside NG-RAN node shall never leave a secure environment within the NG-RAN node. When security key(s) transported on control signalling messages are included in the trace file, the key value(s) shall be removed and replaced with the value "Unavailable".
As the receiving nodes may be outside an operator’s EPC secure domain, the following requirement applies for EPC as described in 3GPP TS 33.401 [10]:
[SET-SEC-3] Keys stored inside EPC node shall never leave a secure environment within the EPC node for UE trace purpose. When security key(s) transported on control signalling messages are included in the trace file, the key value(s) shall be removed and replaced with the value "Unavailable".
As the receiving nodes may be outside an operator’s 5GC secure domain, the following requirement applies for 5GC as described in 3GPP TS 38.401 [17]:
[SET-SEC-4] Keys stored inside 5GC node shall never leave a secure environment within the 5GC node for UE trace purpose. When security key(s) transported on control signalling messages are included in the trace file, the key value(s) shall be removed and replaced with the value "Unavailable".

The high-level requirements for privacy and security in case of streaming trace reporting are as follows:
-	The connection between data producer and data consumer shall provide the data privacy.
-	The connection between data producer and data consumer shall provide the data integrity.
*** END OF CHANGE ***

