3GPP TSG-SA3 Meeting #116
draft_S3-242524-r1
Jeju, Korea  20 - 24 May 2024                             revision of S3-242070-r1
Source:
China Telecom
Title:
New Solution on Security for multi-hop UE-to-Network Relay Communication
Document for:
Approval

Agenda Item:
5.12

1
Decision/action requested

This contribution propose a new solution on Security for multi-hop UE-to-Network Relay Communication.
2
References

[1]
3GPP TS 33.503: " Security aspects of Proximity based Services (ProSe) in the 5G System (5GS)".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

3
Rationale

This contribution propose a new solution on Security for multi-hop UE-to-Network Relay Communication, including the follow part:

Security procedure for hop-by-hop PC5 link to provide the communication protection between Remote UE, Intermediate Relay (s) and UE-to-Network Relay.
Authorisation procedure with network assistance to ensure the Remote UE is authorized to use the multi-hop U2N Relay service.
Security procedure to provide the communication E2E protection between Remote UE and 5G Network, including Layer-2 and Layer-3
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.Y
Solution #Y: Security for multi-hop Layer-3 UE-to-Network Relay Communication
6.Y.1
Introduction

This solution addresses security requirements for communication scenarios in Key Issue #1 (as defined in clause 5.1) . 
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Figure 6-x: Example scenario of multi-hop UE-to-Network Relay
Security procedure for each hop PC5 Link as described in clause 6.Y.2.

Authorisation procedure for Remote UE access Network via multi-hop Relay (s) as described in clause 6.Y.3. 
Security procedure for 5G ProSe Multi-hop Layer-3 UE-to-Network Relay Communication with N3IWF support as described in clause 6.Y.4.

Security procedure for 5G ProSe Multi-hop Layer-2 UE-to-Network Relay Communication as described in clause 6.Y.5.
Editor’s Note: Whether the authorisation procedure need is FFS.
Editor’s Note: How to authorize the intermediate relay in the multi-hop U2N scenario is FFS.
6.Y.2
Security procedure for each hop PC5 Link
The security procedure with or without network assistance in clause 6.6.3 of TS 33.503 [y] is used to establish a secure PC5 link between the Remote UE and the intermediate Relay, the intermediate Relay and the intermediate Relay, the intermediate Relay and the UE-to-Network Relay


.
Editor’s Note: Whether UP based and CP based PC5 security procedure as specified in clause 6.3.3 of TS 33.503 can be reused is FFS.
6.Y.3
Authorisation procedure for Remote UE access Network via multi-hop Relay (s)
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The hop-by-hop PC5 security has been established as described in clause 6.Y.2.
1. The Remote UE sends a Multi-hop Communication Request to the UE-to-Network Relay via one or more Intermediate Relay, which includes information about the selected path, the SUCI or UP-/CP-PRUK ID of Remote UE, RSC and freshness_parameter_1.
2. Upon receiving the Multi-hop Communication Request from the remote UE via one or more Intermediate Relay, the UE-to-Network Relay perform the security procedure with network assistance as specified in step 4 of clause 6.3.3.2.2 of TS 33.503 [y] or step 3 to step 13 in clause 6.3.3.3.2 of TS 33.503 [y].
Editor’s Note: Whether UP based and CP based PC5 security procedure as specified in clause 6.3.3 of TS 33.503 can be reused is FFS.
3. The 5G ProSe UE-to-Network Relay shall derive the session key from KNRP/KNR_ProSe and then derive the confidentiality key (if applicable) and integrity key. The 5G ProSe UE-to-Network Relay shall sends a Authorization Check Request message to the 5G ProSe Remote UE via one or more Intermediate Relay. This message shall also include the freshness Parameter 2 and shall be protected by integrity key.

4. Upon receiving the Authorization Check Request message, the Remote UE shall derive the KNRP/KNR_ProSe from UP-/CP-PRUK. It shall then derive the session key and the confidentiality key (if applicable) and integrity key and process the Authorization Check Request message. Successful verification of the Authorization Check Request message assures the Remote UE that the UE-to-Network Relay is authorized to provide the Multi-hop U2N Relay service.

5. The Remote UE responds with a Authorization Check Response message to 5G ProSe UE-to-Network Relay via one or more Intermediate Relay if successfully verified the Authorization Check Request message. The Authorization Check Response message shall be protected by integrity key and confidentiality key (if applicable).
6. Upon receiving the Authorization Check Response message, the UE-to-Network Relay shall verify the this message. Successful verification of the Authorization Check Response message assures the 5G ProSe UE-to-Network Relay that the 5G ProSe Remote UE is authorized to get the Multi-hop U2N Relay service.
7. After the successful verification of the Authorization Check Response message, the 5G ProSe UE-to-Network Relay responds a Multi-hop Communication Accept message to the 5G ProSe Remote UE via one or more Intermediate Relay to finish the Multi-hop Communication establishment procedures. The Multi-hop Communication Accept message shall be protected by integrity key and confidentiality key (if applicable).
Editor’s Note: Whether the session key between the remote UE and U2N relay is used for security protection is FFS.
NOTE: The Multi-hop Communication Request/Accept message and Authorization Check Request/Response message are transmitted between the Remote UE and the UE-to-Network Relay over hop-by-hop PC5 link.
6.Y.3
Security procedure for 5G ProSe Multi-hop Layer-3 UE-to-Network Relay Communication with N3IWF support
The 5G ProSe Layer-3 Remote UE selects N3IWF and performs the security procedures as specified in clause 7.2.1 of TS 33.501 [z].

NOTE: The N3IWF selects methods will be specified by SA2.

6.Y.4
Security procedure for 5G ProSe Multi-hop Layer-2 UE-to-Network Relay Communication
The 5G ProSe Remote UE and NG-RAN node shall establish AS security as specified in TS 33.501 [z].

6.Y.5
Evaluation

TBD

*************** End of the change ****************

5G ProSe Remote UE
NG-RAN
PC5 1
5G ProSe UE-to-Network Relay
PC5 n
Uu
Data Network
N6
5GC
5G ProSe Intermediate Relay 2
5G ProSe Intermediate Relay n
...
5G ProSe Intermediate Relay 1
PC5 2
PC5 (...)



