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*** START OF FIRST CHANGE ***
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***END OF FIRST CHANGE***
*** START OF SECOND CHANGE ***
[bookmark: _Toc145338653]10.4	Validation of usage of X.509 certificate  	
The 5G Core NFs in SBA mayight need to support multiple operator certificates for different purposes, such as TLS authentication, signing JSON signing and JSON encryption (e.g., for signing access tokens for service access authorization, signing CCA tokens, etc.)OAuth access tokens, or validating the JSON Web Signature in JSON Web Tokens (Client Credentials Assertion). 
The Extended Key Usage (EKU) extension of the X.509 certificate as defined in IETF RFC 5280 [14] and IETF draft-ietf-lamps-nf-eku-01RFC 9509 [63] can may be used to indicate the purpose of the X.509 certificates used in SBA. Accordingly, the CA is expected to be configured with policies to validate the purpose of the certificate and add it to the issued certificate, thus the usage of the certificate can be further verified in corresponding procedures (e.g., TLS authentication).
NOTE: RFC 5280 [14] specifies several extended key purpose identifiers (KeyPurposeIds) for X.509 certificates, but there are not extended key purpose identifiers explicitly assigned for JSON Web Signature (JWS) and JSON Web Encryption, used in 5GC. IETF draft-ietf-lamps-nf-eku-01 [63] defines extended key purpose identifiers for JWS, JWE. This is work in progress in IETF at the time of writing, therefore the procedure of validation of usage of X.509 certificate is currently applicable only to TLS authentication. 
If the initial trust between the operator RA/CA and the NF, the options for which are listed in clause 10.2.2, is set up by an OAMinitial certificate, and the NF communicates with the operator CA directly, then thate OAMinitial certificate may also includecarry the Extended Key UsageEKU extension. If the initial trust is setup by OAM issued signature of certain NF profile parameters, these NF profile parameters may include the EKU extension. In that case, dDuring the set up of initial trust procedure described in clause 10.2.3, the EKU extension may beis used to indicate the usagepurpose of the end entity certificate that the initial certificate can be used to request from that will be issued by the operator RA/CA/RA. In that case, tThe operator RA/CA/RA verifies that the Extended Key UsageKU extension carried in the certTemplate of the certificate enrolment request corresponds to the Extended Key Usage extension of the initial OAM issued certificatethat included in the initial trust before generating the final end entity certificate for the 5G Core NF.
NOTE: This clause does not preclude to use the X.509 certificate for different purposes. In that case, the EKU extension would have several values. Implementations can opt in to deploy a different certificate per each purpose, of one certificate with multiple purposes. This note applies to both initial trust (e.g., OAM certificate) and final end entity certificate for 5G Core NF. 
*** END OF SECOND CHANGE ***

