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6 Decision/action requested

Approve the proposed solution for TR 33.743.
2
References

[1]
3GPP TS 33.743: " Study on Security Aspects of Enhancement for Proximity-based Services (ProSe) in 5GS Phase 3".
3
Rationale

It is proposed to address TR 33.743 [1], "Key issue #1: Security for multi-hop UE-to-Network Relay" using mechanism based on the existing PC5 (CP and UP) security procedures with enhancements for the support of multi-hop UE-to-Network Relay using a ProSe Intermediate Relay Key (PIRK) derived from the root key (UP-PRUK or CP-PRUK).

4
Detailed proposal

It is proposed to approve the following solution in TR 33.743.


* * * * Start of Changes (all text new) * * * *
6.Y
Solution #Y: Security for multi-hop UE-to-Network Relay using an intermediate key
6.Y.1
Introduction


This solution addresses "Key issue #1: Security for multi-hop UE-to-Network Relay".

The solution proposes to reuse mechanisms described in TS 33.503 [5], clauses 6.3.3.2 and 6.3.3.3 with the following enhancements:

· Remote UE that wishes to connect to U2N Relay via an Intermediate Relay, sends securely a PRUK ID and a new ProSe Intermediate Relay Key (PIRK), derived from (UP-PRUK or CP-PRUK), to the Intermediate Relay after PC5 link security is established between Remote UE and Intermediate Relay. 
· The Intermediate Relay in direct proximity to the U2N Relay (i.e., last hop Intermediate Relay) establishes the PC5 link security based on the PIRK (i.e., derives PC5 link root key from PIRK). If not in direct proximity to the U2N, the Intermediate Relay forwards securely the PRUK ID and PIRK to the next Intermediate Relay in the path after PC5 link security is established between the Intermediate Relays.
Editor's Note: It’s FFS whether the security context for intermediate Hops can be reused for different pairs of Remote UE and U2N.
6.Y.2
Solution details

6.Y.2.1
Security procedure over User Plane 
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Figure 6.Y.2.1-1: PC5 security establishment procedure for multi-hop 5G ProSe UE-to-Network relay communication over User Plane 
0. The Remote UE authorized for multi-hop discovery and communication is provisioned with U2N Relay discovery and communication parameters. Remote UE and Relays are provisioned with RSC, where RSC is configured with an indicator allowing multi-hop support indicator. 

1. Remote UE sends a ProSe Remote User Key request to its PKMF. PKMF verifies that the Remote UE is authorized for U2N Relay services including via multi-hop. If the Remote UE is authorized, PKMF sends a response including UP-PRUK and UP-PRUK ID to the Remote UE as per existing provisioning mechanisms defined in TS 33.503 [5], clause 6.1.3.2. 

2. The Remote UE discovers the U2N Relay via the Intermediate Relay discovery messages. It is assumed that U2N discovery is performed according to discovery solutions for KI#1.
3. The Remote UE sends a DCR message to the Intermediate Relay, including RSC, user info of U2N Relay and UP-PRUK ID.

4. The Remote UE and Intermediate Relay perform a mutual authentication using a Long-Term Credential (LTC). Alternatively, the Remote UE and Intermediate Relay can connect based on a mechanism with network assistance (based on TS 33.503 [5], clause 6.6.3.1), and skip mutual authentication in that case. 

Editor's Note: how the Remote UE and Intermediate Relay performs a mutual authentication based on LTC and how LTC is provisioned is FFS.

Editor's Note: how a Remote UE and Intermediate Relay can perform the procedure in the clause 6.6.3.1 especially the CP procedure is FFS.

Editor's Note: It’s FFS whether and how security context is established for earlier hops beside the last hop.

5. The Remote UE receives a Direct Security Mode Command message from the Intermediate Relay that includes conventional security parameters (e.g., security policy, freshness parameters, etc) to initiate the PC5 link security establishment.

As the Remote UE is connecting to the U2N Relay via an Intermediate Relay, Remote UE derives a UP-PIRK using UP-PRUK and nonce1. 

Remote UE sends a fully protected (encrypted, integrity, replay) Direct Security Mode Complete message to the Intermediate Relay including PIRK, nonce1.

If more than one Intermediate Relay are involved (not shown in the figure), the Intermediate Relay behave similarly to the Remote UE towards the next Intermediate Relay (except for the UP-PIRK derivation) and forwards securely the UP-PIRK to the next hop Intermediate Relay, up to the last hop Intermediate Relay.

Editor's Note: It’s FFS whether the security context for intermediate hops can be reused for different pairs of Remote UE and U2N.
6. The last hop Intermediate Relay sends a DCR message to the U2N Relay including UP-PRUK ID, RSC, U2N user info, nonce1 and a multi_hop_indication to indicate that the request is for a Remote UE multi-hop connection.

7. The U2N Relay sends a key request to the Remote UE PKMF via its PKMF. The request includes UP-PRUK ID, RSC, nonce1 and the multi_hop_indication. 

If Remote UE PKMF receives a multi_hop_indication in the request, the Remote UE PKMF derives a UP-PIRK from UP-PRUK using nonce1 and derives a K*NRP from UP-PIRK using RSC, and a nonce2 i.e., instead of deriving a KNRP using UP-PRUK. The corresponding key hierarchy for multi-hop U2N security is described in 6.Y.2.3.
Remote UE PKMF sends the K*NRP and nonce2 to the U2N Relay via U2N Relay PKMF.

8. U2N Relay derives a session key using K*NRP and security keys using the session key. U2N Relay sends a Direct Security Mode Command message integrity protected to the Intermediate Relay including nonce2.
Intermediate Relay derives K*NRP from UP-PIRK using RSC and nonce2, the same way as Remote UE PKMF. Intermediate Relay derives a session key using K*NRP and security keys using the session key. The Intermediate Relay verifies the security of the Direct Security Mode Command with the generated security keys. The Intermediate Relay determines that U2N Relay and Remote UE are authorized for multi-hop U2N Relay connectivity if the verification is successful.

Intermediate Relay sends a fully protected Direct Security Mode Complete message to the U2N Relay.

U2N Relay verifies the security of the Direct Security Mode Complete with the generated security keys. The U2N Relay determines that Intermediate Relay and Remote UE are authorized for multi-hop U2N Relay connectivity if the verification is successful.

9. The U2N Relay sends a DCA message to the Intermediate Relay confirming successful relayed connection. 

The U2N Relay proceeds with the regular remaining steps to complete the procedure including sending UP-PRUK ID in a Remote UE Report procedure to identify the Remote UE that is using the multi-hop U2N Relay connectivity service.

The Intermediate Relay sends a DCA message to the Remote UE confirming successful establishment of multi-hop relayed connection.
6.Y.2.2
Security procedure over Control Plane 

The security procedure over Control Plane applies the same principles as above to the mechanisms described in TS 33.503 [5], clause 6.3.3.3, with the following differences:
· If the Remote UE possesses a CP-PRUK/CP-PRUK ID from a previous direct U2N Relay connection, it uses CP-PRUK/CP-PRUK ID instead of UP-PRUK and UP-PRUK ID and derives a CP-PIRK from CP-PRUK.
· The last hop Intermediate Relay derives K*NR_ProSe from CP-PIRK.
· On the network side, AUSF derives CP-PIRK from CP-PRUK and K*NR_ProSe from CP-PIRK.
6.Y.2.3
Key Hierarchy 
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Figure 6.Y.2.2-1: PC5 Key Hierarchy for multi-hop 5G ProSe UE-to-Network Relay security over User Plane (left) and Control Plane (right)
The key hierarchy for multi-hop U2N Relay (UP or CP) support shown in Figure 6.Y.2.2-1 is proposed in addition to the existing key hierarchy for single-hop connection (TS 33.503, clause 6.3.3.2.3 or 6.3.3.3.3). This key hierarchy applies when Remote UE connects to U2N via multi-hop, as follows:
· The proposed Intermediate Relay Key PIRK (respectively UP-PIRK and CP-PIRK) is derived from PRUK (respectively UP-PRUK and CP-PRUK) to enable the PC5 link security establishment between the last hop Intermediate Relay and the U2N Relay. 
· PIRK is sent securely from the Remote UE to the last hop Intermediate Relay (directly or via other Intermediate Relay(s)). 
· The network and last hop Intermediate Relay derive a PC5 root key (respectively K*NRP or K*NR_ProSe) from the PIRK. The network sends the PC5 root key derived from PIRK to the U2N. 
· K*NRP is used instead of KNRP, and K*NR_ProSe instead of KNR_ProSe for the derivation of the session key, used to derive the security keys for the connection security between the last hop Intermediate Relay and U2N relay. 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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