3GPP TSG-SA3 Meeting #116
draft-S3-241924-r1
Jeju, South Korea,  20th - 24th May 2024
Source:
Nokia, MITRE
Title:
pCR on Solution for NRF reporting
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.794: " Study on enablers for Zero Trust Security."

3
Rationale

This contribution proposes a solution for key issue 2.
4
Detailed proposal

**** START OF CHANGE ****
7.Y
Solution #Y: Solution for NFs providing inputs to NRF about potentially malicious NFs

7.Y.1
Introduction

This solution addresses the security threat identified for key issue #2. As explained in the threat description, it is important that NRF gets to know if a certain NF is under attack or compromised. 

This solution assumes that every NF can detect a misbehaviour of any other NFs with which it interacts. When such observations are sent to the NRF, the NRF can take appropriate actions to mitigate the risks associated with that misbehaviour. 

7.Y.2
Solution details

Every NF can suspect an anomalous or malicious activity coming from other NFs, with which it maintains a communication, via counters or alarms. Please note that the detection mechanisms are left to implementation. For example, if NF1 is sending 100 messages to NF2 in a pre-defined time window, and all messages are failing at NF2 due to authentication or authorization issues, the NF2 can consequently send an update to the NRF adding NF1 to a NF exclude or block list. NF2 can send this information to NRF by re-using the Nnrf_NFManagement_Update message.
Operator can configure the NFs with relevant security policies which define the thresholds and other variables which maybe required for monitoring and detecting malicious activity of other NFs.

Also, NRF can perform validation on received inputs from NFs to ensure that these inputs are not maliciously reported.
Editor’s Note: The NRF confirms the suspicious NF. Further actions on the NRF is FFS.
7.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

TBD
**** END OF CHANGE ****
