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1
Decision/action requested

Approve this update for Key issue #2 in TR 33.766.
2
References

[1]
3GPP TR 33.766: " Study on security aspects of energy savings in 5G (Release 19)."
[2]
3GPP TR 23.700-66: "Study on Energy Efficiency and Energy Saving".
3
Rationale

As outlined in TR 23.700-66[2], SA2 is currently examining the granularity at which network energy-related data can be exposed, considering factors like network slice information, UE, NF, PDU Session, and QoS flow. While encrypting energy-related data offers a basic level of protection, the lack of control over authorization granularity remains a concern. Therefore, SA3 should study the security implications of varying levels of granular access control to regulate the flow of energy-related information.

4
Detailed proposal

*** 1st CHANGE ***

6.2
Key Issue #2: Security aspects of exposure of energy related information.
6.2.1
Key issue details

The key issue aims to address the security issues related to exposure of energy related information studied in TR 23.700-66 [2].
Authentication and authorization are key aspect of securing exposure of network energy-related data, including consumption, efficiency to external consumers as per KI#1 in TR 23.700-66 [1]. This key issue focus on investigating authorization methods for exposure. 
Editor’s note: Privacy aspects of exposure of energy related information is FFS.

Editor’s note: Further details are FFS.

6.2.2
Security threats

Potential security threat: 

If energy related information is leaked in transit, sensitive information may be disclosed.

Having no authorization or enough level access control can lead to information leakage to authenticated AF’s. 
Editor’s note: Further security threats are FFS.
6.2.3
Potential security requirements

The exposed energy related information shall be integrity and confidentiality protected.
The producer and consumer of energy related information shall mutually authenticate.

The 5GS should support authorization mechanism for the exposed energy related information.

The 5GS should enable granular level access control to be able to restrict and control the flow of energy related information.
Editor’s note: Further requirements are FFS.
*** END OF CHANGES***
