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1
Decision/action requested

This document proposes a new solution on store and forward Satellite Operation.
2
References

NA
3
Rationale

The paper adds new solution on S&F Satellite Operation.
4
Detailed proposal

Start of Change

6.X
Solution #X: Expedited Authentication in 5GS in S&F Mode
6.X.1
Introduction

This solution addresses “Key issue #1: Security protection in Store and Forward Satellite Operation”.

The solution proposes to address & optimize security aspects of solution #12 and #15 in 3GPP TR 23.700-29 (albeit for 5GS). The solutions assumes that AMF functionality is broken down into an AMF on-board (called AMF') and an AMF on-ground (called AMF). AMF on-ground maintains UE/Security context, assigns GUTI and uploads UE information in AMF' of next satellite that will fly over the UE's location. AMF' on-board acts as a proxy and provides local termination of NAS on the satellite. It downloads UE context into AMF on-ground when feeder-link is available. 

The solutions proposes to pre-fetch authentication information into next satellite that will fly over UE's location.  

Authenticaiton and establishment of security context during initial registration suffer from following issues in case of S&F Mode: 

· 5GS introduces home control of UE's authentication, whereby the result of authentication is verified by home-network before SUPI and KSEAF are provided to serving-network. In case of S&F mode this would mean following: After Authentication Req/Rsp, AMF' of the current serving satellite needs to store Authentication result (RES*) and send it to AUSF when it gains feeder-link connectivity. This means two issues:

· Another satellite pass is required before UE can be successfully authenticated.

· UE loses radio connectivity while waiting for completion of authentication procedure. In the current scheme of things, the UE may consider that registration procedure has failed and may restart registration procedure during next pass of satellite. 

· After successful authentication, the AMF on-ground will then need to upload the authentication response into AMF' of next satellite that flies over the UE, so that it can proceed with Security Mode procedure. After successful establishment of security context, AMF' needs to perofrm Nudm_UECM / Nudm_SDM procedures before sending Registration Accept to the UE. This means two issues:

· These procedures further require connectivity to ground station, and hence another pass of satellite.

· Waiting for next satellite above means UE loses radio connectivity. In the current scheme of things, the UE may consider that registration procedure has failed and discard the security context if it doesn't receive Registration Accept with a GUTI. In the next pass of satellite, it may restart the registration procedure.

Accordingly, the solution proposes following optimizations to authentication proceure when UEs try to connect to 5G network in S&F Mode:

· Expedited Authentication (Similar to 4GS): XRES* and KSEAF are provided to AMF/AMF' during Nausf_UEAU_Auth Request/Response so that AMF' can validate the result locally and proceed with security mode procedure immediately.

· AMF' sends a (partial) registration accept to the UE containing  5G-GUTI before it performs Nudm_UECM procedure.

6.X.2
Solution details

Consider Figure 6.X.2.1 which details of how the above enhancements help expedite registration/ authentication/ security-mode procedures, while reusing most of existing procedures.
At time T1, Sat#1 has Service-Link to the UE, but does not have simultaneous Feeder-Link to the 5GC.

Step #1: The UE initiates a registration request towards the gNB on-board the satellite. The request contains UE Identity set to Subscriber Concealed Identifier (SUCI). The gNB on-board forwards the request to the AMF' on-board. 

Step #2: Since the AMF' on-board does not have authentication data to authenticate the UE, as it cannot contact the AUSF/UDM which are on-ground (due to absence of Feeder-link at this point of time), it rejects the registration request and sends the rejection message to UE via gNB (SA2 may decide to use another message, but that should not impact this solution).

The Registration Reject message contains a UE Temporary Identity (e.g. T-GUTI) generated by the AMF'. This identity would be included by the UE in future registration requests, and would be used by AMF' to correlate the UE to the one for whom it would have pre-fetched authentication information using the older SUCI.

Editor's Note: Since the temporary-identity is provided unprotected, it is FFS if such an identity may be used to launch DoS attacks.

Step #3: The AMF' stores the registration request it had received, so that it can intimate to the ground station later, that a UE identified by SUCI is trying to register and its authentication information needs to be made available to next satellite which will fly over UE's location. It also stores the information received over NgAP interface, e.g. the UE's location.

At time T2, Sat#1 has moved away and now has Feeder-link connectivity to the ground. At the same time, Sat #2 now has moved to provide Service-link connectivity to the UE.

Step #4: At this point of time, Sat#2 may not have pre-fetched authentication information for the UE. If the UE sends registration request to the gNB on-board Sat#2, it will be rejected similar to Step #3. If the UE had included T-GUTI assigned by Sat#1, Sat#2 should avoid assigning a new temporary identity to the UE.

Step #5: AMF' on-board the Sat#1 sends the Registration Request to the AMF on-ground. The request includes the SUCI as (was) received, T-GUTI assigned by AMF' and the location (e.g. tracking area) where UE was located when registration request was received. If the AMF' determines that UE is operating in S&F Mode, the same may be included in the request to AMF.

Step #6: AMF sends Nausf_UEAuthentication_Authenticate Request message to the AUSF to retrieve authentication information for authenticating the UE. The request includes an S&F Indication to signal to the AUSF that the UE is working in S&F mode and is connected via Satellite RAN, and hence an expedited/specialized authentication procedure needs to be initiated which requires lesser back-and-forth exchange of messages with the UE. AUSF may work with UDM to fetch the required information.

Step #7: The AUSF responds back with authentication information to AMF, which includes authentication vectors and the keys (e.g. KSEAF) to be used for driving further keys for protection of messages with UE. 

Additionally, AUSF may include XRES* in the response so that AMF itself can perform authentication validation. 

Step #8: The AMF determines the next satellite which will fly over the UE's last known location as provided by AMF' and uploads the authentication information into the AMF' of that satellite (e.g. Sat#3). Thus, the authentication information is pre-fetched into the satellite, ready to handle the future registration request. The information includes the T-GUTI as received in Step #5. The message may also include a 5G-GUTI assigned by the AMF, to be assigned to UE if authentication is successful.
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Figure 6.4.2-1: Expedited Registration Procedure
At time T3, Sat#2 has moved away and Sat#3 now has Service-link connectivity to the UE.

Step #9: The UE sends Registration request to the gNB on-board Sat #3, including the T-GUTI assigned earlier. gNB forwards it to AMF' on-board.

Step# 10: The AMF' determines it has pre-fetched authentication information (e.g. authentication vectors) of the UE and initiates authentication procedure. AMF' can validate the RES* if the same was provided by AMF. Else, the AMF' may store the RES* provided and send to AUSF later when it regains Feeder-link connectivity. 

Step #11: This is followed by Security Mode Command/Complete.

Step #12: At this point of time, the AMF' cannot proceed with location update procedure with the UDM on-ground, as Feeder-link is not available. It instead sends a Downlink NAS to the UE, containing a 5G-GUTI received from the AMF on-ground in Step #8. The assignment of the 5G-GUTI at this stage is an indication to the UE that it should save the security context for future use.

The message could be a Partial Registration Accept, whereby the Registration Accept message is enhanced to indicate that it is a partial accept for successful establishment of security context, but the subscription validations are pending.

The UE acknowledges the Downlink NAS message. 

At time T4, Sat#3 has moved away and regains Feeder-link connectivity to the ground station.

Step #13: The AMF' on-board Sat#3 downloads UE-context into the AMF on-ground. The request includes the 5G-GUTI, and may include the RES* received from the UE. The request also includes the security context of the UE, generated as a result of security mode procedure executed earlier.
Editor’s Note: Alignment with existing 5G-AKA is FFS.
Step #14: The AMF sends Nausf_UEAuthentication_Authenticate Request message to the AUSF.

Step #15: AUSF may validate the authentication result and sends Nausf_UEAuthentication_Authenticate Response message to the AMF. If the authentication is successful, the response includes SUPI of the UE.

Step #16: The AMF performs Location Update procedure towards UDM, which may include Nudm_UECM and Nudm_SDM procedures as defined in 3GPP TS 23.502 Clause 4.2.2.2. This is followed by subscription validation etc. 

Step #17: The AMF determines the next satellite which will fly over the UE's location (e.g. Sat #4) and uploads Registration Accept message into the AMF' of that satellite. The message may include a new 5G-GUTI, or AMF may continue to use the 5G-GUTI already assigned. The message also includes the security context of the UE as received in Step #12.

At time T5, Sat #4 has moved over the UE and gains Service-link connectivity to the UE.

Step #18: If UE received a Partial Registration Accept in Step #11, the AMF' inform the UE of Registration procedure completion so that UE can proceed with next steps (e.g. data transfer). This step is optional, 

Thus, the UE is able to perform Registration to the network in a two passes of satellite, with minimal changes to existing procedure.
6.X.3
Evaluation

Editor’s Note: Impact to the AKA procedure is FFS.
TBD
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