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1
Decision/action requested

This contribution proposes solution to address KI#1 and KI#2.
2
References

[1]
3GPP TR 33.700-32, ‘Study on security aspects of User Identities and Authentication (Release 19)’
[2]
TS 33.501, ‘Security architecture and procedures for 5G System’, Release 18.
3
Rationale

This contribution provides solution to KI#3 in TR 33.700-32.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.700-32.
*****Start of Change 1*****
6.Y
Solution #Y: Authentication and authorization of non-3GPP devices
6.Y.1
Introduction

The solution addresses KI#3.
6.Y.2
Solution details

The UDM/UDR based on operator policy, manages user authentication requirement information along with SUPI i.e., subscription data. If user authentication is required based on operator policy, the UDM/UDR also stores and manages the user identity profile which can contain user authentication and authorization data such as user identifier, applicable user type (ie., human user or devices/applications. This is to allow restriction to use only allowed user identifier. Because in SA2 architecture assumptions in TR 23.700-32, it states, ‘When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.’).  

For authentication and authorization of UEs i.e, devices behind 5G-RG, TS 33.501 clasue 7B.4 is reused, i.e., When the UE uses untrusted non-3GPP access, the authentication of the UE is as specified in TS 33.501 clause 7.2.1 and when the UE uses trusted non-3GPP access, the authentication of the UE is as specified in TS 33.501 clause 7A.2.1 with the following adaptations.

· In step 5, if user authentication is supported, the UE sends a related indication in registration request. In step 20,  the UE if received user authentication required indication from the AMF in NAS registration accept, the UE sends User ID, user type and authorization information (e.g., service access token) in the NAS transport as response. AMF/SEAF verifies the received User ID, and authorization information with the user authentication and authorizationd data available (fetched from UDM), if it matches, the user authentication and authorization is considered as successful for non-3GPP device.
Editor’s Notes: The identification of non-3GPP device when it does not have subscription is FFS.
Editor’s Notes: The use of user id and device id is FFS.
Editor’s Notes: Whether the procedure for UE authentication in clause 7B.4 of TS 33.501 can be re-used is ffs.
6.Y.3
Evaluation

TBD
*****End of Change 1*****
