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1
Decision/action requested

This pCR provides updates to Solution #10 in TR 33.702.
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Rationale

The FBSS Transition (FT) procotol based solution described in [3] and further elaborated for UE TNAP mobility case in solution 3 [1] needs an entity called root key holder inaddition to the TNAP and TNGF. But the 5G architecture specified for trusted non-3GPP access defines TNAN to include only TNAP and TNGF and this architecture is being used for security procedures as in TS 33.501. Therefore, Solution#10 clarifies the necessary adaptions to be considered for the FBSS usage over 5G trusted non-3gpp access. Further the detailed analysis and the need for the adaptations were provided in S3-241145 for further reference. The evaluation has an EN on further evaluation to see if any needed, but there was no additional aspects added to the solution, neither no specific aspects of the existing text were pointed out during SA3#115 Adhoc-e for further clarification as the description sufficiently clarifies the limited adaptation listed to align with SA2 architecture, no need for additional text is identified. Therefore this contribution updates Solution #10 for the clean-up. 
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Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.702.
*****Start of Change 1*****
6.10
Solution #10: FBSS over 5G architecture

6.10.1
Introduction

The solution address KI#1 and KI#3. 

6.10.2
Solution details

If FBSS is determined to use for UE TNAP mobility by the network (i.e., TNGF), then Solution #3 aspects can be used as baseline with the following adaptations:

The Root Key holder (R0KH) functionality is co-located/offered by the TNGF.

The TNGF determines to use FT and initiate FT key hierarchy if both the UE and TNAP supports FT protocol (if the TNAP supports 802.11). The TNAP’s FT capability can be sent to the TNGF in any AAA message during the primary authentication. 

NOTE 1: Following FT key derivation, further steps 10d to step 22 are same as in TS 33.501 [3] Clause 7A.2.1, figure 7A.2.1-1.

Solution Adaptations for KI#3:

The solution can be reused by replacing the following aspects: a) replace UE with N5CW; b) replace TNGF with TWIF; c) replace KTNGF with KTWIF; and d) replace TNAP with TWAP. 

6.10.3
Evaluation

Evaluation in solution#3 can be reused with the following additional aspects.

The solution reuses existing trusted non-3GPP access architecture.

The TNGF need to know UE and TNAP’s FT support to initiate FT key hierarchy. TNAP indicates it’s FT support to TNGF over AAA message. TNGF need to support FT. Further details if any are upto normative work.

For KI#3, the evaluation is same as KI#1.
The solution reuses existing 5G architecture.

*****End of Change 1*****
