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1
Decision/action requested

It is proposed to add new solution for KI#1 in TR 33.784
2
References

NA
3
Rationale

This solution is proposed to address Key Issue#1: Security aspects on enhancements to LCS to support AIML. 

4
Detailed proposal

6.Y.1
Introduction
This solution is proposed to address Key Issue#1: Security aspects on enhancements to LCS to support AIML. 

The AI/ML model retrieval and transition between the model training entity such as NWDAF and model consumer such as LMF is well investigated in TR 23.700-84 [1]. However, the AI/ML model training entity and AI/ML model consumer may be different; thereby the AIML model may be altered by the malicious entities and leaked to unauthorized entities. Therefore, the authorization of a trusted AI model consumer should be considered to communicate and performing a collaborative training process with AI/ML Model training entity. 
The principle of this solution is to reuse model authorization procedure as much as possible description in clause X.10 in TS 33.501.  If the AI model training entity and AI model consumer are different, AI model consumer shall be authorized to retrieval model from ML model training entity.

The LMF model may have its own service area which means it is allowed to obtain the UE location in this Area. However, if the LMF can get UE location using AIML model, the LMF could get the AIML model for LCS which service area is out of its LMF service area, the LMF may get UE location out of its service area. 
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Figure 6.Y.1 
As the result, 5GC shall authorize the LMF to get the Model which service area is within its service area so that the LMF cannot predict UE location out of its service area.

6.Y.2
Solution details
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Figure 6.Y.2 Authorization of AIML model procedure for LMF
0a. NF Service producer i.e., NWDAF containing MTLF registers its NF profile in the NRF with Service Area and ML Model Interoperability indicator per Analytics ID as described in clause 5.2 of TS 23.288 [105]. 

0b. LMF registers its NF profile in the NRF with Vendor ID and service area. 
0c. LMF discover the NWDAF containing MTLF using NRF discovery procedure.
1. The LMF sends an access token request to NRF as specified in clause 13.4.1. The access token request may contain the Analytics ID, Vendor ID and Area of Interest.

2. The NRF authorizes the LMF based upon the information received in step0b. The NRF shall check whether the Vendor ID of the LMF is within the Interoperability indicator for the Analytics ID. The NRF shall also verify the Area of Interest is within the Server Area of the LMF. If the authorization succeeds, NRF generates the access token(s) as specified in clause 13.4.1. The access token claims may include the Analytics ID and Area of Interest.

3. The NRF sends the access token to the LMF, or rejects the request in case of failed authorization, as described in clause 13.4.1.4. 

4. The LMF performs Nnwdaf_MLModelProvision (Analytics ID, Vendor ID, Area of Interest and token) service operation at the NWDAF containing MTLF to retrieve ML models for the LCS.
6. The NWDAF containing MTLF verifies the received access token as specified in clause 13.4.1. The NWDAF containing MTLF check whether the Area of Interest is in the Area of Interest in the access token. In case of successful access token verification, the NWDAF containing MTLF sends a success response to the LMF.
Editor’s Note: Whether service area is needed is FFS.
6.Y.3
Evaluation

TBD
