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1
Decision/action requested

It is propsed to approve the solution descrbied in this document. 
2
References

[1]
3GPP TR 33.702 " Study on Security for mobility over non-3GPP access to avoid full primary authentication".

3
Rationale

This proposal introduces a solution for security aspect of N5CW device connecting to a new TWAP within the same TWIF.
4
Detailed proposal

It is proposed to include the solution in [1].

*** CHANGE start ***
6.Y
Solution #Y: N5CW device mobility using security context in AMF

6.Y.1
Introduction

This solution resolves key issue #3 Security aspect of N5CW device connecting to a new TWAP within the same TWIF. Whenever reconnection of the device, security context (e.g. previously stored key) in the AMF can be utilized to avoid repeative primary authentication. If the N5CW device is already registered in 5GC, the AMF has security context for the N5CW device.

To derive new KTWIF for the N5CW device reconnecting, part of KTWIF can be stored and the stored KTWIF will be utilized in the next derivation during reconnection. By using previously stored part of KTWIF in the KDF, new KTWIF can be derived during reconnection. To do this, previously stored part of KTWIF can replace UL NAS COUNT in the KDF of KTWIF.
6.Y.2
Solution details




Figure 6.Y.2-1: TWAP mobility procedure
The steps shown in Figure 6.Y.2-1 is described as below:

1-4. Follows TS 33.501[3] Clause 7A.2.4
5. The AMF checks whether the N5CW device is first time registration or not. If the N5CW device is already registered, step 6 can be skipped. Otherwise, continue to step 6 for mutual authentication procedures.
6. The EAP-AKA’ procedure will be triggered to perform mutual authentication between the N5CW device and the home network as specified in TS 33.501[3] clause 6.1.3.1.
7. The AMF shall derive an KTWIF key from the received KAMF key as specified in TS 33.501[3] Annex A.9.
If the N5CW device is first time registered or there is no stored part of KTWIF in the AMF, for key derivation of KTWIF, UL NAS COUNT as zero is used in KDF. After deriviation of KTWIF, the AMF stores part of KTWIF for next reconnection.

If there is stored KTWIF in the AMF and the N5CW device is previously registered as checked in step 5, for key derivation of new KTWIF, previously stored KTWIF is used for KDF instead of UL NAS COUNT. After deriviation of KTWIF, the AMF stores part of KTWIF for next reconnection.

NOTE: The AMF can be pre-configured by operator which part of KTWIF will be stored from the full key stream. (e.g., LSB or MSB, or specific middle of key stream)
8-13. Follows TS 33.501[3] Clause 7A.2.4 Step 10-14.
6.Y.3
Evaluation
Editor’s Note: The security of using the current key as input to the key derivation is FFS.
Editor's Note:
Further evaluation is FFS.
*** CHANGE end ***
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1. EAP-based authentication trigger
2b. EAP-Res/Identity
 <SUPI or 5G-GUTI>
2a. EAP-Req/Identify
2c. AAA Request
<SUPI or 5G-GUTI>




3. Create Registration Request on behalf of UE




4a. AMF Selection
4b. N2 msg
(User Location, AN Type,  Registration Request [Reg. type,  SUPI/5G-GUTI, Req. NSSAI, 5GC Capability)




7. Derive KTWIF from KAMF
and store part of KTWIF
8. N2 Msg NAS Security Mode Command
(NULL security algorithms, [EAP-Success])




12a. Derive KTNAP (PMK) from KTWIF
13. N2 Initial Ctxt Setup Response
11. N2 Initial Ctxt Setup Request
(KTWIF)
12b. AAA (EAP-Success, PMK)
12c. EAP-Success




12d. Derive WLAN keys from PMK key




12d. Derive WLAN keys from PMK key
12e. Establish security over the air
(4-way handshaek)
12f. L2 or L3 connection
(per UE)




5. Check whether the device has previously registered
10. N2 MSG NAS Security Mode Complete




9. Store the EAP-success message




6. Authentication and Key Agreement as descrbied in TS 33.501, clause 6.1.3.1
Trusted WLAN Access Network
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