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Decision/action requested

SA3 is kindly requested to approve this contribution.
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Rationale
This contribution proposes to resolve the following Editor's Note in Sol#8 in TR 33.700-29 [1]:
Editor's Note: How to prevent DoS attack before security context is established is FFS.

According to the store and forward operation, a satellite receives and stores the uplink data from UEs when only service link is available, and then the satellite forwards the data to the ground network when the feeder link becomes available.
When only service link is available, a satellite may receive a number of registration request messages which the satellite cannot verify whether the messages are from genuine UEs. The storage capacity of the satellite can be easily exhausted as captured in the security threat in the key issue #1, and this may lead to DoS attack on the satellite.
Solution #8 focuses on preventing this kind of DoS attack before NAS/AS security context is established. In other words, UE generates a digital signature of Attach Request message through ECCSI algorithm, using SSK, PVT, and UE.ID associated with ECCSI algorithm. The satellite stores only verified Attach Request message.
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Detailed proposal

*************** Start of 1st Change ****************
6.8
Solution #8: Solution on preventing DoS attacks in S&F operation
6.8.1
Introduction

This solution addresses key issue #1: Security protection in Store and Forward Satellite Operation.

When only service link is available, a satellite may receive a number of registration request messages from UEs which are not authenticated yet. Unless there is a means for the satellite to verify whether the messages are from valid UEs or not, the satellite would store and forward all of the received messages. It may lead to a DoS (denial of service) attack on the satellite.

In addition, after a valid UE sends registration request message, the UE will wait till the service link is available again for authentication. However, if the satellite is a false satellite, the UE may not be able to connect to core network for a long time. It may lead to a DoS attack on the UE. The DoS attacks described above may happen more easily than a ground base station case, due to the Store and Forward property.

In this solution, before the primary authentication is performed between the UE and core network, ECCSI (elliptic curve-based certificateless signatures for identity-based encryption) as defined in IETF RFC 6507 [8] is used for mutual authentication between UE and satellite, in order to prevent the DoS attacks. In this solution, it is assumed that a satellite includes eNB and the functionality of MME related to the authentication called MME (NT).

6.8.2
Solution details




Figure 6.8.2-1: Protected attach procedure with MME onboard the satellite in S&F operation
To prevent DoS attacks, the following procedure is preceded:

0. The network provisions UEs and Satellite with a set of credentials for ECCSI. The credentials include Public Validation Token (PVT), Secret Signing Key (SSK) associated with UE's or Satellite's identity, and KMS Public Authentication Key (KPAK).

NOTE:
KMS can be a standalone entity or collocared in an existing NF.

After that, the authentication process of S&F mode is as follows.

PHASE 1. (Service link is available, Feeder link is unavailable)
1.  The satellite provides a random number generated by the satellite (SAT.RN) and S&F indicator indicating that the satellite is operating in S&F mode. These may be included in the SIB (System Information Broadcast) message

2.  The UE initiates the attach procedure by transmitting signed Attach Request message. This message consists of the Attach Request message (UE.ID, UE.RN, SAT.RN, and S&F indicator in addition to existing parameters) and digital signature of the message, generated by the UE through ECCSI algorithm. UE.ID is the UE's identity associated with ECCSI algorithm, and S&F indicator indicates that the UE will operate in S&F mode.

The satellite checks the validity of the UE by verifying the UE.Sig.
3. If the verification is successful, the satellite stores the received attach request message and transmits signed Attach Reject message. This message consists of the Attach Reject message (SAT.ID and Re-attach Info) and digital signature which is generated by the satellite using the Attach Reject message and UE.RN through ECCSI algorithm. SAT.ID is the satellite's identity associated with ECCSI algorithm and the Re-attach Info is information necessary for the UE to attempt the reconnection in step 7 (e.g., information about when the UE should retry to reconnect or list of satellite(s) that the UE should retry to reconnect).

The UE checks the validity of the satellite by verifying the SAT.Sig. If verified, UE waits for step 7 based on the guideline received.

PHASE 2. (Service link is unavailable, Feeder link is available) 

4.  The satellite requests authentication data for the UE by sending the Authentication Data Request message to the ground network (GND). The request includes IMSI, SN identity, and Network type.

5.  Upon the receipt of the Authentication Data Request from the satellite, HSS in the GND generates Authentication Vector(s) as defined in clause 6.3.2 in TS 33.102 [7]. Authentication Vector consists of KASME, RAND, AUTN, and XRES.

6.  The GND sends an authentication response back to the satellite that contains Authentication Vector(s).

PHASE 3. (Service link is available, Feeder link is unavailable)

The satellite in this PHASE may be different from the satellite in PHASE 1.

7. The UE retries the network connection by transmitting the Attach Request. 

8.  The satellite sends Authentication Request including AUTN and RAND.

9.  At the receipt of the RAND and AUTN, the UE verifies the freshness of the received values by checking whether AUTN can be accepted as described in TS 33.102 [7]. If so, the UE computes a response RES.

10. UE responds with Authentication Response message including RES in case of successful AUTN verification. In this case, the UE computes KASME from CK, IK, and serving network's identity.

11. The satellite checks that the RES equals XRES. If so, the authentication is successful. As a result of the authentication and key agreement, an intermediate key KASME is shared between the UE and the satellite.

12. NAS SMC procedure is performed between the UE and the satellite.

Editor’s Note: System impact is FFS

NOTE: The dynamic varation of SAT.RN and UE.RN hardens the security against DoS.

6.8.3
Evaluation

Editor’s Note: Regarding generation and verification of signatures, the expected impact on satellite system resources is FFS.
*************** End of 1st Change ****************
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