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1
Decision/action requested

It is proposed to approve this pCR.
2
References

3
Rationale

It is proposed to approve the PCR.
4
Detailed proposal
*** Start of Change ***

7.8
Solution #8: NRF based service and information exchange restriction
7.8.1
Introduction

This solution addresses the service and information exchange restriction issue of KI#2.
In this solution, NRF deployed in PLMN/PLMN hosting NPN domain will do the service and information exchange restriction.
7.8.2
Solution details

7.8.2.1
NF Service Producer registration with NRF
During NF Service registration procedure, the NF profile configuration data of the NF Service Producer may include the "additional scope". The "additional scope" information indicates the services/resources that are allowed for the NF Service Consumer of a specific PLMN hosting NPN. 
7.8.2.2
NF Service Consumer obtaining access token 
The following procedure describes how the NF Service Consumer obtains an access token before service access to NF Service Producers of a specific NF type.  
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Figure 7.8-1: NF Service Consumer obtaining access token before NF Service access
1. The NF Service Consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. 
The message may also include the information about the NPN served by the NF Service Consumer. 
Note: The NPN information can be the location information of the NF profile that is defined in clause 6.3.1.2 of 3GPP TS 23.501 [x]. The location information can indicate the location (e.g., the data centre of a specific company) of the NF instance.
2. The NRF shall verify that the input parameters NF Instance ID, information about the NPN served by the NF Service Consumer, and NF type as well as PLMN ID(s), if available, in the access token request match with the corresponding ones in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer or those in CCA of the NF Service Consumer. 

The NRF do the authorization based on the NF profile of NF service producer.
3. If the authorization is successful, the NRF shall send access token to the NF Service Consumer in the Nnrf_AccessToken_Get response operation, otherwise it shall reply based on Oauth 2.0 error response. The claims in the token may include information about the NPN served by the NF Service Consumer.
7.8.2.3
NF Service Consumer requesting service access with an access token
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Figure 7.8-2: NF Service Consumer requesting service access with an access token
Pre-requisite: The NF Service Consumer is in possession of a valid access token before requesting service access from the NF Service Producer.
1.
The NF Service Consumer requests service from the NF Service Producer. The NF Service Consumer shall include the access token. 
2.
The NF Service Producer shall verify the token as follows:
- 
The NF Service Producer ensures the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret.
- 
If the token includes the NPN information and the requested service operation is for requesting/provisioning information/resources (e.g., location information) related to a specific UE:
The NF Service Producer then may check whether the resource to be triggered by the NPN NF service consumer is allowed by the UE. 
- 
The NF Service Producer may leverage the UE ID (e.g., SUPI, GPSI, SUCI) to retrieve the information about the NPN that serves the UE from the UDM/UDR. If the NPN information in the token is identical to the one related to the UE, the verifications should be continued. Otherwise, the verification fails. 

- 
If NPN information is not reflected in UE’s subscription or the NF Service Producer cannot interact with the UDM, the list of UEs associated with the NPNs configured in the local profile can be used.

3.
If the verification is successful, the NF Service Producer shall execute the requested service and responds back to the NF Service Consumer. Otherwise, it shall reply based on Oauth 2.0 error. 
NOTE: UDM is assumed not to provide the wrong NPN information.

7.8.3
Evaluation


This solution has impacts on NF consumer in NPN domain.

The Nnrf_AccessToken_Get sent by NF consumer in NPN also needs to include the information about the NPN served by the NF Service Consumer. 
This solution has impacts on NF producer in PLMN domain.

The NF profile of NF producer in PLMN domain needs to indicate the specific PLMN hosting NPN whose services/resources are allowed for the NF Service Consumer.

If the token includes the NPN information and the requested service operation is for requesting/provisioning information/resources (e.g., location information) related to a specific UE:
The NF Service Producer then needs to check whether the resource to be triggered by the NPN NF service consumer is allowed by the UE. 
- 
The NF Service Producer needs to leverage the UE ID (e.g., SUPI, GPSI, SUCI) to retrieve the information about the NPN that serves the UE from the UDM/UDR. If the NPN information in the token is identical to the one related to the UE, the verifications should be continued. Otherwise, the verification fails. 

- 
If NPN information is not reflected in UE’s subscription or the NF Service Producer cannot interact with the UDM, the list of UEs associated with the NPNs configured in the local profile can be used by the NF Service Producer.

*** End of Change ***

