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1
Decision/action requested

It is proposed to approve this pCR.
2
References

[1]
3GPP TR 33.754 Study on security aspects for Multi-Access(DualSteer + ATSSS Ph-4)
3
Rationale

It is proposed to approve the new solution for key issue#1.
4
Detailed proposal

*** Start of Change ***

6.Y
Solution #Y: A random number based authentication mechanism for UE and UPF
6.Y.1
Introduction


This solution addresses KI#1.
In this solution, before mutual authentication, UPF sends UE identifier and the corresponding key (i.e. the random number) to the UE.
The UE and UPF realize mutual authentication based on the shared key (i.e. the random number).
6.Y.2
Solution details
6.Y.1
Delivery of credential and UE identifier
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Figure 6.Y.2-1 Delivery of credential and UE identifier

Step 1. The SMF may get the SUCI from the AMF.UPF may sends UDM the SUPI to get the GPSI.
Step 2. UPF sends UE identifier and credential to the SMF via the N4 Session establishment response message (step 2b). 

The UE identifier can be the GPSI of the UE, the SUCI of the UE, or a random number called randon_number_u. If UPF does not have the GPSI, UPF sends UDM the SUPI to get the GPSI (step 1).

Randon_number_u could be generated by the UPF or pre-configured on the UPF.

The credential can be the random number called randon_number_c, which could be generated by the UPF. The UPF associate the credential (e.g., randon_number_c) with the UE identifier (e.g., randon_number_u).

Step 3. SMF includes the UE identifier and credential to the PDU Session Establishment Accept message. SMF sends UE identifier and credential to AMF via the accept message.
Step 4. AMF sends UE identifier and credential to the UE via the PDU Session Establishment Accept message. 
6.Y.2 Authentication based on TLS, shared credential and UE identifier.
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Figure 6.Y.2-1 Authentication based on TLS, shared credential and UE identifier.
1. The UE sets the UE identifier (e.g., the GPSI, the SUCI, random number called randon_number_u) received from the AMF as the PSK identity in the ClientHello message. 

2. UPF checks the availability of PDU session based on the UE identifier. If no accepted PDU session is associated with the UE identifier, the UPF rejects the UE request. 
The UPF leverages the UE identifier to find the credential (i.e., the random number called randon_number_c) locally stored. If the credential is found, UPF sets the UE identifier (e.g., the GPSI, the SUCI) received from the UE as the PSK identity in the ServerHello message. The UPF sends the UE identifier to the UE.

3. The mutual authentication between UE and UPF is done based on the shared credential. 

6.Y.3
Evaluation


TBA
*** End of Change ***
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