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	Reason for change:
	An NF can use the service operation Nnrf_NFManagement_NFRegister_request (for brevity, referred to as register request) provided by the NRF to register the NF’s profile when the NF becomes operative for the first time. The NF can also use the service operation Nnrf_NFManagement_NFUpdate_request (for brevity, referred to as update request) of the NRF to update the NF’s already-registered NF profile. This update may be triggered, for example, after a scaling operation. Clauses 4.17.1 and 4.17.2 in TS 23.502 describe these two service operations in detail, and Clauses 5.2.7.2.2 and 5.2.7.2.3 in TS 23.502 describe input parameters that the NF can send in the register and update request. The parameters which must be (and can be) present in the NF’s certificate profile are presented in TS 33.310, Table 6.1.3c.3-1: NF TLS Client and Server Certificate Profile. 
The NOTE 3 in Clause 4.17.1 in TS 23.502 states that whether the NF profile sent by NF to NRF needs to be integrity protected by the NF and verified by the NRF is to be decided by SA3. The values of the NF profile parameters that are sent by the NF in the register and update requests should be consistent with the values of those parameters, if present, in the TLS client certificate associated with the NF that the NRF uses to authenticate the NF. 
The consistency between the profile and certificate is important because, otherwise, an NF Service Consumer can change important parameters in its NF profile at the NRF, whenever it wishes, to obtain an access token to access a service that the NF Service Consumer is not entitled to. The current specification does not include any requirements (or verification steps) towards ensuring that the profile and certificate of an NF are consistent with each other.

	
	

	Summary of change:
	A note for clarifying NRF security requirements to ensure that NF profile and Certificate never have inconsistent values for the attributes that are present both in the NF profile and certificate.


	
	

	Consequences if not approved:
	A malicious NF instance may modify its NF profile at the NRF to obtain access token that the NF instance is not entitled to obtain. An erroneous NF instance may update its NF profile in a mistakenly (i.e., not maliciously) wrong way.
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[bookmark: _Toc161837988]5.9.2.2	NRF security requirements
The Network Repository Function (NRF) receives NF Discovery Request from an NF instance, provides the information of the discovered NF instances to the NF instance, and maintains NF profiles. The NRF receives from NF Service Consumers or SCPs access token requests for service consumption and provides authorization tokens. 
The NRF shall act as authorization server.The following NRF service-based architecture security requirements shall apply:
NRF and NFs that are requesting service shall be mutually authenticated. 
NRF may provide authentication and authorization to NFs for establishing secure communication between each other.
NOTE: 	An NF instance can register or update its profile in an NRF using NFRegister and NFUpdate request as specified in clauses 4.17.1 and 4.17.2 of TS 23.502 [8]. Before storing a new NF profile (in the case of NFRegister request) or updating an existing NF profile (in the case of NFUpdate request) of an NF instance, the NRF checks the consistency between the NFRegister/NFUpdate request and the TLS certificate of the NF instance for the attributes that are present in both. The consistency checks include, but are not limited to (i) when an attribute (e.g., NF type) can take only a single value, the value of such attribute in the NFRegister/Update request and the NF TLS certificate needs to same,  and (ii) in the case that an attribute can take a set of values, each value of such attribute in the NFRegister/Update request needs to be present in the NF’s TLS certificate. If the NRF detects an inconsistency, it can reject the request. If an attribute in the NFRegister/NFUpdate request is not present in the NF TLS certificate, the NRF can allow for the attribute.
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