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1	Decision/action requested
It is proposed to approve the pCR to TR 33.749.
2	References
[1]	3GPP TS 23.558: "Architecture for enabling Edge Applications"
[2]	S6-231061: "Reply LS on FS_eEDGEAPP Solution for Support of NAT deployed within the edge data network "
[3]	3GPP TR 33.739: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC) phase 2"
[4]	S3-234309: "Reply LS on FS_eEDGEAPP Solution for Support of NAT deployed within the edge data network (S6-231061)"
[5]	3GPP TR 33.749: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC) phase 3"
3	Rationale
According to clause 8.6.5 of TS 23.558 [1], the EEC is a consumer of the UE Identifier API of the EES and provides CN assigned IP addresses in the API invocation. Then the EES uses this IP address for the invocation of the UE ID API provided by the core network. In the LS (S6-231061) [2], SA6 working group kindly request SA3 to study security aspects of usage of IP address provided by the EEC in the API invocation. These points are also captured in the following editor’s note in TS 23.558 [1]:
Editor's Note: [SA3] It is FFS whether the IP address (i.e. User information) provided in the request can be verified that is indeed the UE’s and whether the UE provided infomation (IP Address) can be trusted.
This issue was captured in Rel-18 TR 33.739 [3] clause 5.3.7 but concluded with no agreement. Accordingly, the LS in was replied in the LS out [4] as follows:
"SA3 was unable to achieve an agreed solution on how to verify the private IP addresses of EEC sent via the application layer within the limited time in R18."
This contribution proposes a key issue to be included in Rel-19 TR 33.749 [5] to study this remaining issue from Rel-18. 
4	Detailed proposal
Approve the following changes to TR 33.749 [5]. 






*** Start of 1st Change ***

[bookmark: _Toc155687110]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-49: "Study on Enhancement of support for Edge Computing in 5G Core network - Phase 3".
[3]	3GPP TR xxx
 [x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[XX]	3GPP TS 23.558: "Architecture for enabling Edge Applications".

*** Start of 2nd Change ***
[bookmark: _Toc128687087]5.3.X	Key issue #2.X: EEC provided IP address verification
[bookmark: _Toc104212950][bookmark: _Toc128687088]5.3.X.1 	Key issue details 
[bookmark: _Toc39138074][bookmark: _Toc104212951]According to clause 8.6.5 of TS 23.558 [XX], the EEC is a consumer of the UE Identifier API of the EES and provides CN assigned IP addresses in the API invocation. Then the EES uses this IP address for the invocation of the UE ID API provided by the core network. Since the IP address is used to determine the UE ID, core network needs to ensure that the IP address is trusted, and the EEC is authorized to use this IP address as a parameter in the API invocation. 
This key issue is to study these security and privacy aspects of usage of IP address provided by the EEC in the UE ID API invocation. 
5.3.X.2	Security threats
If the IP address provided by the EEC is not verified and the EEC is not authorized to use this IP address, a malicious or compromised EEC or a malicious API consumer can try to execute IP address spoofing attacks to learn identifiers of other UEs. 
[bookmark: _Toc39138075][bookmark: _Toc104212952][bookmark: _Toc128687090]5.3.X.3	Potential security requirements 
The 5G system should support a mechanism for verification of the IP address provided by the EEC. 
*** End of Changes ***


