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1
Decision/action requested

It is proposed to accept the change in this pCR to 3GPP TR 33713.
2
References

[1]


3GPP RP-240826: " Revised SID: Study on solutions for Ambient IoT (Internet of Things) in NR "
[2]
3GPP TR 23-700-13 v030: "Study on Architecture Support of Ambient power-enabled Internet of Things".
3
Rationale

Other 3GPP WGs provide definition of AIoT devices with ultra-low complexity devices with ultra-low power consumption and ask SA3 to provide security protection considering the above nature of the AIoT devce.
From [1] we can see that at RAN WG-level the scope of Ambient IoT addressing use cases and scenarios that cannot otherwise be fulfilled based on existing 3GPP LPWA IoT technology. It also provided in [1] the scope of AIoT device as quoted below.
4.1
Objective of SI or Core part WI or Testing part WI

This study targets a further assessment at RAN WG-level of Ambient IoT, a new 3GPP IoT technology, suitable for deployment in a 3GPP system, which relies on ultra-low complexity devices with ultra-low power consumption for the very-low end IoT applications. The study shall provide clear differentiation, i.e. addressing use cases and scenarios that cannot otherwise be fulfilled based on existing 3GPP LPWA IoT technology e.g. NB-IoT including with reduced peak Tx power.
General Scope

The definitions provided in TR 38.848 are taken into this SI, and the following are the exclusive general scope:

i. ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
ii. ≤ a few hundred µW peak power consumption1, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
From [2] we can learn that SA2 considers the ultra-low complexity power, cost and resource-constrained and requires security protection for AIoT devices.
4.2
Architectural Requirements

The following architectural requirements are applicable to this study:

-
Support for AIoT Services needs to adhere to the nature of the AIoT Devices (e.g. ultra-low complexity, power, cost and resource-constrained).

-
Support of the security aspects needs to consider the nature of the AIoT Devices (e.g. ultra-low complexity power, cost and resource-constrained) while addressing e.g. confidentiality, integrity, etc.
In order to fufill other 3GPP WGs requirement and facilitate other WGs’s technical progess, SA3 should work on security requiremets and solutions for AIoT service while consider the naure of AIoT device i.e. ultra-low complexity devices with ultra-low power consumption.
4
Detailed proposal

SA3 is requested to accept the following pCR.

*** Start of 1st Change ***
4.Y
Security Assumption

3GPP system shall support security architecture and operations (i.e., authentication, key derivation, ciphering, integrity protection) for AIoT services taking into account power capabilities and complexity of the AIoT devices.
*** End of 1st Change ***
