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1	Decision/action requested
It is proposed to add a sol on temporary ID based AIoT device privacy protection
2	References
[bookmark: _Hlk106339329]N/A
[bookmark: OLE_LINK3]3	Rationale
It is proposed to add a new solution for KI#3 Privacy by protecting AIoT device identifiers of TR 33.713. 
4	Detailed proposal
**** Start of Change****
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc164755002]6.Y	Solution #Y: temporary ID based AIoT device privacy protection
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc164755003]6.Y.1	Introduction
This solution addresses the security requirement of KI#3: Privacy by protecting AIoT device identifiers. The purpose of the AIoT device temporary ID is to provide an unambiguous identification of the AIoT device that does not reveal the AIoT device permanent identity. The AIoT device temporary ID is allocated by the AIoTF after AIoT device initial registration. 
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc164755004]6.Y.2	Solution details
This solution describes the allocation and usage of the AIoT device temporary identifier, as shown in the following figure 6.Y.2-1.


Figure 6.Y.2-1: signalling flow of the AIoT device temporary ID allocation and usage
0. [bookmark: _Hlk166148510]The AIoT device temporary ID is allocated by AIoTF after AIoT device initial registration. It is assumed that there are available security contexts between AIoT device and the Network after the AIoT device initial registration. Hence, the AIoT device temporary ID is protected by security contexts of the AIoT device, and transferred to the AIoT device. 
1. The AF sends the AIoT Service Request to the AIoTF via the NEF, including the AIoT device ID. The NEF maps the external AIoT device ID to internal AIoT device ID. 
Editor’s Note: whether there is AIoT device external ID is based on SA2’s decision, which is FFS. 
2. The AIoTF maps the received AIoT device ID to the AIoT device temporary ID, and use the AIoT device temporary ID to indicate the specific AIoT device. The AIoTF sends the AIoT Service Request (Inventory or Command) via the reader.
After the AIoT device temporary ID allocation, the AIoT device can be paged by its temporary ID, or partial of the temporary ID to enable more efficient radio signalling procedures. 
3. The AIoT device sends the AIoT Service Response to the AIoTF via the reader, including the AIoT device temporary ID.
4. The AIoTF maps the AIoT device temporary ID to AIoT device ID to response the AF via the NEF. The NEF maps the internal AIoT device ID to external AIoT device ID.

[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc164755005]6.Y.3	Evaluation
TBD.
**** End of Change****


image1.emf
AIoT device Reader AIoTF NEF  AF

1.AIoT Service Request

(AIoT device ID)

ID mapping

2.AIoT Service Request 

(Temporary AIoT device ID)

3.AIoT Service Response

 (Temporary AIoT device ID)

4.AIoT Service Response

(AIoT device ID)

0a.Initial Registration

0b.Temporary AIoT device ID allocation


Microsoft_Visio_Drawing.vsdx
AIoT device
Reader
AIoTF
NEF
AF
1.AIoT Service Request
(AIoT device ID)
ID mapping
2.AIoT Service Request 
(Temporary AIoT device ID)
3.AIoT Service Response
 (Temporary AIoT device ID)
4.AIoT Service Response
(AIoT device ID)
0a.Initial Registration
0b.Temporary AIoT device ID allocation



