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1	Decision/action requested
It is proposed to add a sol on AIoT device ID protection during the AIoT device initial registration.
2	References
[bookmark: _Hlk106339329]N/A	
[bookmark: OLE_LINK3]3	Rationale
It is proposed to add a new solution for KI#3 Privacy by protecting AIoT device identifiers of TR 33.713.
4	Detailed proposal
**** Start of Change****
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc164755002]6.Y	Solution #Y: AIoT device ID protection during the AIoT device initial registration
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc164755003]6.Y.1	Introduction
This solution addresses the security requirement of KI#3: Privacy by protecting AIoT device identifiers. The AIoT device initial registration is triggered by the AIoT service Request sent by the AF. During the initial registration, the communication protection between AIoT device and the Network has not been established yet. To prevent the AIoT deivce ID from being exposed in the air interface, the 5GC can trigger the reader(s) to pag an AIoT device or a group of AIoT Devices by broadcasting a partial AIoT Device ID. The AIoT device ID is consist of the common part (e.g., the Home Network identifier, or the 3rd party identifier) and the unique part (e.g., an identifier used to identify a specific Ambient IoT device). The partial AIoT Device ID is the common part of a group of AIoT device ID.
The AIoT deivce matchs the partial AIoT deivce ID will perform random access responding to the pagging message and report its permanent ID to the network. The AIoT device encrypts its permanent ID with an anonymous key AK, which is a shared key between AIoT device and AIoTF. This anonymous key may be provided to the AIoTF by the AF. 
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc164755004]6.Y.2	Solution details
This solution describes the AIoT device ID protection during the AIoT device initial registration, as shown in the following figure 6.Y.2-1.


Figure 6.Y.2-1: AIoT device ID protection during the AIoT device initial registration
1. The AF sends the AIoT Service Request to AIoTF, including the AIoT device ID and the anonymous key AK.
2. The AIoTF requests the Reader to start Paging (or Paging like) the AIoT device or a group of AIoT devices, using the partial AIoT Device ID.
The AIoT device ID is consist of the common part (e.g., the Home Network identifier, or the 3rd party identifier) and the unique part (e.g., an identifier used to identify a specific Ambient IoT device). The partial AIoT Device ID is the common part of a group of AIoT device ID. 
3. The Reader sends the Paging (or Paging like) message to AIoT device, including the partial AIoT Device ID. 
4. The AIoT deivce matchs the partial AIoT deivce ID will perform random access responding to the message and report its permanent ID to the network. The AIoT device encrypts the AIoT device permanent ID with the anonymous key AK.
5. The AIoT device sends the Registration Request to the AIoTF, including the encrypted AIoT device permanent ID.
6. The AIoTF uses the anonymous key AK received from AF to decrypt the AIoT device permanent ID. 
The AIoTF sends the AIoT device authentication Request to the AIoT Authentication Fuction, to trigger AIoT device authentication.
7. The authentication is performed between AIoT device and the AIoT Authentication Fuction.
8. The AIoTF sends the registration response to the AIoT device.
9. After the AIoT device initial registration, the AIoTF sends the AIoT Service Request (Inventory or Command) to the reader.
10. The reader sends the AIoT Service Request to the AIoT device.
11. The AIoT device sends the AIoT Servic Response to the reader.
12. The reader sends the AIoT Servic Response to the AIoTF.
13. The AIoTF sends the AIoT Servic Response to the AF.
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc164755005]6.Y.3	Evaluation
TBD.

**** End of Change****
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