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1
Decision/action requested

Approve the new KI for inclusion in TR 33.784 [1].
2
References

[1]
3GPP TR 33.784 ' Study on security aspects of Core Network Enhanced Support AIML'
3
Rationale

This contribution proposes a new key issue on privacy protection of intermediate data.
4
Detailed proposal
 ***  Start of 1st CHANGES ***
5.X
Key Issue #X: Privacy of processing VFL intermediate data 
5.X.1
Description 

The VFL would allow participating NWDAF and/or AF instances to collaborate without the need for model sharing. It is possible that policies in the PLMN and or the AF may prevent raw data to be exchanged directly between NWDAF and an external AF according to the Use Case described in TR 23.700-84 [3]. 

Since VFL participants may include external AF, if there is no protection for intermediate data (e.g., gradient, weight, identifier, etc.), the local raw data, e.g., lable, feature, One VFL participant may leak to other entities by using one’s plaintext of intermediate data. For example, a malicous external AF may leak intermediate data to unauthorized parties. The plaintext intermediate data can be used to reconstruct one’s raw data in some attacks. 
5.X.2
Security threats

Privacy data (e.g, feature, label) maybe be leaked. 

5.X.3
Potential security requirements

The privacy protection shall be considered when processes VFL intermediate data (e.g., gradient).
***  End of 1st CHANGES***
