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1
Decision/action requested

This contribution proposes to add conclusion to KI#2.
2
References

3
Rationale

The contribution proposes to add conclusion to KI#2.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

8
Conclusions

8.2
KI#2: Dedicated NFs interacting with PLMN through SBA interface
8.2.1
Analysis

The key issue#2 addresses the need to support topology hiding, malformed message blocking, wrong type message blocking, authentication and authorization, secure exchange of DNS, restriction to services and information between PLMN operational domain and PNI-NPN operational domain when dedicated NFs interacting with PLMN through SBA interface.
Eight solutions have been presented in the study:
- 
Solution #3 proposes a Hosted NPN Security Protection Proxy (HNSPP). HNSPP may be deployed only in the PLMN operational domain, or deployed only in the PNI-NPN operational domain, or deployed both in the PLMN operational domain and the PNI-NPN operational domain. 
-
Solution #4 proposes a security proxy owned by the PLMN to do the the service and information exchange restriction. It proposes to use dedicated DNN or S-NSSAI to identify PNI-NPN. 

-
Solution #5 proposes a Security Gateway deployed in the PLMN operational domain.
-
Solution #6 proposes a Customer InterWoking Function (CIWF) acting as a gateway.
-
Solution #7 proposes a Customer InterWoking Function (CIWF) acting as a delegate.
-
Solution #8 proposes a NRF-based procedure to do the the service and information exchange restriction. It proposes to use location information to identify PNI-NPN.
-
Solution #9 proposes that NFs deployed in the PNI-NPN operational domain are configured with a DNS server security configuration.

-
Solution #10 proposes that SCPs are deployed in the PLMN operational domain and PNI-NPN operational domain to do the topology hiding.
The common ground among solution#3, solution#5, solution#6, solution#7, solution#10 is to introduce entities deployed at the border between the PLMN operational domain and the PNI-NPN operational domain.
Solution#4 and solution#8 propose parameters to identify PNI-NPN.
8.2.2
Conclusion

It is proposed to introduce entity at the border between the PLMN operational domain and the PNI-NPN operational domain. It is left to implementation whether the entity is deployed in the PLMN operational domain only or PNI-NPN operational domain only or both.
*************** End of the change ****************

