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1
Decision/action requested

Propose to capture this solution in TR 33.700-32.
2
References

NA
3
Rationale

Propose a new key issue for privacy of one or more non-3GPP devices behind one gateway UE or 5G-RG. This is different from KI#2 is that the KI#2 forcuses on human user, while this is about privacy aspect of the identifier used for non-3GPP devcies authentication and authorization
4
Detailed proposal

*****Start of Change *****
5.2
Key Issue #2: privacy of one or more non-3GPP devices behind one gateway UE or 5G-RG

5.2.1
Key issue details

The identifier for non-3GPP devcies is a piece of information used to identify one specific non-3GPP, which is privacy sensitive. 

This key issue focuses on the privacy aspect of the identifier for non-3GPP devcie authentication and authorization.
5.2.2
Security threats

During the communication using the identifier for non-3GPP devcie authentication and authorization, if no proper protection against linkability and trackability attacks, the privacy sensitive information may be leaked to an undesired party and the privacy of the user is violated.

5.2.3
Potential security requirements

The 5G system shall provide mechanisms for mitigating privacy attacks (e.g. trackability, linkability) against the identifier for non-3GPP devcies during the communication between the non-3GPP device and the network, including the procedures for user authentication and service access.

*****The End*****
