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Decision/action requested

Approve this new solution to TR 33.743.
2
References
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3GPP TR 33.743
3
Rationale

This contribution provides a new solution to address the Key Issue #2: Security for multi-hop UE-to-UE Relay in TR 33.743, aiming to provide a method to establish security between UEs in the multi-hop UE-to-UE (U2U) Relay scenario.
4
Detailed proposal

***START OF 1st CHANGE***
6.Y
Solution #Y: Security establishment for multi-hop UE-to-UE Relay
6.Y.1
Introduction
This solution addresses Key Issue #2: Security for multi-hop UE-to-UE Relay, aiming to provide a method to establish security between UEs in the multi-hop UE-to-UE (U2U) Relay scenario. In this solution, the existing mechanism to establish security in U2U scenario as specified in clauses 6.6.3 and 6.6.4 of TS 33.503 [5] is used as baseline. This solution is based on the following terminologies and assumptions:

· The term ‘Multi-hop UE-to-UE Relay’ in this solution refers to the relays located between the End UEs. 
· The hops are counted based on the path from the source End UE to the target End UE, i.e. the Intermediate Relay that connects to the Source End UE is assumed as the first hop of the multi-hop connection, while the Target End UE locates at the last hop. 
· The ‘next hop’ of a node refers to the neighbour node facing to the Target End UE side, while the ‘previous hop’ refers to the neighbour node facing to the Source End UE side.
6.Y.2
Solution details
The mechanisms in clauses 6.6.3 and 6.6.4 are used as baseline of this solution, including mechanisms with and without network assistance.
6.Y.2.1
Security mechanism with network assistance

Both UP-based and CP-based procedures as specified in clauses 6.3.3.2 and 6.3.3.3 of TS 33.503 [5] are used as baseline to provide authentication, authorisation and security establishment within the Multi-hop U2U Relay scenario with the following modificaitons: 
For security establishment between the Source End UE and the Multi-hop U2U Relay:
-
The Remote UE is replaced by the Source End UE.

-
The U2NW Relay is replaced by the Multi-hop UE-to-UE Relay.
For security establishment between the Multi-hop U2U Relays:
-
The Remote UE is replaced by the Multi-hop U2U Relay close to the Source End UE side.

-
The U2NW Relay is replaced by the Multi-hop U2U Relay close to the Target End UE side.

For security establishment between the Multi-hop U2U Relay and the Target End UE:

-
The Remote UE is replaced by the Target End UE.

-
The U2NW Relay is replaced by the Multi-hop U2U Relay at the previous hop of the Target End UE.

-
Upon receiving the Direct Communication Request (DCR) message from the Multi-hop U2U Relay which includes an RSC and if the Network Assistance Security Indicator associated with the RSC indicates the security procedures with network assistance are required, the Multi-hop U2U Relay needs to make sure it is inside network coverage prior to initiating the security procedure with network assistance. If the Multi-hop U2U Relay is not in network coverage, it shall reject the DCR message.

-
The steps 4-5d in clause 6.3.3.2.2 of TS 33.503 [5] and the steps 3-16 in clause 6.3.3.3.2 of TS 33.503 [5] are not triggered by the DCR from the Multi-hop U2U Relay. Upon receiving the DCR message from the Multi-hop U2U Relay which includes an RSC with the Network Assistance Security Indicator indicating the security procedures with network assistance, the Target End UE shall inform the Multi-hop U2U Relay to initiate the above steps with the message pair Direct Communication Security Request and Direct Communication Security Accept. The Direct Communication Security Request message shall include the SUCI or UP-/CP-PRUK ID of Target End UE, the RSC and freshness parameter. Upon receiving the Direct Communication Security Request message, the Multi-hop U2U Relay shall make sure it is inside network coverage prior to initiating the security procedures with network assistance. If it is outside network coverage, it shall reject the Direct Communication Security Request message. 

- 
The RSC in the DCR sent by Multi-hop U2U Relay to Target End UE is protected using the security mechanism in clause 6.3.5 of TS 33.503 [5] by modifying Annex A.5 to generate a keystream of the length of the RSC. The Direct Communication Security Request message is protected by reusing the protection method defined in clause 6.3.5 of TS 33.503 [5]. 
6.Y.2.2
Security mechanism without network assistance

The security procedure in clause 6.2 of TS 33.503 [5] is used to establish a secure PC5 link, using mechanism without network assistance, between the End UE and the Multi-hop U2U Relay, and between Multi-hop U2U Relays with the following modifications.
-
The RSC is included in the DCR message.

-
The DCR message is protected based on the security mechanism defined in clause 6.3.5 of TS 33.503 [5] with a modification that the length of the UP-PRUK ID/CP-PRUK ID is set to zero in clause 6.3.5.2 of TS 33.503 [5].
6.Y.3
Evaluation
This solution addresses the security requirements of key issue #2. the existing mechanism to establish security in U2U scenario as specified in clauses 6.6.3 and 6.6.4 of TS 33.503 [5] is used as baseline to provide authentication, authorisation and security establishment. Trackability and linkability are prevented by sending DCR/Direct Communication Security Request protected as specified in clause 6.3.5 of TS 33.503 [5].
***END OF CHANGES***
