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1
Decision/action requested

SA3 is kindly requested to approve the proposed solution. 
2
References

[X]

TS 33.117 : Catalogue of general security assurance requirements

3
Rationale

As per the description of key issue #1, the solutions addressing this key issue can aim to identify relevant factors for data collection that could potentially enhance security monitoring and mitigate against insider attacks. This solution proposal focusses on the security threats and potential security requirements described in key issue #1. In order to enable operator’s security evaluation and monitoring to detect a compromised NF in SBA layer, security data which can indicate un-expected behaviors from NFs need to be exposed. Also, this data exposure towards NWDAF or any other continuous security evaluation and monitoring system should not lead to any additional performance impacts on the system. Moreover, it is also important to distinguish between a SW bug and a security threat. This solution aims at achieving these aspects.
4
Detailed proposal

******** FIRST CHANGE ********
7.X


Solution #X: Security data exposure to enable detection of compromised NFs in SBA layer


[image: image2.png][Cotection interval

E Dynamic Policy

Configurations
(NF Selections)

NFs in SBA Layer

NF Security
Counters

N1 | | NP2 |...| NFn

NF Secuty
Data

NF Security Data
Collection

AgentIFunction
Counters related to system (e DCCF)
calls made,

by NFs

Cloud Platform

NWDAF or
Operator's
security
evaluation and
monitoring
system





Figure 1: High level view of proposed solution

NOTE: In Figure 1, the NF security data collection agent/function is a logical function. Data collection and coordination function (DCCF) is already defined and can be reused here. This may be implemented as a separate entity or as a NF in the SBA layer itself, or in the SBMA layer, or in the OAM.

This solution proposal focuses on periodically collecting counters because:

· Counters are light weight from performance point of view.

· Periodically collecting counters allows feeding structured data to any security monitoring and evaluation functionality.

· Patterns can be derived from collection of such counters to allow obtaining better classification between NF misbehaviours due to SW bugs and actual security concerns in the system.

This solution proposes collection of one or more of specific security counters and resource utilization statistics to assess if any NF is compromised in the SBA layer. Dynamic policy enforcement can allow operators to perform such data collection from selected set of NFs depending on the indicators of any malicious activity or potentially compromised NFs.

Following security data is proposed to be collected at periodic observation/monitoring intervals. This solution does not mandate any of this data collection and implementations may vary in terms of collecting all of this data, or a subset of this data, or some additional data as required.
OAM Data:

· Audit logs like defined in TS 33.117

· Counters related to number of un-authorized attempts to access NFs.

· Counters related to authentication failures for obtaining access to NFs.

· NF load information from NRF

· Counters related to number of NF instances running from NRF
· Counters related to SW integrity checks for NF binaries and relevant configuration files.

· Counters related to number of system calls made by NFs under observation.

SBA layer data:

· Subscription and notification based security data. For example, DCCF can subscribe to different NFs for obtaining security events related to number of un-authorized/unauthenticated attempts to access the respective NFs. 
· Such subscription based security data can provide the flexibility of obtaining data from selected set of NFs during runtime, and, the subscriptions can be based on a targeted analytics being performed by NWDAF or operator’s security monitoring and evaluation function.
7.X.1

Solution details

· TS 33.117 [X] clause 4.2.3.6 details some security event logs in accordance with industry best practice. 

· Number of un-authorized attempts and/or authentication failures to access NFs in an observation period.

· Attackers maybe scanning or attempting to access NFs before they actually succeed in obtaining the access or control over the NFs. 

· For e.g., if the number of un-authorized attempts and/or authentication failures is usually 0 during every 1 hour of observation. However, this number slowly increases within a span of 6 hours. This could indicate a potential malicious activity in the system. Other data and logs can be correlated to detect actual compromise if any.

· NF load information can be collected from NRF. This can provide inputs indicating typical resource usage by NFs and help detect any outliers.

· For e.g., attacks like crypto-mining can show patterns in resource utilization statistics for NFs.

· Counts of number of NF instances running can also be collected from NRF.

· For e.g., if 100 NFs are being monitored, how many instances of each NF is running at the end of every 1 hour.

· Outcomes of periodic SW integrity checks for NF binaries and configuration files.

· For e.g., if SW integrity checks for 100 NF binaries and respective configuration files are performed once every 24 hours, count of number of failed integrity checks and total checks performed can be collected.

· Periodicity and selection of which NFs need to be checked can be configurable using dynamic policies.

· Number system calls made in an observation period.

· For e.g., a non-compromised NF makes 10 system calls every 1 hour, but after it got compromised, it maybe making, say, 20 system calls every hour.

7.X.2

Solution Evaluation

TBD
******** END OF CHANGES ********
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