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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the document: draftCR to TR 33.784.
2
References

[1] 
TR 33.784, Study on security aspects of Core Network Enhanced Support for AIML (R19)
3
Rationale
The contribution proposes a new solution for Key Issue #3: Privacy of VFL between VFL members in TR 33.784. 
4
Detailed proposal

Approve the changes below for inclusion in the new TR 33.784[1].
**** Start of 1st Change****

6.X
Solution #X: Privacy of VFL between VFL members
6.X.1
Introduction 

This solution addresses key issue #3 " Privacy of VFL between VFL members ". 
According to the KI#4 of TR 33.784[1], vertical federated learning (VFL) allows the cooperation of multiple NWDAF(s) and/or AF(s) to cooperate to train models locally where no raw data need to be exchanged. The sample alignment procedure may involve the exchange of information (e.g. UE ID) which is sensitive and could potentially comprise the privacy of UEs.
If the privacy is not protected properly, the UE ID privacy may be leaked between VFL participants from different domains when doing VFL, the AF may obtain UE information (UE ID) supported by another AF.
Therefore, 5GS shall support privacy protection on sample alignment procedure.
6.X.2
Solution details

5GC may provide list of NFs to be involved for ML model training. AF/NWDAF may communicate with those NFs directly or via NEF for sharing ML model for local training, receiving training data or/and trained ML model, providing feedback, and update ML model, etc.

For privacy protection purpose, the UE ID in the data to VFL model training is anonymized and the ID mapping is managed in the ID management (IDM) system that can be collocated in with the VFL server. For VFL training, all feature in participating NFs need to map the UE ID in different protocol layers (such physical layer, mac layer, application layer, etc) to the same anonymized UE ID used for the VFL training. Other privacy information such as UE location etc can also be privacy protected using the ID management.

During Vertical Federated Learning, result of local ML training or training data in 5GC may be sent to the  NWDAF/AF for processing. When the VFL participating NFs/UEs collect the training data, they can either training the local model, or pre-process the training data. The trained local model or training data are then sent to the AF/NWDAF for global training or aggregation. When the AF/NWDAF receives the local training data/model from the VFL participating NFs/UEs, and if the UE ID associated with the training data/local model is not the ID used for the model training, the ID management system (IDM) will be consulted to map the UE ID to the anonymous UE ID for the training or local model aggregation to protect the privacy.

6.X.2.1
General procedures
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Figure 1, The VFL training data privacy protection

Step 1. VFL participating NFs/UEs selection and configuration. After the VFL AF selects the VFL participating NFs/UEs and the NWDAF in 5GC (via NEF) 
For privacy protection purpose, the user privacy information such as UE ID is anonymized, and the ID mapping table is stored in the IDM. The ID mapping table maintains the mapping relation of local UE ID in samples from different collected training data into a global anonymized UE ID.

For VFL training, all features in participating NFs need to map the UE ID in different protocol layers (such physical layer, mac layer, application layer, etc.) to the same anonymized UE ID before they are used in the AIML training. There are other privacy information such as UE location etc. that can also be privacy protected using the same functionality. 

The 5GC NWDAF informs each selected VFL client with the features and configuration information before the start of VFL training.

Step 2: The VFL AF asks the 5GC NWDAF to start the VFL training.

Step 3: The VFL training data can be subscribed by the VFL client NWDAF or pushed to the VFL client NWDAF.
Step 4: The NWDAF receives the local training data from the VFL participating NFs/UEs, 

Step 5: The VFLM/IDM performs feature mapping of the UE ID in training data to the anonymized ID by the ID Management system (IDM) that will be used for the training or local model aggregation.

Step 6: The anonymized UE ID and other training data are then sent back the NWDAF.

Step 7: the NWDAF train the local model using data and feature received from the IDM.

Step 9: the trained local model is sent to the VFL Server NWDAF or VFL AF, depending on which entity is performing the global model aggregation.
6.X.3
Evaluation

This solution meets the requirements of KI#3, i.e., “Privacy of VFL between VFL members”, therefore, the solution can be applied as the privacy protection of the training the data for the AIML.
**** End of 1st Change****
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