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1
Decision/action requested

It is proposed to approve this pCR to TR 33.766 [1].
2
References

[1]
3GPP TR 33.766 Study on security aspects of energy savings in 5G

3
Rationale

This pCR adds a security threat to clause 6.1.2 and proposes to remove the Editor's Note in clause 6.1.2.
4
Detailed proposal

*** Start of Change ***

6
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.

6.1
Key Issue #1: Security aspects of collecting energy related information.
6.1.1
Key issue details

TR 23.700-66 [2] studies the collection of energy related information for potential exposure. 

The integrity and confidentiality of the data collected is of importance to produce correct analytics metrics.

Another aspect of collecting energy related information is the granularity at which it’s collected. Further information on the granularities can be found in TR 23.700-66 [2]. 
The key issue aims to address the security issues, ensuring integrity and confidentiality of the energy related information collected.

Editor’s Note: Further details are FFS.

6.1.2
Security threats
Lack of confidentiality, integrity, and replay protection can lead to inadvertent disclosure of information and tampering of the information.

6.1.3
Potential security requirements

The data in transit shall support confidentiality, integrity, and replay protection.

Editor’s Note: Further requirements are FFS.

*** End of Change ***

