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1
Decision/action requested

This discussion paper clarifies the threat scenarios related to KI#3 and enables SA3 to decide on scope of further work
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Rationale

In TR 33.757 [1], there is a KI#3: SUPI privacy issue in PLMN hosting NPN scenario. In SA3#115Adhoc-e discussion the following two aspects were identified, if these aspects are not properly addressed this will lead to incorrect technical work.

(i) None of the issues described specifically in KI#3 got discussed in the justification clause during Rel.19 study objectives proposal, so the impact column is not relatively filled-out and there is a vast inconsistency between the KI#3 scope and the approved impact clause in [2].

(ii) So, as consequence of bullet 1, it happened that different companies got completely different understanding of the agreed security threats and requriements listed in KI#3 in TR 33.757 leading to inaccurate and inconsistent comments over the solutions discussed. 
Therefore, this discussion paper presents the detailed analysis of the agreed KI#3 (along with security threats and requirements) to let the SA3 Work group to decide on the further steps to ensure the technical correctness of the KI#3 work progress.
4
Discussion
4.1 Reference 1: Key Issue #3 [1] Scenario, security threats, and security requirement analysis:
KI#3 scenario descriptions states the following in Clause 6.3.1 key issue details, 

· ‘part of CP functions are deployed in customer premises with SBA interface with operator premises.’

· ‘Considering the primary authentication and authorization procedure specified in the clause in TS 33.501 [3], if a Subscription Permanent Identifier (SUPI) is available in clear text to the NFs in customer premises then it may potentially lead to security threats, privacy breaches, UE location tracking and targeted attacks.’

· ‘HN need to consider exposing of permanent and/or sensitive identifiers/ parameter to the NFs in different security domain.’

· ‘This key issue is to study how to avoid exposure of the sensitive parameters (specifically, permanent identifiers) to the entities outside the MNO premises (in other security domains).’ 

KI#3 security threat states the following in clause 6.3.2, 

· An attacker can compromise NFs in customer premises and can retrieve the SUPI to launch targeted attacks.
· An NF can be compromised in customer premises, then a Subscription Permanent Identifier (SUPI) is available to the attacker, it can potentially lead to security threats, like privacy breaches, UE location tracking, mapping of the user to the identifiers, and targeted DoS.
KI#3 security requriement states the following in clause 6.3.3,

· The 5G system shall support a mechanism to ensure the protection of the sensitive parameters against the risk caused by PLMN hosting NPN and vice versa.
Observation 1: The main threat described in KI#3 is predominantly the compromise of NF in customer premises and it the demerits and security risk of exposing SUPI to such NFs, which is external to operator’s security domain is already discussed and agreed in the KI#3. So, exposure of SUPI, which includes also storage and usage of SUPI at NFs in customer premises cannot address the security threats listed in KI#3 and the related security requirement will remain unaddressed.
4.2 Reference 2: Gap in Alignment between ‘Justification in SP-231786/S3-235087’ [2] and ‘KI#3’:
The justification scenarios and objectives in agreed SP-231786/S3-235087 doesn’t discuss the scenarios detailed in KI#3 and the related impact table is not accurate. Also the following listed scenarios from SP-231786/S3-235087 are very highligh-level, despite that it clearly highlights that Dedicated NFs deployed in customer premises could be compromised as stated below.
‘There are two scenarios: 1) The interface between customer premises and operator premises is non-SBA interface, i.e. N4; 2) The interface between customer premises and operator premises is SBA interface. 
Dedicated NFs deployed in customer premises could be compromised due to several reasons, e.g., weaker physical perimeters, misoperations, etc. Currently NDS/IP and SBA security are able to provide authentication, confidentiality, integrity and anti-replay protection. However, existing NDS/IP or SBA security cannot protect PLMN from attacks that attackers exploit compromised dedicated NFs to launch, such as DDoS, malformed signaling messages, topology information exposure etc.
It’s therefore proposed to study how to guarantee the security level of PLMN considering the potential attacks from the compromised dedicated NFs.’

Observation 2: Specific to the KI#3, as per the approved SID proposal, if the NFs deployed in customer premises could be compromised, then the exposure of SUPI, which also includes storage and usage of SUPI at NFs in customer premises cannot address the security threats listed in KI#3 and the related security requirement will remain unaddressed. Additionally, as none of the KI#3 aspects or specific scenarios were discussed during the SID approval phase, the Impact table data is not accurate. The impact table need to be discussed and revisited related to the KI#3 realization feasibility.
4.3 Reference 3: Use of SUPI in AMF/SEAF as per TS 33.501 [3] Specification:
In SA3#115 Adhoc-e, it was commented not to discuss solutions which has UE impact as the impact table marks ‘ME impact’ as ‘no’, which is in a way correct that contributions disucssions need to align with the SID proposal. But on the other side, it was identified that the impact table itself is not accurate due to the lack of KI#3 scenario discussion during the SID approval as well as due to the technical nature of SUPI usage described in the TS 33.501 specification. As per KI#3 and approved SID proposal, NF in customer premise could be compromised and further exposure of SUPI need to be avoided. But if we see TS 33.501 clause 
· Clause 5.5.3
Subscriber privacy 

The AMF shall be able to confirm SUPI from UE and from home network. The AMF shall deny service to the UE if this confirmation fails.

· Clause 6.2.2
Key derivation and distribution scheme
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· Clause 6.1.3.1
Authentication procedure for EAP-AKA'
The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the most significant 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.

· Clause 6.1.3.2.0
5G AKA

If a SUCI was used for this authentication, then the SEAF shall only provide ngKSI and KAMF to the AMF after it has received the Nausf_UEAuthentication_Authenticate Response message containing KSEAF and SUPI; no communication services will be provided to the UE until the SUPI is known to the serving network.

Observation 3: If the SUPI is not exposed to the core NF(s) deployed in the customer premises, then Kamf key derivation cannot be done as in the existing TS 33.501, so addressing the KI#3 security threats and requirements while taking into account the SP-231786/S3-235087 preconditions, will have different impacts, so the current impact table in SP-231786/S3-235087 is not correct. Now it is upto the SA3 WG to analyse these aspects and to find a direction for the further study progress. Either the impact table need to be corrected over SP-231786/S3-235087 (or) the KI#3 solutions should find a better trade off (SUPI exposure, storage and usage ‘vs’ their relative level of addressing threats feasibility in each stages without impacting UE) to address the security threats and requirements to the maximum/partly (i.e., it is explicit that if we provide SUPI to the NF in customer premises, then such a solution will definitely not solve the KI#3 problem 100% i.e., cannot be solved fully. Only a better trade-off can be achieved. 
5
Conclusion

Based on observation 1, 2 and 3, any one of the option can be work out based on SA3 discussion.

Option 1: Correct the impact table in the related Rel.19 study, for ‘ME’ as ‘Don’t know’.

Option 2: Study and conclude on solutions which provide a better trade off to address KI#3 (i.e., better trade off here means to address the threats and security requirement maximum possible but not 100 percentage), but with no impacts to UE.
