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Overall description
SA2 thanks SA3 for the LS on LS on reply to LS on FS_5GSAT_Ph3_ARCH conclusions (S3‑243533) and provides feedback to the observations and questions raised by SA3. 
· SA3 understands that in Rel-19, only S&F operations for delay-tolerant/non-real-time IoT satellite services including SMS services, which don’t need an end-to-end connectivity between the end-points will be supported. Also, S&F mode is only supported for EPS in Rel-19.

SA2 feedback: SA2 shares this understanding. 

· From clause 8.2 of TR 23.700-29, for full CN onboard each satellite, it is understood that proxies are deployed on the satellite and the ground for application traffic, including support of MT traffic, MO traffic, SMS, etc. These proxies and the interface between them are out of 3GPP scope. 

SA2 feedback: SA2 shares this understanding. 
· Observation 1: SA3 considers the security of communications between the proxies on satellite and ground is out of 3GPP scope.

SA2 feedback: SA2 agrees with this observation. 

· Observation 2: With HSS also on board each satellite, SA3 assumes that the subscription data will be uploaded and synchronized to HSS in each satellite via these proxies. Therefore, the security and privacy of this subscription data being uploaded and synchronized is also out of the scope of 3GPP.. 

SA2 feedback: SA2 agrees with this observation. 

· Observation 3: If full CN is onboard each satellite, SA3 understands that for services like SMS, MO or MT data transfer involves fresh security context establishment with UEs every time UE gets coverage from a new satellite. This does not require any additional security considerations and legacy security procedures should suffice.

SA2 feedback: SA2 agrees with this observation. 

· Observation 4: For a full EPC including HSS in a satellite, UE security credentials that are exposed in a satellite must not include long term keys.

SA2 feedback: TBC 

· From clause 8.2 of TR 23.700-29, SA3 understands that for Split MME architecture:

· Observation 5: For the split MME solution with HSS on the ground, only one network entity at a time must have UE’s current NAS security context in order to avoid security problems (e.g. replay attacks) that can occur when a UE attempts to access a satellite with a prior NAS security state.

SA2 feedback: SA2 agrees with this observation, with the following clarification. 
As described in S2-2409411 and depicted in below Figure 1, the MME-ground together with the set of MME-onboard instances deployed in the set of satellites behaves jointly as a single MME entity. This MME entity is the one that will handle the UE’s NAS security context. A given UE can only be registered with one MME entity at a time. 
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Figure 1. Split-MME architecture (source: Figure Y.1.1-1 in S2-2409411)
· SA3 has not yet concluded on whether NAS security context should be terminated in MME-ground or MME-onboard. The answers for the following questions would be helpful for solution discussion in SA3.

· Question 1a: Does SA2 consider any use cases that need NAS security context to be terminated in MME-onboard or MME-ground?

SA2 feedback: At the study phase, solution proposals for the two uses cases were discussed (e.g. Solution#11 is an example of solution handling NAS ciphering/deciphering and integrity protection in the MME-ground; and Solution#12, #14 and #15 are solutions handling the NAS ciphering/deciphering and integrity protection in the MME-onboard). 

Handling the NAS ciphering/deciphering and integrity protection in the MME-onboard allows reducing the latency of the NAS procedures (including data transfer over NAS), given that there is no need for transferring all the NAS messages between the MME-onboard and MME-ground, which may result in NAS procedures lasting for multiple satellite passes before being able to complete them. 
· TBC
· Question 1b: Does SA2 consider any use cases where multi-satellites can be involved in the S&F operation?

SA2 feedback: Yes, SA2 considers that network attachment and access to S&F-based services may use one or more satellites, depending on the deployment and implementation options.
2
Actions
To SA WG3
ACTION: 

· SA2 kindly asks SA WG3 to take above information into account. 
3
Dates of next TSG SA WG2 meetings
TSG-SA2 Meeting #166

18-22 Nov 2024

Orlando, US

TSG-SA2 Meeting #166-Ad Hoc-e     20-24 Jan 2025
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