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1. Introduction
Solutions to KI#2 are based on the AS providing PDU Set information to the 5GS network within application layer metadata associated with the XRM payload.
The solutions fall into one of the following categories:
-     Category #1: Media over QUIC (reference: sol #9, #10)
-     Category #2: UDP option (reference: sol #11, #12, #27)
-     Category #3: Proxying-UDP-in-HTTP (including QUIC-Aware Proxying; reference: sol #24, #26)
-     Category #4: GTP-U (reference: sol #25)
This pCR adds a number of criteria for evaluation, the assessment of each solution category against each criteria and conclusions for the normative phase.
The criteria for evaluation cover metadata protection, performance impact, solution scope and completeness and mass deployment.
2. Text Proposal
It is proposed to introduce the following changes vs. TR 23.700-70.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change. All new text * * * *
[bookmark: _Toc310438366][bookmark: _Toc324232216][bookmark: _Toc326248735][bookmark: _Toc510604412][bookmark: _Toc92875666][bookmark: _Toc93070690]7.2	Evaluations for Key Issue #2
The following criteria should be used for evaluation:
1. Metadata protection
Metadata needs to be integrity protected, otherwise, the UPF and NG-RAN will be vulnerable to security attacks. Regarding confidentiality, identification of the media fetched by an end-user should not be exposed to the UPF to avoid privacy violation.
2. Performance impact
Solutions should minimize performance impact on the UPF and Application Servers. Implementing PDU Set identification as specified for Rel’18 already may impact performance of the UPF.
Metadata-based processing at the UPF for e2e encrypted payload may reduce that impact to some extent, but e.g. double encapsulation and encryption/decryption of the full XRM payload should be avoided.

3. Solution scope and completeness
Solutions should be applicable to foreseen use cases. They should cover at least XRM traffic consisting of e2e encrypted RTP.
Solutions should aim at defining and standardizing any required interactions between the AS and the 5GS, including both control and user plane aspects. 
The impacts on the 5GS need to be justified by the goals of the KI. Unrelated requirements should be minimised. 
4. Mass deployment
The ecosystems for KI#2 require not just network provider but also Content Application provider adoption.
Solutions should be suitable for mass deployment. Parameters can be pre-configured as long as they allow a scalable number of subscribers to be connected to a scalable number of application servers to enjoy XRM services.
The choice of parameters to be configured must not result in static limitations for the scalability of the XRM framework.
The solutions, grouped by categories, can be evaluated using the above principles as follows:
Category #1: Media over QUIC (reference: sol #9, #10)
· The solution scope is limited to the MoQ framework and convert the UPF into a MoQ relay, putting additional requirements on the UPF not related with the goals of the key issue (e.g. receiving subscriptions from different MoQ clients or other MoQ relays, storing media and distributing them to the parties that have subscribed). 
· The solution also depends on application behaviour which is not in control 3GPP. For example, the application in the UE needs to send a SUBSCRIBE request including the tracks of interest (i.e. PDU set metadata).
· So far no mechanism has been defined on how the application in the UE discovers and selects an MoQ relay. There may be multiple MoQ relays in the path (e.g. at UPF) and over N6.
· No mechanism is proposed to further extend the supported metadata in the future. The MoQ protocol is designed only for media transport. Hence such protocol cannot be re-used for other features if there is a general need of metadata information to be conveyed over N6.
· The UPF establishes lifelong QUIC connections with every possible AS before any traffic is initiated, eating up UPF resources
· The already e2e encrypted payload is further encrypted by the MoQ transport, affecting the performance of both the UE and AS. Furthermore, the MoQ relay at the UPF needs to decrypt incoming payload to then encrypt it before forwarding it. UPF has to encapsulate and decapsulate all packets in MoQT on both legs. Therefore, the performance of the UPF is heavily impacted
· Confidentiality of the XRM payload may be compromised by the usage of the Track ID

Category #2: UDP option (reference: sol #11, #12, #27)
· These solutions lack the necessary protection of the XRM metadata. For example there is no integrity protection support. Any proxy between the UPF and N6 can tamper with the data contained in UDP-Options field. For instance, in SRTP the RTP header extension is signed by an authentication tag. The authentication tag is recommended in IETF SRTP specification.
· Functionality not related with KI#2 is being added, such as Priority of the QUIC stream (PDU Set Importance should be provided instead) or Timestamp to help band delay measurement (the timestamp of PDU set arrival is noticed by the NG-RAN and other timestamps are not be synchronized with NG-RAN’s time).
Category #3: Proxying-UDP-in-HTTP (reference: sol #24, #26)
· These solutions are expected to have wider support by Content providers as part of a collaborative framework
· These solutions are based on metadata sent through a UDP tunnel between the UPF and the AS, providing the needed security
· They provide mechanisms that minimize the performance impact on both UPF and the XRM application, avoiding double encapsulation and double encryption of XRM payload, as long as QUIC is used as the e2e transport protocol. This is key to having a feasible implementation that may be adopted by the market.
· They cover both QUIC optimized use cases and a general framework for e2e encrypted media
· Interactions between the AF, AS, PCF, SMF and UPF are thoroughly detailed
· Although the solutions are compatible with other KIs (e.g. KI#4), the impacts are limited to what’s required for this KI
Category #4: GTP-U (reference: sol #25)
· The solution is based on GTP-U, which is not part of the Content Provider portfolios or plans; it is not seen as a candidate for wide adoption
· It is based on pre-configuration of N6 GTP-U tunnels to every possible application server, which is not compatible with a mass deployment
· The solution lacks control signaling for setting up, activating, modifying and deactivating the tunnels, so maintenance is assumed to be carried out manually, which incurs in high OPEX costs and less than timely responsiveness to events
· This solution can be supported via implementation based on MNO-AS agreement, with no normative impacts.

* * * * Second change. All new text * * * *
8.2	Conclusions for Key Issue #2
Proxying-UDP-in-HTTP solutions shall be adopted for the normative work.
The following aspects are concluded as principles for the normative work:
1. Metadata protection
Metadata needs to be integrity protected, otherwise, the UPF and NG-RAN will be vulnerable to security attacks. Regarding confidentiality, identification of the media fetched by an end-user should not be exposed to the UPF to avoid privacy violation.
2. Performance impact
Solutions should minimize performance impact on the UPF and Application Servers.
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