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Abstract of the contribution: This paper proposes conclusions for key issue 4.

[bookmark: _Toc352077766]1. Discussion
Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
This key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:
-	Identify scenarios that can result in a signalling storm situation.
-	Whether and how existing analytics or new analytics can be used to assist detection and/or prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
What NF(s) will be consumer of such analytics and whether and how they can use them:
-	Whether and how signalling storm can be prevented and/or mitigated based on the inputs provided by NWDAF.
NOTE 1:	In terms of data access right, privacy and security improvement, cooperation with SA WG3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.

[bookmark: _Toc510604409][bookmark: _Toc326248711][bookmark: _Toc97057914][bookmark: _Toc97052787][bookmark: _Toc97052459][bookmark: _Toc97057841]2. Proposal
Incorporate the following text in TR 23.700-84.

[bookmark: startOfAnnexes]* * * 1st Change (All New Text) * * * 
8.4 Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
The NWDAF shall support signalling storm prediction and assist in mitigating abnormal behaviors caused by a massive number of UEs and/or NFs abnormal signalling.
The input data for the NWDAF will contain information about signalling sent by an NF and by UEs. The details of input data, including source, specific data, and data description, will be determined during the in normative work.
The output analytics should identify the NF or UE group causing the signalling storm, a potential cause of the signaling storm, and additional NFs impacted by the signalling storm. The details of these output elements, whether a single Analytics ID or separate Analytics IDs for signalling storms caused by UEs and by NFs will be defined, and examples of mitigations actions based on those analytics will be specified in normative work.
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