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Abstract: This discussion paper provide an information to TSG SA Plenary to respond the related incoming LS from GSMA OPG and propose for SA to provide a way forward on this issue.
1. Discussion
In order for SA to answer the questions from GSMA OPG as in [1], this discussion paper summarizes the scenarios for user consent management and what is currently specified on user consent management in 3GPP Rel-18 as well as what is missing part to complete for user consent management.
3GPP has specified user consent management and provides two types of user consent as below:
Case A: The user consent is managed by the operator and stored in UDM/UDR.
For this case, the user consent subscription data applies to this type of user consent. The user consent is specified in SA2 as subscription data and associated with its own purpose (one of analytics, training, network capability exposure, EDGEAPP_Location) in UDM/UDR as in 3GPP TS 23.502 and TS 29.503. Note that, in previous releases, there is no specified procedure in 3GPP to support the setting or update of the user consent subscription data.
In addition, the UE LCS Privacy Profile is stored in the UDM/UDR and allowed to be updated by UE or AF as specified in 3GPP TS 23.273. The UE LCS Privacy profile applies for user consent enforcement in the 5G LCS. This enables the enforcement of user consent for LCS services in GMLC and NEF when location services are accessed via NEF.
Case B: The user consent is obtained by AF (API invoker) and stored in CAPIF core function with the use of RNAA mechanism.
The RNAA is a mechanism for AF to access subscriber resources by providing subscriber’s authorization/permission as defined in TS 23.222 and TS 33.122. The user consent is for the AF to use the resources owned by the user which can be acquired through RNAA procedure dynamically.
The table describes the use consent management mechanisms specified in 3GPP.
	
	Acquisition subject
	User consent purpose
	Supported user consent management via standardized procedure

	
	
	
	User consent check
	Setting 
(store/update)
	Revocation 

	Case A
(static)
	by operator
(stored in UDM/UDR)
	ANALYTICS
	O
	X
	O (TS 23.288) (NOTE1)

	
	
	MODEL_TRAINING
	O
	X
	O (TS 23.288) (NOTE1)

	
	
	NW_CAP_EXPOSURE
	O
	X
	X

	
	
	EDGEAPP_UE_LOCATION
	O
	X
	O (NOTE2)

	
	
	LCS Privacy Profile
	O
	O (TS23.273)
	X

	
	
	MDT User Consent
	O
	X
	X

	Case B
(dynamic)
	by CAPIF provider AF  
(stored in CAPIF core function)
	No pre-defined purpose
(determined via RNAA)
	O
	O
	△ (NOTE 3)

	NOTE 1:	The revocation notification can be supported via UDM notification service because the data processor entity, i.e., NWDAF, is located within the core network and can directly subscribed to the UDM notification service.
NOTE 2:	User consent revocation notification to AF is supported only when user consent management shall be carried out for EDGE applications obtaining UE location from core network as described in clause 4.4.2 of TS 29.522.
NOTE 3:	CAPIF core function triggered User consent revocation notification to AF is supported in Rel-18. The trigger from resource owner to perform the revocation is under study in Rel-19 (Key issue #1 and #3 of TR 23.700-22).
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As mentioned in SA3 LS reply on user consent management [2], it is worth noting that the user consent managements for case A and case B are two independent scenarios. 
Observation 1. It is specified in 3GPP Rel-18 on how the UDM check the user consent that is stored in UDM/UDR. 
It is specified in 3GPP on how the UDM/UDR to check the user consent where the user consent obtained directly by operator and stored in the UDM/UDR (for the case A). However, for the case A, it is not specified on how to store and update user consent, and how to support user consent revocation notification although Annex V in TS 33.501 provides user consent framework and requirement related to the user consent stored in the UDM/UDR. It is required to specify the detailed technical mechanism for the NEF/UDM related procedures. 
Observation 2. It is not specified in 3GPP on how the 5GC performs setting of user consent and revocation mechanism for the case A. 
For the case of MSISDN exposure with respect to the user consent management, SA2 has recently agreed to support MSISDN exposure via NEF Nnef_UEId service as in the approved CRs [3], [4]. The usage of MSISDN exposure service is limited only for the operator-owned AF within the operator domain. To lessen this limitation, SA2 agreed that the MSISDN can be exposed to an authenticated and authorized AF with the following user consent check: if the user consent is required depending on operator policy and local regulation, then CAPIF/RNAA framework is used where the user consent is managed by CAPIF core function (e.g. for the case B) or the UDM is used to check user consent for MSISDN exposure where the user consent is manage by the MNO (i.e. for the case A). 
For an MSISDN exposure case, the user can revoke the consent for MSISDN exposure after the AF retrieved the MSISDN (i.e., the user consent had been given when the MSISDN was exposed). Depending on local regulation [5], [6] or operator policy, the core network shall notify the AF that the user consent is revoked in order to let AF halt processing MSISDN and delete it. The operator as data controller of MSISDN is responsible for providing the user consent revocation to address the legal responsibility of exposing the privacy sensitive information. It is required to further enhance the Nnef_UEId service to support this notification.
Observation 3. The user consent management mechanisms (e.g. setting of user consent and revocation mechanism) for the case A is unspecified for MSISDN exposure use case. 
Additionally, it is also not specified in LCS how to notify AF via NEF that the LCS privacy setting is changed from “Location is allowed” to “Location is disallowed” once after the AF successfully has used LCS service.  
The above description implies that a unified technical means for the user consent mechanism is not specified for the case where operators obtains and manages the static user consent, when regional regulations or operator’ local policy require the enforcement of user consent management concerning the privacy-sensitive information. To tackle this, it is required in 3GPP SA WGs to investigate a standardized user consent management including user consent revocation service, user consent setting, and so on, for existing services such as MSISDN retrieval service and LCS service. For instance, SA2 could specify procedures for the aforementioned user consent setting and revocation notification for the missing aspects in Table 1, and SA3 could provide enhanced user consent framework in Annex V of TS 33.501 via the cross WGs cooperation.
3. Proposal for SA WGs 
For case A, it is proposed for SA to task for the case where operators manages the user consent in the UDM/UDR.
1) SA3 to enhance the user consent management framework as in TS 33.501 Annex V
2) SA2 to specify the UDM/NEF related procedure
For case B, it is proposed to mandate the use of CAPIF/RNAA mechanism as specified in TS 23.222 and TS 33.122 for the case where an AF obtains user consent to invoke northbound API and CAPIF core function manages the user consent.
4. Proposals for LS out to GSMA OPG
The following answers should be added on top of SA3 and SA6 LS replies to GSMA OPG.
For Q3, please add the following statements.
3GPP TS 33.501, Annex V describes the user consent framework and mentions revocation in the context of informing/notifying on any changes done on the subscription details. Hence, it allows a Network Function to get notified if user consent information has been changed or revoked in UDM/UDR.
In 3GPP SA2, the user consent is checked by the UDM for MSISDN exposure where the user consent is manage by the MNO. However, the user consent management (e.g., capturing or revoking user consent from the subscriber) is not specified.
 For Q5, please add the following statements.
Whether exposure to an untrusted AF is allowed, may depend on operator policy or also on legal jurisdiction and hence is not handled by 3GPP. 3GPP can only provide technical mechanisms to store sensitive information securely and to restrict access to those authorized. 3GPP can discuss further whether to enhance 5GS to fulfil the regulatory requirements such as the procedures for setting of the user consent and the user consent revocation notification.
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