

	
3GPP TSG-WG SA2 Meeting #162	S2-2405586
Changsha, China, April 15th – 19th, 2024		(revision of S2-2405581)
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.502
	CR
	4777
	rev
	3
	Current version:
	18.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Security for EASDF discovery procedure via (V-) EASDF

	
	

	Source to WG:
	Huawei, HiSilicon, Nokia, Ericsson, Sony, Samsung

	Source to TSG:
	SA2

	
	

	Work item code:
	EDGE_Ph2
	
	Date:
	2024-04-05

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	Clause T.4 of TS33.501 defines the use of DNS over DTLS to protect the discovery messages between UE and V-EASDF.
In the case of HR with Session Breakout (HR-SBO) roaming scenarios, during the PDU session establishment or modification procedure, the V-SMF provides the V-EASDF security information via Nsmf_PDUSession_Create/ Nsmf_PDUSession_Update to H-SMF when the V-SMF determines to use a V-EASDF for EAS discovery, and the H-SMF provides the V-EASDF security information to UE via PCO if HR SBO is authorized and UE support DNS over TLS.
For Local DNS Server/Resolver case, its DNS security information (if applicable) shall be configured in V-SMF then provided to H-SMF then UE. Some updates are needed to address this case.
How the SMF obtains the EASDF DNS security information is not defined.

	
	

	Summary of change:
	1. Add the SMF obtain the DNS security information via NF discovery procedure.
2. Add the DNS security information of V-EASDF/local DNS server/Resolver in Nsmf_PDUSession_Create service operation and Nsmf_PDUSession_Update service operation.

	
	

	Consequences if not approved:
	The (D)TLS security connection between the UE and the V-EASDF/Local DNS server can not be established.

	
	

	Clauses affected:
	 5.2.8.2.2; 5.2.8.2.3; 5.2.7.2.2; 5.2.7.3.2;

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications	
	TS23.548 CR 0221
TS23.501 CR 5361

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


* * * * 1st change * * * *
[bookmark: _Toc20204633][bookmark: _Toc27895339][bookmark: _Toc36192442][bookmark: _Toc45193545][bookmark: _Toc47593177][bookmark: _Toc51835264][bookmark: _Toc162424776]5.2.8.2.2	Nsmf_PDUSession_Create service operation
Service operation name: Nsmf_PDUSession_Create.
Description: Create a new PDU Session in the H-SMF or SMF or create an association with an existing PDN connection in the home SMF+PGW-C.
Input, Required: SUPI, V-SMF ID or I-SMF ID, V-SMF SM Context ID or I-SMF SM Context ID, DNN, V-CN Tunnel Info or I-UPF Tunnel Info, addressing information allowing the H-SMF to request the V-SMF to issue further operations about the PDU Session or addressing information allowing the SMF to request the I-SMF to issue further operations about the PDU Session, Serving Network (PLMN ID, or PLMN ID and NID, see clause 5.18 of TS 23.501 [2]).
Input, Optional: S-NSSAI, Alternative S-NSSAI, PCO, Requested PDU Session Type, 5GSM Core Network Capability, Requested SSC mode, PDU Session ID, Number Of Packet Filters, UE location information, subscription get notified of PDU Session status change, PEI, GPSI, AN type, PCF ID, PCF Group ID, DNN Selection Mode, UE's Routing Indicator optionally with Home Network Public Key identifier or UDM Group ID for the UE, Always-on PDU Session Requested, Control Plane CIoT 5GS Optimisation Indication, information provided by V-SMF related to charging in home routed scenario (see TS 32.255 [45]), AMF ID, EPS Bearer Status, extended NAS-SM timer indication, DNAI list supported by I-SMF (from I-SMF to SMF), HO Preparation Indication. MA PDU request indication, MA PDU Network-Upgrade Allowed indication, Indication on whether the UE is registered in both accesses; QoS constraints from the VPLMN (as defined in clause 5.7.1.11 of TS 23.501 [2]), Satellite backhaul category, Notification of the SM Policy Association Establishment and Termination, PCF binding information, Disaster Roaming service indication, HR-SBO request indication, VPLMN EASDF/Local DNS Server/Resolver IP address, DNS security information of VPLMN EASDF/Local DNS Server/Resolver, [ECS Address Configuration Information associated with PLMN ID of visited network], Indication of UE supports non-3GPP access path switching, [URSP rule enforcement reports].
Output, Required: Result Indication and if success a SM Context ID and in addition: QFI(s), QoS Profile(s), Session-AMBR, QoS Rule(s), QoS Flow level QoS parameters if any for the QoS Flow(s) associated with the QoS rule(s), H-CN Tunnel Info or PSA UPF Tunnel Info, Enable pause of charging indication, Selected PDU Session Type and SSC mode.
Output, Optional: PDU Session ID, S-NSSAI, Cause, PCO, UE IP address, IPv6 Prefix allocated to the PDU Session, information needed by V-SMF in the case of EPS interworking such as the PDN Connection Type, EPS bearer context(s), linked EBI, Reflective QoS Timer, Always-on PDU Session Granted, information provided by H-SMF related to charging in home routed scenario (see TS 32.255 [45]), DNAI(s) of interest for this PDU Session (from SMF to I-SMF), indication of multi-homing support (from SMF to I-SMF). MA PDU session Accepted indication, Indication on whether Small Data Rate Control applies or not, HR-SBO authorization result, VPLMN Specific Offloading Information for HR-SBO, Offload Identifier(s), HPLMN DNS Server address, Local DNS Server/Resolver address in VPLMN, HPLMN address information (e.g. H-UPF IP address on N6), AF traffic influence information (from H-SMF to V-SMF in case AF interacts with HPLMN to influence HR-SBO session at VPLMN), Internal Group Identifier(s).
The V-SMF SM Context ID in the Input provides addressing information allocated by the V-SMF (to be used for service operations towards the V-SMF for this PDU Session).
The I-SMF SM Context ID in the Input provides addressing information allocated by the I-SMF (to be used for service operations towards the I-SMF for this PDU Session).
See clause 4.3.2.2.2 clause 4.11.1.2.2 clause 4.11.1.3.3 and clause 4.24 for details on the usage of this service operation.
See clauses 4.22.2.2 and 4.22.3 for detailed usage of this service operation for ATSSS.
See clause 6.7 of TS 23.548 [74] for HR-SBO request indication, HR-SBO authorization result, VPLMN EASDF address, VPLMN Specific Offloading Information for HR-SBO, Offload Identifier(s), HPLMN DNS Server address, HPLMN address information.
* * * * 2nd change * * * *
[bookmark: _Toc162424777]5.2.8.2.3	Nsmf_PDUSession_Update service operation
Service operation name: Nsmf_PDUSession_Update.
Description: Update the established PDU Session.
This service operation is invoked by the V-SMF towards the H-SMF in the case of UE or serving network requested PDU Session Modification in order for the V-SMF to transfer the PDU Session Modification request. It can also be invoked by the V-SMF to indicate to the H-SMF that the access type of the PDU session can be changed. This service operation is also invoked by the V-SMF to insert or remove UL CL or BP controlled by the V-SMF.
This service operation is invoked by the I-SMF towards the SMF in the case of UE or serving network requested PDU Session Modification in order for the I-SMF to transfer the PDU Session Modification request. It can also be invoked by the I-SMF to indicate to the SMF that the access type of the PDU session can be changed. This service operation is also invoked by the I-SMF towards the SMF to insert or remove ULCL or BP controlled by the I-SMF or to report usage offloaded via UL CL or BP controlled by I-SMF.
This service operation is invoked by the H-SMF towards the V-SMF for both UE initiated and HPLMN initiated PDU Session Modification and PDU Session Release cases in order to have the SM PDU Session Modification request or SM PDU Session Release request sent to the UE. It can also be invoked by the H-SMF towards the V-SMF to release the 5GC and 5G-AN resources in e.g. handover from 5GC-N3IWF to EPS and from 5GS to EPC/ePDG, wherein the UE is not notified.
This service operation is invoked by the SMF towards the I-SMF for both UE initiated and SMF/PCF initiated PDU Session Modification and PDU Session Release cases in order to have the SM PDU Session Modification request or SM PDU Session Release request sent to the UE. It can also be invoked by the SMF towards the I-SMF to release the 5GC and 5G-AN resources in e.g. handover from 5GC-N3IWF to EPS and from 5GS to EPC/ePDG, wherein the UE is not notified. This service operation is also invoked by the SMF towards the I-SMF to provide updated N4 information or updated DNAI list of interest for this PDU Session when SMF receives updated PCC rules.
This service operation is invoked by the V-SMF or I-SMF and the H-SMF or SMF in the case of PDU Session Establishment authentication/authorization by a DN-AAA Server defined in clause 4.3.2.3: it is used to carry DN Request Container information between the DN-AAA Server and the UE.
Input, Required: SM Context ID.
Input, Optional: UE location information (ULI), UE Time Zone, AN type, indication of PDU Session Release, H-SMF SM Context ID (from H-SMF to V-SMF) or SMF SM Context ID (from SMF to I-SMF), QoS Rule and QoS Flow level QoS parameters if any for the QoS Flow associated with the QoS rule (from H-SMF to V-SMF or from SMF to I-SMF), EPS bearer context(s) and Linked EBI (from H-SMF to V-SMF or from SMF to I-SMF), N9 Tunnel Info (from V-SMF to H-SMF or from I-SMF to SMF), Information requested by UE for e.g. QoS (from V-SMF to H-SMF or from I-SMF to SMF), 5GSM Core Network Capability, Information necessary for V-SMF or I-SMF to build SM Message towards the UE (from H-SMF to V-SMF or from SMF to I-SMF), Trigger PDU release indication (V-SMF to H-SMF or from I-SMF to SMF), Start Pause of Charging indication, Stop Pause of Charging indication, DN Request Container information, indication that the UE shall not be notified, EBI Allocation Parameters (ARP list), Secondary RAT usage data, indication that the access type of the PDU session can be changed (V-SMF to H-SMF or from I-SMF to SMF) or from SMF to I-SMF), extended NAS-SM timer indication, DNAI list supported by I-SMF (from I-SMF to SMF), indication of multi-homing support (from SMF to I-SMF), indication of ULCL or BP insertion (from I-SMF to SMF), indication of ULCL or BP removal (from I-SMF to SMF), IPv6 prefix @local PSA (from I-SMF to SMF), DNAI(s) supported by local PSA (from I-SMF to SMF), Tunnel info of ULCL or BP (from I-SMF to SMF), N4 information (from I-SMF to SMF or from SMF to I-SMF), Handover Complete Indication, Relocation Cancel Indication. MA PDU request indication, MA PDU Network-Upgrade Allowed indication, Indication on whether the UE is registered in both accesses, MA PDU session Accepted indication, access for MA PDU Session Release, access type for GBR QoS flow, Indication of access unavailability (with access type), QoS Monitoring Indication (from SMF to I-SMF), QoS Monitoring reporting frequency(from SMF to I-SMF), QoS monitoring policy (from SMF to I-SMF), QoS Monitoring Result from (I-SMF to SMF), Notification of the SM Policy Association Establishment and Termination, PCF binding information, Satellite backhaul category, N9 forwarding tunnel to support the EAS session continuity required (from SMF to I-SMF), traffic filter for N9 forwarding (from SMF to I-SMF), value of the timer to detect the end of activity on the N9 forwarding tunnel to support the EAS session continuity (from SMF to I-SMF), EAS rediscovery indication, EAS information to be refreshed for EAS re-discovery, ECS Address Configuration Information, Alternative HPLMN S-NSSAI, HR-SBO authorization result, VPLMN Specific Offloading Information for HR-SBO, Offload Identifier(s), HPLMN address information, VPLMN EASDF/Local DNS Server/Resolver IP address,  DNS security information of V-EASDF/Local DNS Server/Resolver, DNS Server address provided by HPLMN, AF traffic influence information (from H-SMF to V-SMF in case AF interacts with HPLMN to influence HR-SBO session at VPLMN), Indication of UE supports non-3GPP access path switching, [URSP rule enforcement reports].
Output, Required: Result indication, <ARP, Cause> pair.
Output, Optional: UE location information, AN Type, SM information from UE (from V-SMF to H-SMF or from I-SMF to SMF), list of Rejected QoS Flows (from V-SMF to H-SMF or from I-SMF to SMF), a list of <ARP, EBI> pair, Secondary RAT Usage Data, DNAI(s) of interest for this PDU Session (from SMF to I-SMF), N4 Information (from SMF to I-SMF), QFI(s), QoS Profile(s), Session-AMBR, QoS Rule(s), QoS Flow level QoS parameters if any for the QoS Flow(s) associated with the QoS rule(s), EPS bearer context(s), linked EBI, DNAI(s) of interest for this PDU Session, HR-SBO authorization result, VPLMN Specific Offloading Information for HR-SBO, Offload Identifier(s), HPLMN address information, DNS Server address provided by HPLMN (e.g. Local DNS Server/Resolver address in VPLMN), Internal Group Identifier(s).
The H-SMF SM Context ID in the Input provides addressing information allocated by the H-SMF (to be used for service operations towards the H-SMF for this PDU Session).
The SMF SM Context ID in the Input provides addressing information allocated by the SMF (to be used for service operations towards the SMF for this PDU Session).
See clause 4.3.3.3 for an example usage of this service operation.
See clauses 4.22.6.3, 4.22.7, 4.22.8.3 and 4.22.10.3 for detailed usage of this service operation for ATSSS.
See clause 6.7.3 of TS 23.548 [74] for detailed usage of this service for EAS re-discovery.
[bookmark: _Toc517082226]* * * * 3nd change * * * *
[bookmark: _Toc162424757]5.2.7.2.2	Nnrf_NFManagement_NFRegister service operation
Service Operation name: Nnrf_NFManagement_NFRegister.
Description: Registers the consumer NF in the NRF by providing the NF profile of the consumer NF to NRF and NRF marks the consumer NF available.
Inputs, Required: NF type, NF instance ID, FQDN or IP address of NF, Names of supported NF services (if applicable) and PLMN ID e.g. if NF needs to be discovered by other PLMNs/SNPNs.
NOTE 1:	for the UPF, the addressing information within the NF profile corresponds to the N4 interface.
NOTE 2:	For the purpose of the Nnrf_NFManagement service, the SCP is treated by the NRF in the same way as NFs. Specifically, the SCP is designated with a specific NF type and NF instance ID. However, the SCP does not support services and related NF profile parameters do not apply (e.g. NF Set ID, NF service set ID, Endpoint Address(es) of instance(s) of supported service(s)), see clause 6.2.6.3 of TS 23.501 [2].
Inputs, Optional:
-	If the consumer NF stores Data Set(s) (e.g. UDR): Range(s) of SUPIs, range(s) of GPSIs, range(s) of external group identifiers, Data Set Identifier(s).
-	If the consumer is BSF: Range(s) of SUPIs, range(s) of GPSIs, Range(s) of (UE) IPv4 addresses or Range(s) of (UE) IPv6 prefixes, IP domain list as described in clause 6.1.6.2.21 of TS 29.510 [37], Range(s) of SUPIs, range(s) of GPSIs.
NOTE 3:	Range of SUPI(s) is limited in this release to a SUPI type of IMSI as defined in TS 23.003 [33].
-	If the consumer is UDM, UDR, PCF, BSF or AUSF, they can include UDM Group ID, UDR Group ID, PCF Group ID, BSF Group ID, AUSF Group ID respectively.
-	For UDM and AUSF, Routing Indicator, or Routing Indicator and Home Network Public Key identifier; Home Network Identifier: PLMN ID in the case of PLMN, PLMN ID + NID in the case of SNPN. Optionally, some NFs may additionally include a Home Network Identifier (including the identification of the CH with AAA Server or DCS with AAA Server) in the form of a realm e.g. in the case of access to an SNPN using credentials owned by CH with AAA Server or in the case of SNPN Onboarding using a DCS with AAA Server.
-	For NSSAAF, Home Network Identifier in the form of a realm e.g. in the case of access to an SNPN using credentials owned by CH with AAA Server or in the case of SNPN Onboarding using credentials from a DCS with AAA Server.
-	If the consumer is AMF, it includes list of GUAMI(s). In addition, AMF may include list of GUAMI(s) for which it can serve as backup for failure/maintenance.
-	If the consumer is CHF, it may include Range(s) of SUPIs, Range(s) of GPSIs, or Range(s) of PLMNs as defined in TS 32.290 [42].
-	If the consumer is CHF, primary CHF instance and the secondary CHF instance pair. If the CHF does not provide NF set ID or NF Service Set ID, it shall provide a primary CHF instance and the secondary CHF instance pair and otherwise it may do so.
-	If the consumer is P-CSCF, the P-CSCF IP address(es) to be provided to the UE by SMF.
-	If the consumer is HSS, IMPI range, IMPU range, HSS Group ID (as defined in TS 23.228 [55]) can be used as optional input parameters.
-	For the UPF Management: UPF Provisioning Information as defined in clause 4.17.6.
-	S-NSSAI(s) and the associated NSI ID(s) (if available).
-	DNN(s) if the consumer is PCF or BSF. DNN(s) per S-NSSAI if the consumer is SMF, UPF or TSCTSF.
-	If the consumer is a trusted AF it may include one or multiple combination(s) of S-NSSAI and DNN corresponding to the AF. In addition, it may include supported Application Id(s), Event ID(s) and Internal-Group Identifier. It may include an indication whether it supports mapping between UE IP address (IPv4 address or IPv6 prefix) and UE ID (i.e. SUPI).
-	Information about the location of the NF consumer (operator specific information, e.g. geographical location, data centre).
-	TAI(s).
-	NF Set ID.
-	NF Service Set ID.
-	If the consumer is PCF or SMF, it includes the MA PDU Session capability to indicate if the NF instance supports MA PDU session or not.
-	If the consumer is PCF, it includes the DNN replacement capability to indicate if the NF instance supports DNN replacement or not.
-	If the consumer is PCF or SMF, it includes the slice replacement capability to indicate if the NF instance supports slice replacement or not.
-	If the consumer is PCF, it may include the 5G ProSe Capability as specified in TS 23.304 [77].
-	If the consumer is PCF, it may include the V2X capability as specified in TS 23.287 [73].
-	If the consumer is PCF, it may include the A2X capability as specified in TS 23.256 [80].
-	If the consumer is PCF, it may include the Ranging/SL Positioning Capability as specified in TS 23.586 [88].
-	If the consumer is PCF, it may include the indication of PCF support of URSP delivery in EPS.
-	If the consumer is PCF, it may include the indication of PCF support of VPLMN specific rules.
-	If the consumer is PCF, it may include the indication of PCF support of URSP rule enforcement.
-	If the consumer is NWDAF, it may include:
-	Analytics ID(s) (possibly per service).
-	NWDAF Serving Area information and Supported Analytics Delay per Analytics ID(s) (if available).
-	Analytics aggregation capability and/ or Analytics metadata provisioning capability if such capability is provided by the NWDAF.
-	Roaming exchange capability if such capability is provided by NWDAF.
-	If the consumer NWDAF contains MTLF, it may also include the ML model Filter information parameters S-NSSAI(s) and Area(s) of Interest for the trained ML model(s) per Analytics ID(s) and ML Model Interoperability indicator per Analytics ID(s), if available (see clause 5.2 of TS 23.288 [50]).
-	If the consumer is NWDAF containing MTLF with Federated Learning (FL) capability, it includes FL capability information per analytics ID containing FL capability type (i.e. FL client and/or FL server, if available) and Time interval supporting FL, if available (see clause 5.2 of TS 23.288 [50]).
-	If the consumer is NWDAF containing MTLF with ML Model Accuracy checking capability, it includes ML Model Accuracy checking capability for ML model accuracy monitoring (see clause 5.2 of TS 23.288 [50]).
-	If the consumer is NWDAF containing AnLF with Analytics Accuracy checking capability, it includes Analytics Accuracy checking capability for Analytics Accuracy Monitoring (see clause 5.2 of TS 23.288 [50]).
-	It may also include NF Set ID and NF Type of the NF data sources, if data management service is available.
	Details about NWDAF specific information are described in clause 6.3.13 of TS 23.501 [2].
-	If the consumer is ADRF, it may include:
-	Data and analytics storage and retrieval capability if available.
-	ML model storage and retrieval capability if available.
	Details about ADRF specific information are described in clause 6.3.20 of TS 23.501 [2].
-	If the consumer is NEF, it may include Event ID(s) supported by AFs, the S-NSSAI and DNN corresponding to the untrusted AF served by the NEF, Application Identifier(s) supported by AFs, range(s) of External Identifiers, or range(s) of External Group Identifiers, or the domain names served by the NEF. It may also include an indication whether the untrusted AF supports mapping between UE IP address (IPv4 address or IPv6 prefix) and external UE ID (i.e. GPSI). If the consumer is local NEF, it may include parameters of list of supported TAI or list of supported DNAI additionally.
-	If the consumer is a NSACF, it includes the S-NSSAI(s) of the PLMN or SNPN where the NSACF is located, the NSAC Service Area Identifier(s) n and NSACF service capabilities. Details about NSAC Service Area Identifier and NSACF service capabilities are described in clause 6.3.22 of TS 23.501 [2].
-	Notification endpoint for default subscription for each type of notification that the NF is interested in receiving.
-	Endpoint Address(es) of instance(s) of supported service(s).
-	NF capacity information.
-	NF priority information.
-	If consumer is NF, SCP domain the NF belongs to.
-	If the consumer is SCP, it may include:
-	SCP domain(s) the SCP belongs to.
-	Remote PLMNs reachable through SCP.
-	Endpoint addresses or Address Domain(s) (e.g. IP Address or FQDN ranges) accessible via the SCP.
-	NF sets of NFs served by the SCP.
-	If the consumer NF is MB-SMF, it may include MB-SMF service area and the MBS Session ID(s), Area Session ID(s), the corresponding MBS service area(s) if available, as specified in TS 23.247 [78].
-	If the consumer is DCCF, the request may include DCCF Serving Area information, NF type of the NF data source, NF Set ID of the NF data sources, support for relocation of data subscription. Details about DCCF discovery and selection are described in clause 6.3.19 of TS 23.501 [2].
-	If the consumer is EASDF, it may include S-NSSAI, DNN, N6 IP address of the PSA UPF, Supported DNS security protocols of EASDF, location as per NF profile and DNAI (if exists).
-	For ON-SNPN, if the consumer is AMF, Capability to support SNPN Onboarding, or, if the consumer is SMF, Capability to support User Plane Remote Provisioning.
-	If the consumer is NEF, it may include the support for UAS NF functionality, the capability to support Multi-member AF session with required QoS and the capability to support member UE selection assistance functionality.
-	If the consumer is UPF and UPF can expose NAT information, it may include the range of IP addresses the NAT uses towards the DN (e.g. public IP addresses). This IP address range may be on a per IP domain, DNN and S-NSSAI.
-	If the consumer is DCSF, it may include an IMS domain name or a list of IMS domain names it serves, IMPU range of calling identity or called identity it serves, or IMPI range it serves.
-	If the consumer is MF, it includes the data channel media capabilities it supports. It may also include MF location information as specified in TS 23.228 [55].
-	If the consumer is MRF or MRFP, it includes the list of supported IMS media services (as defined in TS 23.228 [55]).
Outputs, Required: Result indication.
Outputs, Optional: None.
See clause 5.21.2.1 of TS 23.501 [2], the AMF registers itself to NRF.
* * * * Second change * * * *
[bookmark: _Toc45193537][bookmark: _Toc47593169][bookmark: _Toc51835256][bookmark: _Toc162424765]5.2.7.3.2	Nnrf_NFDiscovery_Request service operation
Service operation name: Nnrf_NFDiscovery_Request
Description: provides the IP address or FQDN of the expected NF instance(s) and if present in NF profile, the Endpoint Address(es) of NF service instance(s) to the NF service consumer or SCP.
Inputs, Required: one or more target NF service Name(s), NF type of the target NF, NF type of the NF service consumer.
If the NF service consumer intends to discover an NF service producer providing all the standardized services, it provides a wildcard NF service name.
Inputs, Optional:
-	S-NSSAI and the associated NSI ID (if available), DNN, target NF/NF service PLMN ID (or realm in the case of network specific identifier type SUCI/SUPI, see clause 4.17.5a), NRF to be used to select NFs/services within HPLMN or Credentials Holder, Serving PLMN ID (or PLMN ID and NID in the case of SNPN, see clause 4.17.5a), the NF service consumer ID, preferred target NF location, TAI.
NOTE 1:	For network slicing the NF service consumer ID is a required input.
-	FQDN for the S5/S8 interface of the SMF+PGW-C, to discover the N11/N16 interface of the SMF+PGW-C in the case of EPS to 5GS mobility.
-	If the target NF stores Data Set(s) (e.g. UDR, BSF): SUPI, GPSI, IMPI, IMPU, Data Set Identifier(s). (UE) IPv4 address, IP domain or (UE) IPv6 Prefix.
NOTE 2:	GPSI is relevant for BSF.
NOTE 3:	If the request includes a subscriber identifier the NRF may need to use the association between the supplied subscriber identifier and the appropriate NF Group ID as described in clause 6.3.1 of TS 23.501 [2] to determine the applicable set of NF instances for the response.
NOTE 4:	The (UE) IPv4 address or (UE) IPv6 Prefix is provided for BSF discovery: in that case the NRF looks up for a match within one of the Range(s) of (UE) IPv4 addresses or Range(s) of (UE) IPv6 prefixes provided by BSF(s) as part of the invocation of Nnrf_NFManagement_NFRegister operation. The NRF is not meant to store individual (UE) IPv4 addresses or (UE) IPv6 prefixes.
-	If the target NF is UDM or AUSF, the request may include the UE's Routing Indicator, or the UE's Routing Indicator and Home Network Public Key identifier.
-	If the target UDM or NF is AUSF, the request may include the UE's HNI: PLMN ID in the case of PLMN, PLMN ID + NID in the case of SNPN. Optionally, some NFs may additionally include a Home Network Identifier in the form of a realm e.g. in the case of access to an SNPN using credentials owned by CH with AAA Server or in the case of SNPN Onboarding using a DCS with AAA Server.
-	If the target NF is NSSAAF, the request may include Home Network Identifier in the form of a realm e.g. in the case of access to an SNPN using credentials owned by CH with AAA Server or in the case of SNPN Onboarding using credentials from a DCS with AAA Server.
-	If the target NF is AMF and the consumer NF is MB-SMF for broadcast service, the request includes TAI(s) (see clause 7.3 of TS 23.247 [78]).
-	If the target NF is AMF and the consumer NF is other than MB-SMF, the request may include:
-	AMF region, AMF Set, GUAMI and Target TAI(s).
-	If the target NF is UDR or UDM or AUSF or PCF or BSF, the request may include UDR Group ID or UDM Group ID or AUSF Group ID or PCF Group ID or BSF Group ID respectively.
NOTE 5:	It is assumed that the corresponding NF service consumer is either configured with the corresponding Group ID or it received it via earlier Discovery output.
-	If the target NF is UDM, the request may include SUPI, GPSI, Internal Group ID and External Group ID.
-	If the target NF is UPF, the request may include SMF Area Identity, UE IPv4 Address/IPv6 Prefix, supported ATSSS steering functionality, the supported UPF event exposure service and the supported Event IDs that can be subscribed. And if UPF can expose NAT information, the UE IPv4 address/IPv6 Prefix seen by the DN (e.g. a Public IP address).
NOTE 6:	If UE's IPv4 address or IPv6 Prefix is provided for UPF discovery, then the NRF looks up for a match within one of the Range(s) of IPv4 addresses or IPv6 prefixes provided by UPF in the NF profile at the invocation of Nnrf_NFManagement_NFRegister operation. The NRF is not meant to store the UE's individual IPv4 addresses or IPv6 prefixes.
NOTE 7:	Discovering UPF at PDU Session Establishment time and creating the N4 association assumes full connectivity between SMF and UPFs.
-	If the target NF is CHF, the request may include SUPI or GPSI as specified in TS 32.290 [42].
-	If the target NF is PCF or SMF, the request may include the MA PDU Session capability to indicate that a NF instance supporting MA PDU session capability is requested.
-	If the target NF is PCF, the request may include the DNN replacement capability to indicate that a NF instance supporting DNN replacement capability is preferred.
-	If the target NF is PCF or SMF, the request may include the slice replacement capability to indicate that a NF instance supporting slice replacement capability is preferred.
-	If the target NF is PCF, the request may include the 5G ProSe Capability as specified in TS 23.304 [77].
-	If the target NF is PCF, the request may include the V2X capability as specified in TS 23.287 [73].
-	If the target NF is PCF, the request may include the A2X capability as specified in TS 23.256 [80].
-	If the target NF is PCF, the request may include the URSP delivery in EPS capability.
-	If the target NF is PCF, the request may include the Ranging/SL Positioning Capability as specified in TS 23.586 [88].
-	If the target NF is NWDAF, the request may include:
-	Analytics ID(s) (possibly per service).
-	TAI(s).
-	Analytics aggregation capability and/or Analytics metadata provisioning capability.
-	A Real-Time Communication Indication per Analytics ID, NF Set ID and NF Type of the NF data sources.
-	Roaming exchange capability if data/analytics exchange between PLMNs is needed.
-	The S-NSSAI(s), Area(s) of Interest of the Trained ML Model required and NF consumer information when the target is an NWDAF containing MTLF.
-	Required FL capability type (i.e. FL server, FL client, if available) and Time period of interest when the target is an NWDAF containing MTLF with FL capability. When the target is an NWDAF containing MTLF with FL client capability, NF Set ID(s) of data source and NF type(s) where data can be collected as input for local model training may be included.
-	If the target NF is NWDAF containing MTLF with ML Model Accuracy checking capability, it includes ML Model Accuracy checking capability for ML model Accuracy Monitoring (see clause 5.2 of TS 23.288 [50]).
-	If the target NF is NWDAF containing AnLF with Analytics Accuracy checking capability, it includes Analytics Accuracy checking capability for Analytics Accuracy Monitoring (see clause 5.2 of TS 23.288 [50]).
	Details about NWDAF discovery and selection are described in clause 6.3.13 of TS 23.501 [2].
NOTE 8:	Analytics metadata provisioning capability is only applicable when NF service consumer is NWDAF.
NOTE 9:	NF consumer information such as vendor ID is defined in stage 3.
-	If target NF is ADRF, the request may include:
-	Data and analytics storage and retrieval capability.
-	ML model storage and retrieval capability.
	Details about ADRF discovery and selection are described in clause 6.3.20 of TS 23.501 [2].
-	If the target NF is HSS, the request may include IMPI and/or IMPU and/or HSS Group ID.
-	If the NF service consumer needs to discover NF service producer instance(s) within an NF instance, the request includes the target NF Instance ID and NF Service Set ID of the producer.
-	If the NF service consumer needs to discover NF service producer instance(s) in an equivalent NF Service Set within an NF Set, the request includes the identification of the equivalent NF service Set and NF Set ID of producer.
NOTE 10:	TS 29.510 [37] specifies the mechanism to identify equivalent NF Service Sets.
-	If the NF service consumer needs to discover NF service producer instance(s) in the NF Set, the request includes the target NF Set ID of the producer.
-	If the target NF is SMF, the request may include:
-	the UE location (TAI); or
-	TAI list.
-	If the target NF is P-CSCF, the request may include UE location information, UE IP address/IP prefix, Access Type.
-	If the target NF is NEF, the request may include Event ID(s) provided by AF and optional AF identification as described in clause 6.2.2.3 of TS 23.288 [50]. When the consumer is an AF, the request may include an External Identifier, External Group Identifier, or a domain name. If the target NF is local NEF, the request may include the parameters of list of supported TAI or list of supported DNAI additionally.
-	If the target NF is SMF, the request may include the Control Plane CIoT 5GS Optimisation Indication or User Plane CIoT 5GS Optimisation Indication.
-	If the target NF is a NSACF, the request may include the S-NSSAI(s) of the PLMN or SNPN where the NSACF is located , the NSAC Service Area Identifier and NSACF service capability. Details about NSACF discovery and selection are described in clause 6.3.22 of TS 23.501 [2].
-	If the target NF is SCP, the request may include information about:
-	SCP domain(s).
-	Remote PLMN reachable through SCP.
-	Endpoint addresses or Address Domain(s) (e.g. IP Address or FQDN ranges) accessible via the SCP.
-	NF sets of NFs served by the SCP.
-	If the target NF is MB-SMF, the request may include UE location (i.e. TAI), MBS Session ID and Area Session ID. Details about MB-SMF discovery and selection are described in TS 23.247 [78].
-	If the target NF is 5G DDNMF, the request may include SUPI, IP Address or FQDN of 5G DDNMF.
-	If the target NF is DCCF, the request may include TAI(s), NF type of the NF data sources, NF Set ID of the NF data sources, support for relocation of data subscription. Details about DCCF discovery and selection are described in clause 6.3.19 of TS 23.501 [2].
-	If the target NF is EASDF, the request may include S-NSSAI, DNN, N6 IP address of the PSA UPF, Supported DNS security protocols, location as per NF profile and DNAI(if exist). Details about EASDF discovery and selection are described in clause 6.3.23 of TS 23.501 [2].
-	If the target NF is AMF, the request may include the support of SNPN Onboarding to indicate whether the target NF instance supports SNPN Onboarding or not.
-	If the target NF is SMF, the request may include the support of User Plane Remote Provisioning to indicate whether the target NF instance supports User Plane Remote Provisioning or not as described in clause 5.30.2.10.4.3 of TS 23.501 [2].
-	If the target NF is NEF, the request may include the support of UAS NF functionality, the capability to support Multi-member AF session with required QoS and the capability to support member UE selection assistance functionality.
-	If the target NF is NSSAAF, the request may include SUPI or Internal Group ID.
-	If the target NF is DCSF, the request may include IMPU of calling party, SIP URI or Tel URI of called party.
-	If the target NF is MF, the request may include the list of required data channel media capabilities or MF location information as specified in TS 23.228 [55].
-	If the target NF is MRF or MRFP, it includes the list of required IMS media services (as defined in TS 23.228 [55]).
Outputs, Required: A set of NF instances, a validity period for the discovery result, containing per NF Instance: NF type, NF instance ID, FQDN or IP address(es) of the NF instance and if applicable, a list of services instances, where each service instance has a service name, a NF service instance ID and optionally Endpoint Address(es)
Endpoint Address(es) may be a list of IP addresses or an FQDN for the NF service instance.
NOTE 11:	SCPs does not have any service instances.
Outputs, Optional: Per NF instance, other information in the NF profile listed in clause 6.2.6 of TS 23.501 [2] related to the NF instance, such as:
-	NF load information.
-	NF capacity information.
-	NF priority information.
-	If the target NF stores Data Set(s) (e.g. UDR): Range(s) of SUPIs, range(s) of GPSIs, range(s) of external group identifiers, Data Set Identifier(s). If the target NF is BSF or P-CSCF: Range(s) of (UE) IPv4 addresses or Range(s) of (UE) IPv6 prefixes, Range(s) of SUPIs, range(s) of GPSIs.
NOTE 12:	Range of SUPI(s) is limited in this release to a SUPI type of IMSI as defined in TS 23.003 [33].
-	If the target NF is UDM, UDR, PCF, BSF or AUSF, they can include UDM Group ID, UDR Group ID, PCF Group ID, BSF Group ID, AUSF Group ID respectively.
-	If the target NF is HSS, it can include HSS Group ID.
-	For UDM and AUSF, Routing Indicator, or Routing Indicator and Home Network Public Key identifier.
-	If the target NF is AMF, it includes list of GUAMI(s). In addition, it may include list of GUAMI(s) for which it can serve as backup for failure/maintenance.
-	If the target NF is CHF, it includes primary CHF instance and the secondary CHF instance pair(s), if configured in CHF instance profile.
-	For the UPF Management: UPF Provisioning Information as defined in clause 4.17.6.
-	S-NSSAI(s) and the associated NSI ID(s) (if available).
-	Information about the location of the target NF (operator specific information, e.g. geographical location, data centre).
-	TAI(s).
-	PLMN ID.
-	If the target is PCF or SMF, it includes the MA PDU Session capability to indicate if the NF instance supports MA PDU session or not.
-	If the target is PCF, it includes the DNN replacement capability to indicate if the NF instance supports DNN replacement or not.
-	If the target NF is NWDAF, it may include:
-	Analytics ID(s) (possibly per service).
-	NF Set ID and NF Type of the NF data sources, if available, NWDAF Serving Area information.
-	Analytics aggregation capability and/ or Analytics metadata provisioning capability, if such capability is provided by the NWDAF.
-	Supported Analytics Delay per Analytics ID.
-	If the target NF is NWDAF, it may also include the ML model Filter information parameters S-NSSAI(s) and Area(s) of Interest for the trained ML model(s) per Analytics ID(s) and ML Model Interoperability indicator per Analytics ID(s), if available (see clause 5.2 of TS 23.288 [50]).
-	If the target NF is NWDAF with FL capability, it may also include FL capability information per analytics ID containing FL capability type (i.e. FL server and/or FL client, if available) and Time interval supporting FL, if available (see clause 5.2 of TS 23.288 [50]).
	Details about NWDAF specific information are described in clause 6.3.13 of TS 23.501 [2].
NOTE 13:	The Supported Analytics Delay is provided for an Analytics ID only when the NRF had received Real-Time Communication Indication for this Analytics ID in the NWDAF discovery request.
-	If the target is a trusted AF, it includes one or multiple combination(s) of the S-NSSAI and DNN corresponding to the AF. In addition, it may include supported Application Id(s), Event ID(s) supported by the AF and Internal-Group Identifier.
-	NF Set ID.
-	NF Service Set ID.
-	If the target NF is SMF, it may include the SMF(s) Service Area.
NOTE 14:	If no SMF Service Area is provided, the AMF assumes that a SMF can serve the whole PLMN.
-	If the target NF is P-CSCF, it includes P-CSCF FQDN(s) or IP address(es) and optional Access Type(s) associated with each P-CSCF.
-	If the target NF is NEF, it may include Event ID(s) provided by AF and/or it includes one or multiple combination(s) of the S-NSSAI and DNN corresponding to the untrusted AF served by the NEF.
-	SCP domain the NF belongs to.
NOTE 15:	Only one SCP domain is registered in NF profile for an NF.
-	If the target is SCP:
-	SCP domain(s).
-	Remote PLMNs reachable through SCP.
-	Endpoint addresses or Address Domain(s) (e.g. IP Address or FQDN ranges) accessible via the SCP.
-	NF sets of NFs served by the SCP.
-	If the target NF is 5G DDNMF, it may include IP Address or FQDN of 5G DDNMF.
-	If the target NF is MB-SMF, it may include the MBS Session ID(s), Area Session ID(s), corresponding MBS service area(s) as described in TS 23.247 [78].
-	If the target NF is DCCF, it includes DCCF serving area information, NF type of the NF data sources, NF Set ID of the NF data sources, support for relocation of data subscription. Details about DCCF specific information are described in clause 6.3.19 of TS 23.501 [2].
See clause 4.17.4 and 4.17.5 for details on the usage of this service operation.

* * * * End of changes * * * *

