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1. Introduction
This contribution is to discuss and provide our views on issues about the initial trigger message.
2. Discussion
2.1. Issue on indication of Device ID
In the last meeting we have reached an agreement that the initial trigger message is followed by a random access-like procedure as below (in yellow) [1].
	Agreements
1. Unless explicitly stated all agreements apply to all device types and for both topologies.  
1. From RAN2 perspective, the aim is that the design on the interface between reader and A-IoT device is common for topology 1 and topology 2.  
1. RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS
1. Baseline procedure:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed,: Details FFS
1. We will study the support of both “inventory” and “command” in the same procedure.  
1. FFS if Initial Trigger Message can also include “command”.  
1. RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   
Whether to send an LS to SA3 and the wording on the LS [CB]
 



[bookmark: _Hlk166234796][bookmark: _Hlk166234767]We would like to provide an example of whole picture of call flows of the baseline procedure for Inventory use case. Following procedures and descriptions are captured in another contribution [2], and we mentioned to other use cases in the Tdoc.
	[bookmark: _Hlk166234845]In topology 1 (i.e., in a case where a base station takes a role of Ambient IoT Reader), Figure 1 depicts an example of baseline procedure where:
STEP 1:	NG-AP message from CN to BS to indicate Initial Trigger Message. Target Device IDs or Device group IDs can be included.
STEP 2:	Initial Trigger Message from Ambient IoT Reader (BS) to Ambient IoT Devices. Target Device IDs or Device group IDs can be included.
STEP 3:	If the Ambient IoT Device is indicated to respond in the Initial Trigger Message, Device sends the first message from Device to Reader in random access-like procedure. According to an agreement in RAN2#125bis below, a permanent or temporary ID shall be included. Definition of contention resolution in the slotted-ALOHA framework is up to RAN1 discussion.
STEP 4:	If the Reader does not detect contention of the message in STEP 3, the Reader sends the message to report successful contention resolution. A permanent or temporary ID can be included.
STEP 5:	After successful completion of random access-like procedure, the Device is allocated with dedicated radio resources. With that resource the device sends a NAS(-like) message to the CN to report completion of random access-like procedure in the Reader. A temporary or permanent Device ID can be included.
STEP 6: The BS transparently forwards the NAS(-like) message to the CN.

[image: ]
Figure 1: Example of baseline Inventory procedure for Topology 1
	Agreement in RAN2#125bis [1]
For the very first access message from the device to reader in random access an ID is included.  RAN2 to discuss whether a temporary identifier is included, or the permanent device ID is included (considering other WGs input as well).   



[bookmark: _Hlk166236433]On the other hand, in topology 2, the procedure can be depicted in Figure 2. Note that the content and behavior of Initial Trigger Message are agnostic of whether the Ambient IoT Reader is a base station or an intermediate node, i.e., the same as Topology 1.
[bookmark: _Hlk166223548]STEP 1:	NG-AP message from CN to BS to indicate Initial Trigger Message. Target Device IDs or Device group IDs can be included.
STEP 2: Indication of Initial Trigger Message from BS to Intermediate node. Target Device IDs or Device group IDs can be included.
STEP 3:	Initial Trigger Message from Ambient IoT Reader (Intermediate node) to Ambient IoT Devices. Target Device IDs or Device group IDs can be included.
STEP 4:	If the Ambient IoT Device is indicated to respond in the Initial Trigger Message, Device sends the first message from Device to Reader in random access-like procedure. A permanent or temporary ID shall be included. Definition of contention resolution in the slotted-ALOHA framework is up to RAN1 discussion.
STEP 5:	If the Reader does not detect contention of the message in STEP 4, the Reader sends the message to report successful contention resolution. A permanent or temporary ID can be included.
STEP 6:	After successful completion of random access-like procedure, the Device is allocated with dedicated radio resources. With that resource the device sends a NAS(-like) message to the CN to report completion of random access-like procedure in the Reader. A temporary or permanent Device ID can be included.
STEP 7: The intermediate node transparently forwards the UL NAS message to the BS.
STEP 8: The BS transparently forwards the NAS(-like) message to the CN.
[bookmark: _Hlk166223620][image: ]
Figure 2: Example of baseline Inventory procedure for Topology 2


Now we would like to discuss the Initial Trigger Message, STEP 2 in topology 1 and STEP 3 in topology 2. Although we have not agreed, this message should include information of Ambient IoT Devices or groups of Ambient IoT Devices in order to indicate to start a random access-like procedure by sending a D2R message because the Initial Trigger Message is not a dedicated message but a broadcast message.
Observation 1.	Permanent or temporary Device IDs are indicated in the Initial Trigger Message.
By the way, in the last meeting, we made an agreement not to support AS security in Ambient IoT RAN unless SA3 provides any concern.
	Agreement in RAN2#125bis [1]
RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.


This means that all messages between Ambient IoT Devices and Ambient IoT Readers are not security protected unless they are NAS message terminated on a CN node. Moreover, the security protection is valid only for dedicated messages while a broadcast message like the Initial Trigger Message cannot be protected because it is impossible to secretly share a security key among the Reader and all targeted Devices before the message is broadcast.
Observation 2.	The Initial Trigger Message is not security protected.
Therefore, we have a strong concern to include permanent Device IDs in the Initial Trigger Message. Using unprotected permanent Device IDs in air interface allows malicious users to intercept permanent Device IDs and enables to physically track certain Ambient IoT Devices (and potentially gives clues to other cheatings).
From above point of view, we propose to support an indication of temporary Device IDs in the Initial Trigger Message. Since the Ambient IoT system does not support concept of serving cells, it seems impossible to introduce a temporary ID controlled by Ambient IoT Reader (like RNTI), thus the temporary Device ID should be generated and controlled by a CN node (like TMSI).
Observation 3.	Temporary ID controlled by a CN node (like TMSI) is more suitable than that controlled by Ambient IoT Reader (like RNTI).
Proposal 1.	Ambient IoT Reader indicates temporary Device IDs or groups of temporary Device IDs in the Initial Trigger Message.

2.2. Issue on multiple readers scenario
Given the scenario where multiple Ambient IoT Readers are physically located close to one another, e.g., indoor deployment scenario, it is possible that one Ambient IoT Device is in a coverage area to receive Initial Trigger Messages from multiple Ambient IoT Readers.
In the case above, if the CN indicates multiple Readers to send an Initial Trigger Message, (this kind of indication is possible for instance to search for certain Devices but the CN is not aware where the Devices are,) the Device will receive multiple Initial Trigger Messages from multiple Readers. Then, as depicted in Figure 3, the Device will send a first message for random access (could be called preamble message) per Initial Trigger Message. In short, the number of preamble messages from one Device is multiplied by the number of nearby Readers. 

[image: ]
Figure 3. Device sends preamble messages as the number of Readers nearby.
On top of that there should be other devices that send preamble messages for multiple times for the same reason. Therefore, the possibility to occur contention increases when Readers are densely deployed.
Observation 4.	Ambient IoT Device will send multiple first messages for random access same as the number of nearby Ambient IoT Readers, which increases possibility of contention.
This issue can be resolved by introducing Paging ID in the Initial Trigger Message. The CN indicates the same Paging ID to Readers for one attempt. Then, as depicted in Figure 4, the Readers transmit Initial Trigger Messages attached with the same Paging ID. The Device can discard Initial Trigger Messages with Paging ID already received to avoid duplicated transmission of preamble message.
[image: ]
Figure 4. Paging ID enables to avoid transmission of duplecated preamble messages.
Observation 5.	Duplicated transmission of first messages for random access can be avoided via discarding Initial Trigger Messages with the same Paging ID.
Proposal 2.	Introduce Paging ID to be attached to the Initial Trigger Message. Ambient IoT Devices have to respond only once to Initial Trigger Messages with the same Paging ID.

If we introduce Paging ID described above, the Device will send preamble message only once. However, given the scenario where the Readers are densely deployed, a preamble message sent by a Device can be received by multiple Readers. Then, if no contention occurs, the Device successfully completes random access-like procedure to multiple Readers, and as you can see in Figure 1 or 2 in Section 2.1, the Device can start transmission of NAS message to the CN (and depending on discussion more NAS(-like) messages could be exchanged between the Device and the CN).
We would like to note that the NAS(-like) messages are exchanged between the Ambient IoT Device and the CN, and the Ambient IoT Reader has nothing to do with the NAS message. From that point of view, the duplicated paths for NAS messages are not necessary but waste of radio resources for Readers.
Observation 6.	Reception of a preamble message by multiple Readers can result in duplicated NAS messages which are not necessary but waste of radio resources for Readers.
This issue can be resolved by introducing Reader ID for each Ambient IoT Reader. As depicted in Figure 4, the CN configures Reader ID, and the Reader attaches its Reader ID in every Initial Trigger Message. The Device can send preamble message including Reader ID to report which Reader it is responding to. The behavior when the Reader configured of different Reader ID receives the preamble message can be discussed more. One simple way is to just discard the preamble message.
[image: ]
Figure 4. Reader ID enables to avoid duplicated transmission of NAS messages.
Observation 7.	Ambient IoT Reader can save radio resources to allocate to Devices responding to other Readers if Reader ID is introduced.
Proposal 3.	Introduce Reader ID to be attached to the Initial Trigger Message. Ambient IoT Devices can include a Reader ID in the first messages for random access.

3. Summary and proposal
Observation 1.	Permanent or temporary Device IDs are indicated in the Initial Trigger Message.
Observation 2.	The Initial Trigger Message is not security protected.
Observation 3.	Temporary ID controlled by a CN node (like TMSI) is more suitable than that controlled by Ambient IoT Reader (like RNTI).
Proposal 1.	Ambient IoT Reader indicates temporary Device IDs or groups of temporary Device IDs in the Initial Trigger Message.
Observation 4.	Ambient IoT Device will send multiple first messages for random access same as the number of nearby Ambient IoT Readers, which increases possibility of contention.
Observation 5.	Duplicated transmission of first messages for random access can be avoided via discarding Initial Trigger Messages with the same Paging ID.
Proposal 2.	Introduce Paging ID to be attached to the Initial Trigger Message. Ambient IoT Devices have to respond only once to Initial Trigger Messages with the same Paging ID.
Observation 6.	Reception of a preamble message by multiple Readers can result in duplicated NAS messages which are not necessary but waste of radio resources for Readers.
Observation 7.	Ambient IoT Reader can save radio resources to allocate to Devices responding to other Readers if Reader ID is introduced.
Proposal 3.	Introduce Reader ID to be attached to the Initial Trigger Message. Ambient IoT Devices can include a Reader ID in the first messages for random access.

4. References
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1

image1.png
_____________ - STEP 1

STEP 2 P
le , Initial Trigger Message
STEP 3 :
"
1 Random access-like prodedure
STEP 4 1
* 1
_____________ -
STEP 5

STEP 6





image2.png
- STEP 2

Initial Trigger Mess

Random access-likg

STEP 7

ge

procedure

STEP 8





image3.png




image4.png
Paging ID =N

LI

<

<

=

Initial Trigger T e
Message hd
Paging ID =N i

0—

9

Preamble
Message

0—

=

LI




image5.png
Paging ID =N

. R derID = A
ReaderID A =) g cocer
=
Initial Trigger Preamble
Message - com‘lguratlo Message
Paging ID = N ReaderID = A
ReaderID =B Discard, or FFS
RID
configuration & £ N <





