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1 Introduction
At last RAN2#125bis meeting first discussion on Ambient IoT study [5] took place and a number of baseline agreements were made [1]. In this contribution we discuss the following functionality aspects for Ambient IoT:
1. Device identifiers

2. Memory storage requirements

3. UL data transmission aspects

4. SA1 service requirements for AIoT

5. Questions to SA3 on security aspects

6. Higher layer repetition
7. Visibility of information for reader operation
8. Protocol service modelling
2 Discussion
2.1 Device identifiers
With regards to the use of device identifiers in AIoT paging and random access the below agreements were made at last meeting:
	Paging
…

4. For the case of reaching single or group of devices, an identifier may be required to identify the device/group of devices in the trigger message.    FFS pending the details from SA2
Random Access

…
7
For the very first access message from the device to reader in random access an ID is included.  RAN2 to discuss whether a temporary identifier is included, or the permanent device ID is included (considering other WGs input as well).  



In Table 1 we have summarized the list of candidate device identifiers for AIoT devices based on our understanding and proposals made by other companies. As can be seen from Table 1 there are number of issues to solve. Beside the length/format of the IDs, the applicability of IMSI-like, TMSI-like, RNTI-like IDs requires further clarification, e.g. from SA1/SA2. However, as baseline we think that the use of permanent IDs (unique device ID and/or an object ID) for identifying/selecting AIoT devices for the inventory and command procedures should be considered for the further study in RAN2. Further details of the permanent IDs are FFS.
Proposal 1: Consider the use of permanent IDs (unique device ID and/or an object ID) for identifying/selecting AIoT devices for the inventory and command procedures. Further details of the permanent IDs are FFS.
Table 1: Candidate device identifiers for AIoT
	Type of ID
	ID
	Length / format
	Comments

	Permanent ID
	Unique device ID
	FFS
	Used to indicate the unique device ID that is assigned to the AIoT device. The unique device ID may be set by the manufacturer of the AIoT device, and may consist of a manufacturer ID and a serial number.
For instance, for uniquely identifying a UE the following IDs are specified in 3GPP (see TS 23.003):
1. IMEI is a 15-digits long unique ID and is composed of following fields:

· Type Allocation Code (TAC) of 8-digits length

· Serial Number (SNR) of 6-digits length

· Check Digit (CD) of 1-digit length

2. IMEISV is a 16-digits long unique ID. Compared to CD in IMEI a 2-digits long Software Version Number (SVN) is used instead in IMEISV.

3. In 5GS, the Permanent Equipment Identifier (PEI) is used to identify a UE and is composed of:

· PEI type: an IMEI or IMEISV, a MAC address or an IEEE Extended Unique Identifier (EUI-64)

· dependent on the value of the PEI type: an IMEI or IMEISV, a MAC (Media Access Control) address (48-bit MAC identifier, as defined in IETF RFC 7042) or an IEEE Extended Unique Identifier (EUI-64, 64-bits)

	
	Object ID
	FFS
	Used to indicate the identifier of the object to which the AIoT device is attached. The object ID may be realized in the form of an Electronic Product Code (EPC) as used in RFID [2] and may be set by the owner of the object.

	
	IMSI-like ID
	FFS
	IMSI is a max 15-digits long unique ID and is composed of following fields (see TS 23.003):
· MCC of length 3-digits length

· MNC of 2-3 digits length

· MSIN of 9/10-digits length

An IMSI-like ID implies the support of a USIM.

	Temporary ID
	TMSI-like, RNTI-like ID
	FFS
	The use of TMSI-like, RNTI-like IDs requires some sort of registration of the AIoT device in the network. Therefore, SA2 should be consulted whether such temporary IDs can be provided and used for AIoT devices.


2.2 Memory storage requirements
In NR the size of the memory that a UE supports is generally left to UE implementation and only for few functionalities defined memory storage requirements have been specified, e.g. acc. to TS 38.306:
· Logged MDT measurements: for a UE that supports logged MDT measurements in RRC_IDLE and RRC_INACTIVE the minimum memory size is 64KB. For an eRedCap UE supporting this feature, the minimum memory size is 16KB.
· QoE paused measurement reports: for UEs which support qoe-Streaming-MeasReport-r17, qoe-MTSI-MeasReport-r17 or qoe-VR-MeasReport-r17, the minimum memory size is 64KB.

· RRC buffer size: the maximum overall RRC configuration size that the UE is required to store is 45KB.
For AIoT devices the situation is completely different considering the fact that we target ultra-low complexity devices with ultra-low power consumption, small size and low cost. Therefore, it can be assumed that the memory size of AIoT devices will be limited. On the other hand, the memory size of AIoT devices may vary depending on the applications that AIoT devices support. For instance, an AIoT device that is used for sensor data collection may support a lower memory size compared to an AIoT device that is used for actuator control. Referring to the SA1 service requirements in TS 22.369 [3], clause 6 (see also Table 2 in Annex) an AIoT device that is used for sensor data collection may need to store information of at least 1000 bits (Indoor agriculture and husbandry), whereas an AIoT device that is used for actuator control may need to store information of at least 100 Bytes (Indoor actuator control).
So far, there have been no agreements made on the minimum memory storage requirements of AIoT devices. RAN1 only agreed at their last meetings to study device architectures incl. two types of memory:
· Non-volatile memory (NVM) such as EEPROM for permanently storing device ID, etc. That means, any information stored in NVM will not get lost even if there is no energy available in the AIoT device.

· Volatile memory (VM) such as registers for temporarily storing any information that is required for its operation only while energy is available in the AIoT device.

Considering the fact that the operation of AIoT devices is highly dependent on the memory size, we suggest to start discussion on the minimum memory storage requirements of AIoT devices. This includes the type of information that should be stored in the device memory such as permanent ID(s), temporary ID(s), parameters for random access, resource configuration for D2R/R2D communication, information that is associated to the object to which an AIoT device is attached, information for controlling the operation of an AIoT device, security key(s), etc.
Proposal 2: Start discussion on the minimum memory storage requirements of AIoT devices. This includes the type of information that should be stored in the device memory such as permanent ID(s), temporary ID(s), parameters for random access, resource configuration for D2R/R2D communication, information that is associated to the object to which an AIoT device is attached, information for controlling the operation of an AIoT device, security key(s), etc.
2.3 UL data transmission aspects
In this section we discuss the aspects on resource allocation, segmentation/reassembly and BSR with regards to UL transmission. In general, for AIoT only infrequent UL/DL data transmission of a low amount of data is assumed and UL/DL data transmission is dependent on the available energy at the AIoT device. Furthermore, we assume that the UL data transmission is controlled by the reader (BS/intermediate UE), e.g. based on UL grants (dynamic and/or configured grants) sent to the AIoT device.
With regards to UL data transmission we identified two main cases:
· Case 1: The AIoT device may want to transmit a data unit containing a payload of size X bits but the UL grant received from the reader allows the transmission of only a part of the whole data unit, e.g. size Y bits with Y<X. There is sufficient energy available at the AIoT device for transmitting the data unit of size Y.
· Case 2: The AIoT device may want to transmit a data unit containing a payload of size X bits and the UL grant received from the reader allows the transmission of the whole data unit. But there is only sufficient energy available at the AIoT device for transmitting of only a part of the whole data unit, e.g. size Y bits with Y<X. 
In both cases we think it is useful to allow the UL transmission of segmented data. Along with the segmented data the AIoT device may also send BSR-like information and energy-level information to the reader for indicating the availability of remaining data in the memory of the AIoT device and the available energy level in the AIoT device. Upon reception of the segmented UL data along with the BSR-like/energy-level information, the reader may then trigger transmissions of the remaining UL data. In case 2) the reader may also increase the power of the carrier wave.
Furthermore, we think that both cases 1) and 2) may occur more often for the command procedure than for the inventory procedure. Reason is that for the command procedure a larger amount of data may need to be transmitted from the AIoT device to the reader depending on the amount of data that is stored in the AIoT device, e.g. in case of a Read-command. Figure 1 shows an exemplary message flow for a Read-command procedure. In Figure 1 it is assumed that the 5GC (the AMF or AIoT function) wants to retrieve data that are stored in the memory of an AIoT device. In step 1 the 5GC sends the Command Request message to the reader that serves the target area where the AIoT device is located. The Command Request message contains information about the target AIoT device (e.g. its unique device ID) and the type of requested data. In step 2 the reader sends the Read Start message to retrieve the requested type of data from the target AIoT device. The Read Start message contains e.g. the unique device ID of the target AIoT device and the requested type of data. In step 3, upon reception of the Read Start message, the target AIoT device performs random access procedure with the reader. In step 4, upon successful completion of the random access procedure, the target AIoT device sends to the reader the Read End message incl. the requested type of data. In step 5 the reader sends to the 5GC the Command Response message that contains the data received from the AIoT device. In case of segmentation multiple Read End messages need to be transmitted by the AIoT device and the reader needs to reassemble them.
We understand that the aspects on resource allocation, segmentation/reassembly and BSR may depend on RAN1 progress on TBS discussion. Therefore, we make the following proposals:

Proposal 3: Coordinate with RAN1 on resource allocation for UL data transmission during the inventory and command procedures. 

Proposal 4: Coordinate with RAN1 on the necessity of segmentation/reassembly of UL data during the inventory and command procedures.
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Figure 1: Exemplary Read-command procedure
2.4 SA1 service requirements for AIoT

Referring to the SA1 service requirements for AIoT as specified in TS 22.369 [3], we have spotted the following issues for clarification:
1. Inventory message size: For inventory a message size of 96/256 bits has been specified, see also Table 2 in Annex. We wonder about the two fixed values and how they should be taken into account in the RAN2 study. We understood from below highlighted description in TS 22.369 [3], clause 4.3 that as result of the inventory-taking procedure the AIoT device shall report an identifier of the object to which the AIoT device is attached, e.g. an Electronic Product Code (EPC), and possibly other information associated to the object such as status, measurement results and/or location. Therefore, we interpret that the fixed value of 96 bits applies to the identifier of the object, and the fixed value of 256 bits applies to the identifier of the object along with other information associated to the object.
	4.3
Typical Ambient IoT use cases

Ambient IoT can support many different use cases. Nevertheless, in general the Ambient IoT use cases can be characterised in four different use case categories:
-
Inventory taking. With inventory taking, the main purpose is to discover what goods (e.g. boxes, containers, packages, tools) are present in a specific area. Upon request sent by the network within the specific area, Ambient IoT devices attached to these goods report an identifier associated with the good, possibly supplemented with other information such as status, measurement results and/or location.


2. Support of USIM: SA3 has started discussion on security aspects of AIoT at their last SA3#115 AH-e meeting and approved first version of TR 33.713 [4]. The TR contains the description of 3 Key issues but no solutions. We were told by our SA3 colleague that there was discussion at their last meeting whether AIoT devices may be equipped with a USIM or not. The support of USIM affects the security architecture for AIoT. If USIM is supported then existing 5G security requirements and 5G security mechanisms may be reused as much as possible for AIoT. Otherwise, new security architecture may need to be defined for AIoT. There was no consensus on this issue in SA3. For RAN2 the support of USIM would impact the discussion on the AIoT device identifier to consider. If USIM is assumed to be supported then an IMSI-like identifier may be used as a permanent ID. However, referring to the specified SA1 service requirements, it is unclear whether USIM may be assumed to be supported for AIoT devices or not.
In view of above issues we make the following proposals:
Proposal 5: For identifying the object to which the AIoT device is attached, consider a fixed length of 96 bits if only the identifier of the object shall be transmitted by the AIoT device to the reader, and a fixed length of 256 bits if the identifier of the object along with other information associated to the object shall be transmitted by the AIoT device to the reader.
Proposal 6: Discuss whether to send an LS to SA1 for clarifying whether USIM may be assumed to be supported for AIoT devices or not.
2.5 Questions to SA3 on security aspects

Referring to the agreements made at last meeting, RAN2 will continue the study of AIoT assuming no support of AS security until SA3 provides further input, and it was agreed to continue discussion in this meeting whether to send an LS to SA3 incl. useful security related questions. SA3 has started discussion on security aspects of AIoT at their last SA3#115 AH-e meeting and approved first version of TR 33.713 [4]. The TR contains the description of 3 Key issues as shown below but no solutions.
	5.1
Key Issue #1: Protection for disabling device operation

5.1.1
Key issue details

As specified in TS 22.369 [2], the enable/disable device operation is used for the operator to manage the Ambient IoT device, which can enable/disable the Ambient IoT device's capability to transmit RF signals. Based on operator policy, there are two categories of disabling device operations, i.e. permanent disabling of the capability and temporary disabling of the capability.

…

5.2
Key Issue #2: Authorization for 5G Ambient IoT services

5.2.1
Key issue details

In TR 23.700-13 [4], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services.

In the Topology 2 as defined in TR 38.769 [2], the UE acting as the intermediate node is responsible for transferring the information between AIoT device and 5GS. If the authorization of intermediate node is not supported, the attacker can play the role of intermediate node and arbitrarily deny 5G AIoT service.

Therefore, it is necessary to study how to authorize the UE for acting as the intermediate node.
…

5.3
Key issue #3: Privacy by protecting AIoT device identifiers
5.3.1
Key issue details

5G Ambient IoT service is a type of cellular IoT communication system where Ambient IoT devices utilize harvested energy to generate RF signals for bi-directional information transmission. Ambient IoT devices are characterized by limited functions, requiring only small and infrequent data transfers.
TS 22.369 [2] clause 5.2.6 defines the following privacy-related requirements:

“The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.”

In AIoT services, identifiers of AIoT device are used to identify the device. If the identifiers associated with a device are not privacy protected (e.g., exposed over the air), an attacker (e.g., an over-the-air attacker) can identify and track an AIoT device based on the identifiers associated with the AIoT device. Thus, this key issue is to investigate potential mechanisms to privacy protect the AIoT device identifiers. 

…




As can be seen from the SA3 TR 33.713 [4], Key issue #3 already considers the protection of AIoT device identifiers. If RAN2 agrees to send an LS to SA3 then we suggest to inform them about RAN2 assumptions made on AS security and on the device identifiers that are considered for the inventory and command procedures as discussed in section 2.1 above. Furthermore, if a cleartext transmission of device identifiers over the air should be avoided whether following alternative solution could be considered to mitigate security threats.
With regards to selecting subpopulations of devices for inventory procedure a solution from RFID [2] is known where the reader indicates to the target RFID transponders a filter mask in the Select command that is applied to the information stored in the memory of the RFID transponders. For instance, the filter mask indicates for which type of information (e.g. unique RFID transponder ID, EPC) the mask shall be applied, the starting bit for the mask comparison, the length of the mask and the mask value. All RFID transponders receiving the Select command from the reader determine whether the concerned information stored in their memory matches with the indicated filter mask. All matching RFID transponders (e.g. all transponders belonging to subpopulation A in Figure 2) consider themselves as selected for the following inventory procedure. All non-matching RFID transponders (e.g. all transponders belonging to subpopulation B in Figure 2) do not take part in the following inventory procedure. Instead, they monitor for a new Select command from the reader.
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Figure 2: Exemplary scenario for selecting target AIoT devices
Similar solution by using a filter mask could be applied for AIoT devices in which only a part of the AIoT device permanent ID may be used for identifying/selecting AIoT devices for the inventory and command procedures. We suggest to ask SA3 whether a partial AIoT device permanent ID may mitigate security threats.
Furthermore, as agreed in last meeting, an AIoT device includes an ID in the very first access message to the reader in random access procedure. Such ID may be a temporary ID or a permanent ID. If the permanent ID is used in the very first access message, cleartext transmission over the air should be avoided according to Key issue #3 in the SA3 study. Therefore, we suggest to also ask SA3 whether a partial AIoT device permanent ID in the very first access message to the reader in random access procedure may mitigate security threats.
Proposal 7: Consider the below draft TP if RAN2 agrees to send an LS to SA3 on security aspects.
Draft TP for an LS to SA3:
	RAN2 discussed security aspects for Ambient IoT and made following agreements:
· RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.  

· PDCP layer is not needed. FFS how to handle AS security (if needed pending SA3 discussion) and any other really needed functionalities.  
Furthermore, RAN2 agreed to consider permanent IDs (i.e. a unique device ID and/or an object ID) for identifying/selecting AIoT devices for the inventory and command procedures including random access. In this context RAN2 would like to ask SA3 the following questions:
Question 1: Does SA3 have concern when AS security is not supported?
Question 2: Does SA3 foresee security threats if permanent IDs of an AIoT device are sent in cleartext over the air?

Question 3: If the answer to question 2 is yes, whether an alternative solution in which a partial AIoT device permanent ID is sent in cleartext over the air may mitigate security threats?


2.6 Higher layer repetition 
In last RAN1#116bis meeting, physical layer repetition was discussed and agreed to further study as shown below. The necessity of higher layer repetition was left to RAN2 discussion.

	Agreement
Study D2R transmission in the physical layer using repetition

· Note: Discussions regarding higher-layer repetitions are up to RAN2.


While physical layer repetition is about bit/chip/symbol level repetition, higher-layer repetition is about TB level repetition, i.e. a message contained in a TB may be repeated multiple times. Considering the fact that no HARQ/ARQ is applied in higher layer, repetition may help to improve the reception reliability, especially for the case when an A-IoT device may miss the reception of a message because of energy outage or energy harvesting. For example, when the reader sends the initial trigger message to the AIoT devices, the reader does not know the energy status of the devices so that not all devices may receive the initial trigger message. In this case, sending initial trigger message with repetition may help to improve the reception reliability and avoid devices to miss the message that has been sent.

Proposal 8: Further study the higher layer repetition of messages which is beneficial for improving reception reliability and avoiding A-IoT devices to miss the messages because of energy outage or energy harvesting.
2.7 Visibility of information for reader operation 
In last RAN2 meeting, the visibility of A-IoT command to the AS layer was discussed and it was agreed “FFS about the level of visibility required by the reader and what information is necessary for AS layer operations”. Whether the A-IoT command is visible for the reader is associated with the AS layer operation for different use cases, i.e. whether the AS layer operation for different use cases is same or not, and what information is necessary for an AS layer operation.

Overall procedure for different use cases: inventory only, command only, inventory and command are under discussion in another agenda. The issue on visibility will become clearer when progress has been made on the overall procedure discussion. At this stage from our point of view, the following AS layer operations for the different use cases should be considered:

· For inventory only:
· The reader triggers contention based random access.

· The reader may send multiple device IDs to the CN one by one or together.
· For command only:
· The reader can schedule the response directly in initial trigger message instead of triggering random access procedure.

· The reader can trigger contention free random access for the response.

· The reader can trigger contention based random access for the response.

· For inventory and command:
· The reader triggers contention based random access.

· The reader may send device ID and command responses to the CN one by one.

Thus, to support different AS layer operations for different use cases, the reader needs to know the service type, i.e. inventory only, command only, inventory and command. On the other hand, to trigger contention free random access or contention based random access, the reader needs to know whether the message contains ID for specific device(s). 
Proposal 9: The reader needs to know the service type (e.g. inventory only, command only, inventory and command), and device ID type (e.g., the ID is for specific device or a group of devices), so that the reader can determine the AS layer operation for different use cases. Such information can be indicated from CN to the reader.

2.8 Protocol service modelling

Based on the agreements made at last meeting, it is assumed that the AS protocol architecture for AIoT consists only of the AIoT PHY and AIoT MAC layers. Furthermore, it is assumed that above the AS layer there may be an upper layer (NAS-like or AIoT layer). Referring to this protocol architecture we suggest to apply the following protocol service modelling similar to NR:

a. For Upper/MAC layers:

· The term “SDU” is used to refer to a data unit that is received/sent by a layer from/to a higher layer. 
· Likewise, the term “PDU” is used to refer to a data unit that is sent/received by a layer to/from a lower layer.
b. For MAC/PHY layers:

· The term “transport block (TB)” is used to refer to a data unit that is sent/received by MAC to/from PHY.
Proposal 10: Consider to apply protocol service modelling by using the concept of “SDU”, PDU” and “transport block”.
3 Conclusion

In this contribution we have discussed some functionality aspects for Ambient IoT and made the following proposals:
Device identifiers

Proposal 1: Consider the use of permanent IDs (unique device ID and/or an object ID) for identifying/selecting AIoT devices for the inventory and command procedures. Further details of the permanent IDs are FFS.
Memory storage requirements

Proposal 2: Start discussion on the minimum memory storage requirements of AIoT devices. This includes the type of information that should be stored in the device memory such as permanent ID(s), temporary ID(s), parameters for random access, resource configuration for D2R/R2D communication, information that is associated to the object to which an AIoT device is attached, information for controlling the operation of an AIoT device, security key(s), etc.
UL data transmission aspects

Proposal 3: Coordinate with RAN1 on resource allocation for UL data transmission during the inventory and command procedures. 

Proposal 4: Coordinate with RAN1 on the necessity of segmentation/reassembly of UL data during the inventory and command procedures.
SA1 service requirements for AIoT

Proposal 5: For identifying the object to which the AIoT device is attached, consider a fixed length of 96 bits if only the identifier of the object shall be transmitted by the AIoT device to the reader, and a fixed length of 256 bits if the identifier of the object along with other information associated to the object shall be transmitted by the AIoT device to the reader.

Proposal 6: Discuss whether to send an LS to SA1 for clarifying whether USIM may be assumed to be supported for AIoT devices or not.
Questions to SA3 on security aspects

Proposal 7: Consider the below draft TP if RAN2 agrees to send an LS to SA3 on security aspects.
Higher layer repetition

Proposal 8: Further study the higher layer repetition of messages which is beneficial for improving reception reliability and avoiding A-IoT devices to miss the messages because of energy outage or energy harvesting.
Visibility of information for reader operation

Proposal 9: The reader needs to know the service type (e.g. inventory only, command only, inventory and command), and device ID type (e.g., the ID is for specific device or a group of devices), so that the reader can determine the AS layer operation for different use cases. Such information can be indicated from CN to the reader.

Protocol service modelling

Proposal 10: Consider to apply protocol service modelling by using the concept of “SDU”, PDU” and “transport block”.
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5 Annex

Table 2: SA1 service requirements for ambient power-enabled IoT as specified in [3], clause 6.

	Use case
	Deployment
	Scenario
	Max allowed e2e latency
	User-experienced data rate
	Message size

	Inventory
	
	Inventory or asset management
	Typically, seconds level
	<2 kbit/s
	96/256 bits

	Sensor data collection
	Indoor
	Room environment monitoring (e.g. domicile, machinery)
	20 s – 30 s
	<1 kbit/s
	<100 bits

	
	
	Indoor agriculture and husbandry
	>10 s
	<1 kbit/s
	Typically,  
<1,000 bits

	
	Outdoor
	Smart grid
	1 s
	<1 kbit/s
	Typically, 
<800 bits

	
	
	Outdoor husbandry and logistics
	Typically, > tens of seconds
	<0.5 kbit/s
	Typically, 
[<800 bits]

	
	
	Smart city
	10 s - 30 s
	<1 kbit/s
	Typically,
<800 bits

	Tacking
	Indoor
	Indoor tracking
	1 s
	<1 kbit/s
	<1 kbits

	
	Outdoor
	Outdoor tracking
	1 s
	<1 kbit/s
	<1 kbits



	Actuator control
	Indoor
	Indoor actuator control
	Several seconds
	2 kbit/s
	<100 Bytes

	
	Outdoor
	Outdoor actuator control for large coverage
	Several seconds
	NA
	128 bit (DL)

	
	
	Outdoor actuator control for medium coverage
	Several seconds
	<2 kbit/s
	<200 bits
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