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[bookmark: _Toc130991033]* * * First Change * * * *
[bookmark: _Toc146300426]15.2.5.4.2	Procedure
a)	Bring up Cell A and the UE is switched  on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is powered downswitched off or the UE's radio interface is switched off to perform the deregistration procedure.
i)	Bring down Cell A and bring up Cell B.
j)	The UE is powered onThe UE is switched on or the UE’s radio interface is switched on to perform the registration procedure. The UE reads the first record of the 5G 3GPP NAS security context from the USIM to construct a REGISTRATION REQUEST message. Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
k)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'001'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
l)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
m)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
n)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408400010266436587
TAI:	42 34 80 00 00 01
o)	The UE sends a REGISTRATION COMPLETE message.
p)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
[bookmark: _Toc146300427]* * * Next Change * * * *
15.2.5.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	xx
	xx
	…
	xx



8)	During step j) the ME shall read EFUST, EFLOCI, EF5GS3GPPNSC and EF5GAUTHKEYS. The UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier the value '000'.
9)	In step k) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10)	During step m) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
11)	In step m) the UE shall send SECURITY MODE COMPLETE message.
12)	After step m) as service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



13)	After step p) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:								001
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
[bookmark: _Hlk158716855]Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	01
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value

Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	xx
	xx
	…
	xx







* * * End of Changes * * * *

