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1. Overall Description:
To associate the LCS-UP connection with the UE ID, CT1 has specified the LCS-UP connection binding procedure in TS 24.572.

In the control plane, the LMF sends the allocated connection ID to the UE and performs the correlation of <SUPI/GPSI, connection ID> first. In the user plane, the UE responds with the received connection ID to help LMF complete the correlation of <SUPI/GPSI, LCS UP connection>.

The LMF will bind the TLS connection that provides the available Connection ID with the UE ID associated with the Connection ID. However, there is no security mechanism to ensure the UE provides the Connection ID is the same UE that associated with the Connection ID. If an attacker UE provides a Connection ID of genuine UE via a TLS connection, the LMF will incorrectly bind the TLS connection of the attacker UE with the genuine UE ID, resulting in the leakage of the LCS-UP messages.

CT1 would like to ask SA2 and SA3 whether potential security risks related to the incorrect correlation of TLS connection and UE ID shall be taken into consideration.

2. Actions:
To SA3 group:
ACTION: 	CT1 kindly asks SA2 and SA3 groups to consider the above information.

3. Date of Next CT1 Meetings:
CT1#150                           19th August- 23rd August 2024..............Maastricht, NL
CT1#151                           14th October- 18th  October 2024..............China, CN

