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3. LMF can accept or reject the LCS-UP binding request;
4. A timer is locally kept on the UE side to monitor the response to the LCS-UP binding request message;
5. LMF notify the UE that LCS-UP connection ID is occupied or invalid in binding reject message;
6. UE can indicates LMF to re-allocate a LCS-UP connection ID in the establishment failure message.
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Some cause values are introduced to ensure the binding procedure is performed correctly. If the LCS-UP connection ID is detected as invalid by the LMF, the LMF rejects the binding request and indicates a suitable cause value. If the LCS-UP connection ID is detected as occupied by the LMF, the LMF rejects the binding request and indicates a suitable cause value to ensure the right UE is informed that some fake UE is using the LCS secured user plane connection. Only the right UE is capable to release the connection or reject the establishment, and LMF can ensure the right UE initiates the termination of the connection, not the fake UE initiates the termination. Thus, it is a safe and reasonable way to notify the UE that LCS-UP connection ID is occupied.
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* * * First Change * * * *
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The LMF initiates the user plane connection establishment procedure by sending the USER PLANE CONNECTION ESTABLISHMENT COMMAND message to the UE and starts the T5012 timer, (see example in figure 6.2.1.1.2.1). The LMF shall:
a)	create the USER PLANE CONNECTION ESTABLISHMENT COMMAND message according to clause 10.3.1;
b)	send the USER PLANE CONNECTION ESTABLISHMENT COMMAND message to the UE; and
c)	start a timer T5012 upon sending the USER PLANE CONNECTION ESTABLISHMENT COMMAND message.


Figure 6.2.1.1.2.1: User plane connection establishment procedure
* * * Next Change * * * *
[bookmark: _Toc160553777]6.2.1.1.3	Network initiated user plane connection establishment procedure accepted by the UE
Upon receipt of a USER PLANE CONNECTION ESTABLISHMENT COMMAND message from the LMF, the UE shall stop the timer T5011 if running, establish a PDU session providing PDU connectivity service between UE and LMF, if not available, as described in clause 4.2.2.
If the USER PLANE CONNECTION ESTABLISHMENT COMMAND message can be accepted and the required PDU connectivity service between UE and LMF is available, the UE shall:
a)	send a USER PLANE CONNECTION ESTABLISHMENT COMPLETE message to the LMF; and
b)	establish a TLS connection between the UE and the LMF, if needed, as described in clause 4.3;
b)	perform LCS-UP binding procedure as described in clause 7.3.x; and
c)	send a USER PLANE CONNECTION ESTABLISHMENT COMPLETE message to the LMF.
* * * Next Change * * * *
6.2.1.1.4	Network initiated user plane connection establishment procedure completion by the network
Upon receipt of a USER PLANE CONNECTION ESTABLISHMENT COMPLETE message from the UE, the LMF shall stop the timer T5012 and shall consider the PDU connectivity serviceLCS secured user plane connection between the UE and the LMF as available.
* * * Next Change * * * *
6.2.1.1.5	Network initiated user plane connection establishment procedure not accepted by the UE
If the USER PLANE CONNECTION ESTABLISHMENT COMMAND cannot be accepted, the UE shall send a USER PLANE CONNECTION ESTABLISHMENT FAILURE COMMAND REJECT message.
Upon reception of a USER PLANE CONNECTION ESTABLISHMENT FAILURE COMMAND REJECT message from the UE, the LMF shall stop the timer T5012 and shall consider the user plane connection between the UE and the LMF as not established.
If the UE needs a new LCS-UP connection ID to establish a secured user plane connection between the UE and the LMF, the UE shall set the IDRAI bit to "LCS-UP connection ID re-allocation requested" in the LCS-UP addition information IE of the USER PLANE CONNECTION ESTABLISHMENT FAILURE message to request the LMF to allocate a new LCS-UP connection ID.
[bookmark: _Toc160553790]* * * Next Change * * * *
7.3.X	LCS-UP binding procedure
7.3.X.1	General
The purpose of the LCS-UP binding procedure is to correlate the LCS secured user plane connection with the UE for which the LMF allocates an LCS-UP connection ID during the UPP-CM procedure. The LCS-UP binding procedure shall be performed by the UE after the TLS connection is established.
7.3.X.2	LCS-UP binding procedure initiation by the UE
The UE initiates the LCS-UP binding procedure by sending the LCS-UP BINDING REQUEST message to the LMF, as shown in figure 7.3.X.2.1. The UE:
a)	shall create the LCS-UP BINDING REQUEST message according to clause 10.2.a by setting the LCS-UP connection ID as received in the USER PLANE CONNECTION ESTABLISHMENT COMMAND message;
b)	shall send the LCS-UP BINDING REQUEST message to the LMF over the LCS secured user plane connection; and
c)	shall start a timer T5ccc associating with the LCS-UP connection ID upon sending LCS-UP BINDING REQUEST message.


Figure 7.3.X.2.1: LCS-UP binding procedure
7.3.X.3	LCS-UP binding procedure accepted by the LMF
Upon reception of an LCS-UP BINDING REQUEST message, and the LCS-UP connection ID included in the LCS-UP BINDING REQUEST message is associated with the UE, the LMF shall correlate the LCS secured user plane connection over which the LCS-UP BINDING REQUEST is received with the UE. In addition, the LMF shall:
a)	create the LCS-UP BINDING ACCEPT message according to clause 10.2.b by setting the LCS-UP connection ID received in the LCS-UP BINDING REQUEST; and
b)	send the LCS-UP BINDING ACCEPT message to the UE over the LCS secured user plane connection.
Upon reception of an LCS-UP BINDING ACCEPT message with the LCS-UP connection ID, the UE shall stop the timer T5ccc associating with the LCS-UP connection ID and consider the LCS-UP binding procedure as completed.
7.3.X.4	LCS-UP binding procedure not accepted by the LMF
If the LCS-UP BINDING REQUEST message cannot be accepted, the LMF shall send an LCS-UP BINDING REJECT message to the UE according to clause 10.2.c by setting the LCS-UP connection ID received in the LCS-UP BINDING REQUEST and optionally, including the Binding cause IE to the UE to indicate the reason of a failure of the LCS-UP binding procedure.
Upon reception of an LCS-UP BINDING REJECT message, the UE shall stop the timer T5ccc associating with the LCS-UP connection ID and consider the LCS-UP binding procedure failed.
7.3.X.5	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Expiry of the timer T5ccc.
	On the first expiry of the timer T5ccc, the UE shall abort the procedure, consider the LSC-UP binding procedure is failed and send the USER PLANE CONNECTION ESTABLISHMENT COMMAND FAILURE to the LMF.
b)	LCS-UP binding procedure and network initiated user plane connection establishment procedure collision
	If the UE receives a USER PLANE CONNECTION ESTABLISHMENT COMMAND message during the LCS-UP binding procedure, and:
1)	the LMF LCS-UP address included in the USER PLANE CONNECTION ESTABLISHMENT COMMAND message is the same with that to which the LCS-UP BINDING REQUEST message is sent; and
2)	the LCS-UP connection ID included in the USER PLANE CONNECTION ESTABLISHMENT COMMAND message is the same with that included in the LCS-UP BINDING REQUEST message;
the UE shall ignore the USER PLANE CONNECTION ESTABLISHMENT COMMAND message and proceed with the LCS-UP binding procedure.
	If the UE receives a USER PLANE CONNECTION ESTABLISHMENT COMMAND message during the LCS-UP binding procedure, and:
1)	the LMF LCS-UP address included in the USER PLANE CONNECTION ESTABLISHMENT COMMAND message is the different from that to which the LCS-UP BINDING REQUEST message is sent;
2)	the LCS-UP connection ID included in the USER PLANE CONNECTION ESTABLISHMENT COMMAND message is the different from that included in the LCS-UP BINDING REQUEST message; or
3)	both 1) and 2);
the UE shall abort the LCS-UP binding procedure, stop the T5ccc and proceed with the latest USER PLANE CONNECTION ESTABLISHMENT COMMAND message.
7.3.X.6	Abnormal cases on the network side
The following abnormal case can be identified:
a)	Transmission failure of LCS-UP CONNECTION BINDING ACCEPT message or LCS-UP CONNECTION BINDING REJECT message.
	The LMF shall abort ongoing LCS-UP connection binding procedure and perform the network initiated user plane connection release procedure to release the LCS secured user plane connection.
b)	Binding failure.
	If the LCS-UP BINDING REQUEST message is not accepted by the LMF due to a binding failure, the LMF shall return an LCS-UP BINDING REJECT message with one of the following cause values:
#01	Protocol error, unspecified;
#02	Invalid connection ID; or
#03	Connection ID collision.
If the LCS-UP connection ID received in the LCS-UP BINDING REQUEST message is not associated with a UE, the LMF shall include the Binding cause IE indicating "Invalid connection ID" in the LCS-UP BINDING REJECT message. If the LCS-UP connection ID received in the LCS-UP BINDING REQUEST message is already been used in a binding procedure and the binding procedure is accepted by LMF, the LMF shall include the Binding cause IE indicating "Connection ID collision" in the LCS-UP BINDING REJECT message.
If the cause value indicating "Invalid connection ID" or "Connection ID collision" is received in the LCS-UP BINDING REJECT message, the UE may set the IDRAI bit to "LCS-UP connection ID re-allocation requested" in the LCS-UP addition information IE of the USER PLANE CONNECTION ESTABLISHMENT FAILURE message to request the LMF to allocate a new LCS-UP connection ID.
[bookmark: _Toc160553841][bookmark: _Toc160553817]* * * Next Change * * * *
10.2.a	LCS-UP binding request
10.2.a.1	Message definition
The LCS-UP BINDING REQUEST message is sent by the UE to enable the LMF to associate the LCS secured user plane connection with UE. See table 10.2.a.1.1.
Message type:	LCS-UP BINDING REQUEST
Significance:	dual
Direction:	UE to network
Table 10.2.a.1.1: LCS-UP BINDING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	LCS-UP BINDING REQUEST message identity
	Message type
11.1.3
	M
	V
	1

	
	LCS-UP connection ID
	LCS-UP connection identity
11.2.x
	M
	LV
	2-256



* * * Next Change * * * *
10.2.b	LCS-UP binding accept
10.2.b.1	Message definition
The LCS-UP BINDING ACCEPT message is sent by the LMF to the UE in response to the LCS-UP binding request message and indicates a successful binding. See table 10.2.b.1.1.
Message type:	LCS-UP BINDING ACCEPT
Significance:	dual
Direction:	network to UE
Table 10.2.b.1.1: LCS-UP BINDING ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	LCS-UP BINDING ACCEPT message identity
	Message type
11.1.3
	M
	V
	1

	
	LCS-UP connection ID
	LCS-UP connection identity
11.2.x
	M
	LV
	2-256



* * * Next Change * * * *
10.2.c	LCS-UP binding reject
10.2.c.1	Message definition
The LCS-UP BINDING REJECT message is sent by the LMF to the UE in response to the LCS-UP binding request message and indicates an unsuccessful binding. See table 10.2.c.1.1.
Message type:	LCS-UP BINDING REJECT
Significance:	dual
Direction:	network to UE
Table 10.2.c.1.1: LCS-UP BINDING REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	LCS-UP BINDING REJECT message identity
	Message type
11.1.3
	M
	V
	1

	
	LCS-UP connection ID
	LCS-UP connection identity
11.2.x
	M
	LV
	2-256

	TBD
	Binding cause
	Binding cause
11.2.y
	O
	TLV
	3



* * * Next Change * * * *
10.2.c.2	Binding cause
The LMF may include this information element to the UE to indicate the reason of the LCS-UP binding failure.
* * * Next Change * * * *
[bookmark: _Toc160553840][bookmark: OLE_LINK7][bookmark: OLE_LINK5]10.3.1	User plane connection establishment command
10.3.1.1	Message definition
The USER PLANE CONNECTION ESTABLISHMENT COMMAND message is sent by the LMF to the UE to transport the user plane connection information and trigger the UE to establish the LCS secured user plane connection towards the LMF. See table 10.3.1.1.1.
Message type:	USER PLANE CONNECTION ESTABLISHMENT COMMAND
Significance:	dual
Direction:	network to UE
Table 10.3.1.1.1: USER PLANE CONNECTION ESTABLISHMENT COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	USER PLANE CONNECTION ESTABLISHMENT COMMAND message identity
	Message type
11.1.3
	M
	V
	1

	
	LMF LCS-UP address
	LMF LCS-UP address
11.3.1
	M
	LV
	3-256

	
	LCS-UP connection ID
	LCS-UP connection identity
11.2.x
	M
	LV
	2-256



* * * Next Change * * * *
[bookmark: _Toc160553844][bookmark: _Toc160553860]10.3.3	User plane connection establishment failurecommand reject
[bookmark: _Toc160553845]10.3.3.1	Message definition
The USER PLANE CONNECTION ESTABLISHMENT FAILURE COMMAND REJECT message is sent by the UE to the LMF in response to a USER PLANE CONNECTION ESTABLISHMENT COMMAND message and indicates rejection for the establishment of an LCS secured user plane connection to the LMF. See table 10.3.3.1.1.
Message type:	USER PLANE CONNECTION ESTABLISHMENT FAILURECOMMAND REJECT
Significance:	dual
Direction:	UE to network
Table 10.3.3.1.1: USER PLANE CONNECTION ESTABLISHMENT FAILURE COMMAND REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	USER PLANE CONNECTION ESTABLISHMENT FAILURECOMMAND REJECT message identity
	Message type
11.1.3
	M
	V
	1

	TBD
	LCS-UP additional information
	LCS-UP additional information
11.3.k
	O
	TV
	1



* * * Next Change * * * *
11.1.3	Message type
The Message type information element and its use are defined in 3GPP TS 24.007 [11]. Table 11.1.3.1defines the value part of the message type information element used in the LCS-UPP and table 11.1.3.2 defines the value part of the message type information element used in the UPP-CM.
The Message type is a type 3 information element, with the length of 1 octet.
Table 11.1.3.1: Message type for LCS-UPP
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	LCS-UPP messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	UL LCS-UP transport

	0
	1
	0
	0
	0
	0
	1
	0
	
	DL LCS-UP transport

	0
	1
	0
	0
	0
	0
	1
	1
	
	LCS-UP Binding request

	0
	1
	0
	0
	0
	1
	0
	0
	
	LCS-UP Binding accept

	0
	1
	0
	0
	0
	1
	0
	1
	
	LCS-UP Binding reject



Table 11.1.3.2: Message type for UPP-CM
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	UPP-CM messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	User plane connection establishment command

	1
	1
	0
	0
	0
	0
	1
	0
	
	User plane connection establishment complete

	1
	1
	0
	0
	0
	0
	1
	1
	
	User plane connection establishment failurecommand reject

	1
	1
	0
	0
	0
	1
	0
	0
	
	User plane connection establishment request

	1
	1
	0
	0
	0
	1
	0
	1
	
	User plane connection establishment reject

	1
	1
	0
	0
	0
	1
	1
	0
	
	User plane connection release command

	1
	1
	0
	0
	0
	1
	1
	1
	
	User plane connection release complete

	1
	1
	0
	0
	1
	0
	0
	0
	
	User plane connection release request



* * * Next Change * * * *
11.2.x	LCS-UP connection identity
The purpose of the LCS-UP connection identity information element is to provide the LCS-UP connection ID to the UE used for the LCS-UP binding procedure.
The LCS-UP connection identity information element is coded as shown in figure 11.3.x.1 and table 11.3.x.1
The LCS-UP connection identity information element is a type 4 information element with a minimum length of 3 octets and a maximum length of 257 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LCS-UP connection identity IEI
	octet 1

	Length of LCS-UP connection identity contents
	octet 2

	LCS-UP connection identity value
	octets 3

octets n


Figure 11.3.x.1: LCS-UP connection ID information element
Table 11.3.x.1: LCS-UP connection ID information element
	LCS-UP connection identity value (octet 3 to octet n)

	

	The LCS-UP connection identity value is set by the LMF. The LCS-UP connection identity value uniquely identifies an LCS-UP connection within the LMF region.



[bookmark: _Hlk162966065]* * * Next Change * * * *
11.2.y	Binding cause
The purpose of the Binding cause information element is to identify the reason why the LCS-UP BINDING REQUEST message is rejected.
The Binding cause information element is coded as shown in figure 11.2.y.1 and table 11.2.y.1
The Binding cause information element is a type 4 information element with a length of 3 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Rejection cause IEI
	octet 1

	Length of rejection cause contents
	octet 2

	Rejection cause value
	octet 3


Figure 11.2.y.1: Rejection cause information element
Table 11.2.y.1: Rejection cause information element
	Rejection cause value (octet 3)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Protocol error, unspecified

	0
	0
	0
	0
	0
	0
	1
	0
	
	Connection ID invalid

	0
	0
	0
	0
	0
	0
	1
	1
	
	Connection ID occupied

	

	All other values are reserved, and shall be ignored if received.



[bookmark: _Toc160553870]* * * Next Change * * * *
11.3.k	LCS-UP additional information
The purpose of the LCS-UP additional information information element is to request the LMF to re-allocates a new LCS-UP connection ID to the UE.
The LCS-UP additional information information element is coded as shown in figure 11.3.k.1and table 11.3.k.1.
The LCS-UP additional information is a type 1 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LCS-UP additional information 
IEI
	spare
	IDRAI
	octet 1


Figure 11.3.k.1: LCS-UP additional information information element
Table 11.3.k.1: LCS-UP additional information information element
	LCS-UP connection ID re-allocation indication (IDRAI) (octet 1, bit 1)

	Bit

	1
	
	
	
	

	0
	
	
	
	LCS-UP connection ID re-allocation not requested

	1
	
	
	
	LCS-UP connection ID re-allocation requested

	

	Bits 2-4 in octet 1 are spare and shall be coded as zero.



* * * Next Change * * * *
12.2	Timers of LCS-UPP
Editor's note: This clause will contain a table of timers of LCS-UPP– UE side, if any.
Editor's note: This clause will contain a table of timers of LCS-UPP– network side, if any.
Timers of LCS-UPP are shown in table 12.2.1.
Table 12.2.1: Timers of LCS-UPP – UE side
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON
THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T5ccc
	8s
	Transmission of LCS-UP BINDING REQUEST message
	LCS-UP BINDING ACCEPT message received or LCS-UP BINDING REJECT message received
	Abort the LCS-UP binding procedure (NOTE 2)

	NOTE 1:	Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
NOTE 2:	The timers expire only once.



* * * End of Changes * * * *
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