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1. Introduction
[bookmark: _Hlk166846897]CT1 received SA2 LS on LCS user plane connection binding to the UE (S2-2405797) and the attached agreed CR0521-TS23.273 (S2-2405532). Clause 6.18.1 in TS 23.273 now specifies the following new functionality:
· Step 2. The LMF allocates an ID i.e. the LCS UP connection ID to be used to associate the user plane connection to be established with the target UE and includes this LCS UP connection ID in the user plane information. The LMF associates the target UE identity (SUPI and/or GPSI) with this LCS UP connection ID.
· Step 7. After the secured user plane connection been established successfully, the UE sends the LCS UP connection ID received in step 3 to LMF via the secured user plane connection to enable LMF to perform the correlation of the UE with the secured user plane connection.

The above step 7 in stage 2 requires the UE to complete the LCS user plane connection setup by binding the connection with the UE. This is accomplished when the UE sends a new, UE-level identifier via a user plane message.
CT1 is discussing ways to align TS 24.572 with the above SA2 requirement. This discussion paper offers one of the possible ways to achieving that objective.
Below is the call flow from stage 2 (Figure 6.18.1-1 in TS 23.273).



2. Discussion and proposal
The below figure adds protocol level details to the above steps 3, 4 and 7. Step 10 is also shown for complete clarity. 


Step 3. The purpose of the DL NAS Transport message is to initiate the establishment of a user plane connectivity between the UE and the LMF. It contains the following IDs that are relevant for this discussion:
-	session-level identifier, the LCS correlation ID in the Additional Information IE;
-	UE-level identifier, the new binding/correlation ID in User plane connection establishment command within the UPP-CMI payload.
Step 4. The purpose of the UL NAS Transport is to acknowledge that the UE is ready for establishing a user plane connectivity between the UE and the LMF. It contains the following IDs that are relevant for this discussion:
-	session-level identifier, the LCS correlation ID in the Additional Information IE.
SA2 decided not to add the new UE-level binding/correlation ID to the Complete message.
Step 7. UE establishes TLS connection to the LMF. This procedure is not impacted by the SA2 CR0521.
Step 7a (new). SA2 CR0521 requires UE to send a user plane message, which shall contain the new UE-level identifier, the binding/correlation ID. The purpose of this new message is the following:
· LMF extracts the IP address value from the source IP address field in the IP header of the incoming UP packet and associates this with the received new binding/correlation ID;
· As the LMF have had an association between the new binding/correlation ID and SUPI/GPSI (globally unique UE identifier), the LMF associates this IP address with the SUPI/GPSI;
· From now on, any IP packet with the same source IP address value will indicate this particular UE (SUPI/GPSI);
· If the LMF receives IP packet via the given TLS connection, but with a different source IP address, the LMF will know something is wrong and will execute an exception handling routine.
OPPO proposal to the new step 7a is that the UE additionally will send with the new UP message the LCS correlation identifier, which was received from the LMF in step 3 (specifically this value), when a user plane connectivity establishment was initiated by the LMF. The purpose of this is enhanced security:
· In step 3 the UE receives a pair of values (LSC correlation ID and the new binding/correlation ID);
· If UE sends back this pair of values with the new UP message via the newly established TLS connection, the LMF can compare these values with ones send to the UE in step 3;
· If the values match, the message is being verified as coming from a legit UE;
· If the values do not match, the message cannot be verified. LMF should assume the message came from a misbehaving UE and therefore the LMF should not accept such a message for further processing.
The above verification can be easily achieved by reusing UL LCS-UP TRANSPORT message in the new step 7a (location supplementary services message). The message will contain both IDs:
· the LCS correlation identifier, which is a mandatory IE in the Additional Information IE;
·  the new binding/correlation ID in the LCS-UP payload.
Step 7b (new). Ack message from LMF that the user plane binding message was successfully received or is rejected (details are FFS).
Step 10. After the LMF establishes what shall be the source IP address of any incoming IP packet via the given TLS connection, the LMF can easily filter unexpected IP packets from the incoming stream of data.
3. Conclusions
OPPO proposal meets the requirements set in the CR0521-TS23.273 (S2-2405532). In addition, this proposal provides the LMF with means to tell legit UP messages from the suspicious ones. It is proposed to adopt this proposal for subsequent protocol level amendments.
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