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The UE coarse location information contents contain the coarse location information reported by the UE. This field is coded as the coarseLocationInfo field defined in 3GPP TS 36.331, which is encoded as an Ellipsoid-Point as defined in TS 37.355:
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The Ellipsoid-Point is encoded as a SEQUENCE type in ASN.1. ITU-T Rec. X.691, section 19 states that a SEQUENCE type begins with a preamble which is a bit-map, followed by the fields that encode each of the components, taken in turn. The preamble indicates the presence or absence of components that are marked OPTIONAL or DEFAULT; if no such components are present, the length of the bit-field is zero.
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Thus, since the Ellipsoid-Point has no components marked as OPTIONAL or DEFAULT, the length of the preamble is zero.

The latitudeSign is encoded as an ENUMERATED type in ASN.1. ITU-T Rec. X.691, section 14 states that an enumerated type will, in the absence of an extension marker, be encoded as a bit-field in the smallest number of bits needed to express every enumeration:
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Thus, for latitudeSign, 1 bit is required.

The degreesLatitude and degreesLongitude are encoded as INTEGER type values within a range of 0 to 8388607 (the maximal range of unsigned integers that can be represented on 23 bits) and -8388608 to 8388607 (the maximal range of signed integers that can be represented on 24 bits) respectively. ITU-T Rec. X.691, section 13 specifies that constrained integers are encoded on the fewest number of bits necessary to represent the range:
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Thus, based on the above, the Ellipsoid-Point requires 6 octets: a latitudeSign of 1 bit, degreesLatitude of 23 bits, and degreesLongitude of 24 bits.

Including the IEI of 1 octet and the length indicator of 1 octet, the UE coarse location information IE requires 8 octets.
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* * * First Change * * * *
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The purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding EPS NAS keys and EPS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
-	in order to change the NAS security algorithms for a current EPS security context already in use;
-	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.401 [19], clause 7.2.9.2; and
-	in order to request the UE radio capability ID from the UE; and.
-	in order to request the UE to report the coarse location information.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.401 [19], clause 7.2.10.

* * * Next Change * * * *
[bookmark: _CR3][bookmark: _Toc20217914][bookmark: _Toc27743799][bookmark: _Toc35959370][bookmark: _Toc45202801][bookmark: _Toc45700177][bookmark: _Toc51919913][bookmark: _Toc68250973][bookmark: _Toc162960168]5.4.3.2	NAS security mode control initiation by the network
The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).
The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
-	to take into use the EPS security context created after a successful execution of the EPS authentication procedure;
-	upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
The MME shall create a locally generated KASME and send the SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services if no shared EPS security context is available;
-	during an attach procedure for access to RLOS if no valid EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	after a failed authentication procedure for a UE that has a PDN connection for emergency bearer services or that is establishing a PDN connection for emergency bearer services, if continued usage of a shared security context is not possible; or
-	after a failed authentication procedure for a UE that has a PDN connection for access to RLOS or that is establishing a PDN connection for access to RLOS, if continued usage of a valid security context is not possible.
The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services;
-	during an attach procedure for access to RLOS;
-	during a tracking area updating procedure when the UE has a PDN connection for emergency bearer services;
-	during a tracking area updating procedure when the UE has a PDN connection for access to RLOS;
-	during a service request procedure when the UE has a PDN connection for emergency bearer services;
-	during a service request procedure when the UE has a PDN connection for access to RLOS;
-	after an authentication procedure when the UE has a PDN connection for emergency bearer services or is establishing a PDN connection for emergency bearer services; or
-	after an authentication procedure when the UE has a PDN connection for access to RLOS or is establishing a PDN connection for access to RLOS.
NOTE 1:	The process for creation of the locally generated KASME by the MME and the UE is implementation dependent.
Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:
-	indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or
-	set the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms for a UE that has a PDN connection for emergency bearer services.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped EPS security context and if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI). If the MME supports handling of UE additional security capabilities and the UE included a UE additional security capability IE in the message to the network, the MME shall include the replayed additional security capabilities of the UE.
The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.
The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
If, during an ongoing attach or tracking area updating procedure, the MME is initiating a SECURITY MODE COMMAND (i.e. after receiving the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message, but before sending a response to that message) and the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message is received without integrity protection or does not successfully pass the integrity check at the MME, the MME shall calculate the HASHMME of the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message as described in 3GPP TS 33.401 [19] and shall include the HASHMME in the SECURITY MODE COMMAND message.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.
If:
-	the NAS security mode control procedure is initiated during an ongoing attach procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the ATTACH REQUEST message; and
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the ATTACH REQUEST message,
then the MME shall request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing tracking area updating procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message; and
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message,
then the MME may request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing tracking area updating procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message;
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message; and
-	no UE radio capability ID is available in the UE context in the MME,
then the MME shall request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing attach procedure, tracking area updating procedure, or service request procedure in NB-S1 mode via satellite E-UTRAN access;
-	the network supports coarse location information reporting; and
-	the UE has set the RCLIN bit to "reporting coarse location information via NAS supported" in the UE network capability IE of the ATTACH REQUEST message or TRACKING AREA UPDATE REQUEST message:
then the MME may request the UE to include its coarse location information in the SECURITY MODE COMPLETE message.
NOTE 3:	Based on operator policy, the network can also initiate the NAS security mode control procedure to request the UE to report the coarse location information in NB-S1 mode via satellite E-UTRAN access when secure exchange of NAS messages via a NAS signalling connection is established between the MME and the UE.
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* * * Next Change * * * *
5.4.3.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities, the received replayed UE additional security capabilities, if included in the SECURITY MODE COMMAND message, and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'ASME (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped EPS security context and the eKSI matches the current EPS security context, if it is a mapped EPS security context). When the UE has a PDN connection for emergency bearer services established or the UE is establishing a PDN connection for emergency bearer services or the UE is requesting attach for access to RLOS, the UE is not required to locally re-generate the KASME (i.e. the SECURITY MODE COMMAND message is used to derive and take into use a native EPS security context where the KSI value "000" is included in the NAS key set identifier IE and the EIA0 and EEA0 are included as the selected NAS security algorithms).
The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm only if the message is received for a UE that has a PDN connection for emergency bearer services established, or a UE that is attached for access to RLOS, or a UE that is establishing a PDN connection for emergency bearer services or a UE that is requesting attach for access to RLOS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native EPS security context held in the UE while the UE has a mapped EPS security context as the current EPS security context, the UE shall take the non-current native EPS security context into use which then becomes the current native EPS security context and delete the mapped EPS security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the EPS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
-	the SECURITY MODE COMMAND message is received in order to take an EPS security context into use created after a successful execution of the EPS authentication procedure;
-	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the eKSI does not match the current EPS security context, if it is a mapped EPS security context.
If the SECURITY MODE COMMAND message can be accepted and a new EPS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm, the UE shall:
-	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal 0, then the UE shall set the downlink NAS COUNT of this new EPS security context to 0;
-	otherwise the UE shall set the downlink NAS COUNT of this new EPS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the EPS NAS integrity key based on the KASME or mapped K'ASME if the type of security context flag is set to "mapped security context" indicated by the eKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceMME and the nonceUE, then the UE shall either:
-	generate K'ASME from both the nonceMME and the nonceUE as indicated in 3GPP TS 33.401 [19]; or
-	check whether the SECURITY MODE COMMAND message indicates the eKSI of the current EPS security context, if it is a mapped EPS security context, in order not to re-generate the K'ASME.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the EPS NAS ciphering key based on the KASME or mapped K'ASME indicated by the eKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.
If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
In WB-S1 mode, if the MME indicated in the SECURITY MODE COMMAND message that the UE radio capability ID is requested, the UE shall:
-	if the UE has an applicable network-assigned UE radio capability ID for the current UE radio configuration in the selected PLMN, include the applicable network-assigned UE radio capability ID in the UE radio capability ID IE of the SECURITY MODE COMPLETE message; and
-	if the UE:
a)	does not have an applicable network-assigned UE radio capability ID for the current UE radio configuration in the selected PLMN; and
b)	has an applicable manufacturer-assigned UE radio capability ID for the current UE radio configuration,
	include the applicable manufacturer-assigned UE radio capability ID in the UE radio capability ID IE of the SECURITY MODE COMPLETE message.
In NB-S1 mode via satellite E-UTRAN access, if the UE supports reporting coarse location information via NAS and the MME indicated in the SECURITY MODE COMMAND message that the coarse location information of the UE is requested, the UE shall include its current coarse location information in the UE coarse location information IE of the SECURITY MODE COMPLETE message.
If, during an ongoing attach or tracking area updating procedure, the SECURITY MODE COMMAND message includes a HASHMME, the UE shall compare HASHMME with a hash value locally calculated as described in 3GPP TS 33.401 [19] from the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message that the UE had sent to initiate the procedure. If HASHMME and the locally calculated hash value are different, the UE shall include the complete ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.
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5.5.1.2.2	Attach procedure initiation
In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411.
The UE shall include the IMSI in the EPS mobile identity IE in the ATTACH REQUEST message if the selected PLMN is neither the registered PLMN nor in the list of equivalent PLMNs and:
a)	the UE is configured for "AttachWithIMSI" as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]; or
b)	the UE is in NB-S1 mode.
For all other cases, the UE shall handle the EPS mobile identity IE in the ATTACH REQUEST message as follows:
a)	if the UE operating in the single-registration mode is performing an inter-system change from N1 mode to S1 mode or the UE was previously registered in N1 mode before entering state 5GMM-DEREGISTERED and:
1)	the UE has received the interworking without N26 interface indicator set to "interworking without N26 interface supported" from the network and:
i)	if the UE holds a valid GUTI, the UE shall include the valid GUTI into the EPS mobile identity IE, include Old GUTI type IE with GUTI type set to "Native GUTI" and include the UE status IE with a 5GMM registration status set to "UE is not in 5GMM-REGISTERED state".
NOTE 1:Since MM context transfer is not possible between MME and AMF in a network that indicates "interworking without N26 interface supported", it is up to the UE implementation as to how to keep the 5GMM and EMM states in the UE in sync.
ii)	if the UE does not hold a valid GUTI, the UE shall include the IMSI in the EPS mobile identity IE; or
2)	the UE has received the interworking without N26 interface indicator set to "interworking without N26 interface not supported" from the network and:
i)	if the UE holds a valid native 5G-GUTI, the UE shall include a GUTI, mapped from the 5G-GUTI into the EPS mobile identity IE, include Old GUTI type IE with GUTI type set to "Native GUTI" and include the UE status IE with a 5GMM registration status set to "UE is not in 5GMM-REGISTERED state";
ii)	if the UE holds a valid GUTI and does not hold a valid 5G-GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE and include Old GUTI type IE with GUTI type set to "Native GUTI"; or
iii)	if the UE holds neither a valid GUTI nor a valid 5G-GUTI, the UE shall include the IMSI in the EPS mobile identity IE; or
NOTE 2:	The value of the EMM registration status included by the UE in the UE status IE is not used by the MME.
b)	otherwise:
1)	if the UE supports neither A/Gb mode nor Iu mode, the UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. In addition, the UE shall include Old GUTI type IE with GUTI type set to "Native GUTI". If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message; or
2)	If the UE supports A/Gb mode or Iu mode or both and:
i)	if the TIN indicates "P-TMSI" and the UE holds a valid native P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "Mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE;
NOTE 3:	The mapping of the P-TMSI and the RAI to the GUTI is specified in 3GPP TS 23.003 [2].
ii)	if the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "Native GUTI";
iii)	if the TIN is deleted and:
-	the UE holds a valid GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "Native GUTI";
-	the UE does not hold a valid GUTI but holds a valid native P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "Mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE; or
-	the UE does not hold a valid GUTI, P-TMSI or RAI, the UE shall include the IMSI in the EPS mobile identity IE; or
iv)	otherwise the UE shall include the IMSI in the EPS mobile identity IE.
If the UE is operating in the dual-registration mode and it is in 5GMM state 5GMM-REGISTERED, the UE shall include the UE status IE with the 5GMM registration status set to "UE is in 5GMM-REGISTERED state".
NOTE 4:	The value of the EMM registration status included by the UE in the UE status IE is not used by the MME.
If the UE is attaching for emergency bearer services and does not hold a valid GUTI, P-TMSI or IMSI as described above, the IMEI shall be included in the EPS mobile identity IE.
If the UE in limited service state is attaching for access to RLOS and does not hold a valid GUTI, P-TMSI or IMSI as described above, the IMEI shall be included in the EPS mobile identity IE.
If the UE supports A/Gb mode or Iu mode or if the UE needs to indicate its UE specific DRX parameter to the network, the UE shall include the UE specific DRX parameter in the DRX parameter IE in the ATTACH REQUEST message. If the UE in NB-S1 mode needs to indicate the UE specific DRX parameter in NB-S1 mode to the network, it shall include the UE specific DRX parameter in NB-S1 mode in the DRX parameter in NB-S1 mode IE in the ATTACH REQUEST message.
If the UE supports eDRX and requests the use of eDRX, the UE shall include the extended DRX parameters IE in the ATTACH REQUEST message.
If the UE supports WUS assistance, then the UE shall set the WUSA bit to "WUS assistance supported" in the UE network capability IE, and if the UE is not attaching for emergency bearer services, the UE may include its UE paging probability information in the Requested WUS assistance information IE of the ATTACH REQUEST message.
If the UE supports SRVCC to GERAN/UTRAN, the UE shall set the SRVCC to GERAN/UTRAN capability bit to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported".
If the UE supports vSRVCC from S1 mode to Iu mode, then the UE shall set the H.245 after handover capability bit to "H.245 after SRVCC handover capability supported" and additionally set the SRVCC to GERAN/UTRAN capability bit to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported" in the ATTACH REQUEST message.
If the UE supports PSM and requests the use of PSM, then the UE shall include the T3324 value IE with a requested timer value in the ATTACH REQUEST message. When the UE includes the T3324 value IE and the UE indicates support for extended periodic timer value in the MS network feature support IE, it may also include the T3412 extended value IE to request a particular T3412 value to be allocated.
If the UE supports ProSe direct discovery, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct discovery bit to "ProSe direct discovery supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports ProSe direct communication, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct communication bit to "ProSe direct communication supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports acting as a ProSe UE-to-network relay, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe UE-to-network relay bit to "acting as a ProSe UE-to-network relay supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports NB-S1 mode, Non-IP or Ethernet PDN type, N1 mode, UAS services, URSP provisioning in EPS or if the UE supports DNS over (D)TLS (see 3GPP TS 33.501 [24]), then the UE shall support the Extended protocol configuration options IE.
NOTE 5:	Support of DNS over (D)TLS is based on the informative requirements as specified in 3GPP TS 33.501 [24].
If the UE supports the Extended protocol configuration options IE, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports providing PDU session ID in the Protocol configuration options IE or the Extended protocol configuration options IE when its N1 mode capability is disabled, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports the restriction on use of enhanced coverage, then the UE shall set the RestrictEC bit to "Restriction on use of enhanced coverage supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports the control plane data back-off timer T3448, the UE shall set the CP backoff bit to "back-off timer for transport of user data via the control plane supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports EPS-UPIP, the UE shall set the EPS-UPIP bit to "EPS-UPIP supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE is in NB-S1 mode, then the UE shall set the Control plane CIoT EPS optimization bit to "Control plane CIoT EPS optimization supported" in the UE network capability IE of the ATTACH REQUEST message. If the UE is capable of NB-N1 mode, then the UE shall set the Control plane CIoT 5GS optimization bit to "Control plane CIoT 5GS optimization supported" in the N1 UE network capability IE of the ATTACH REQUEST message.
If the UE is in NB-S1 mode, supports NB-S1 mode only, and requests to attach for EPS services and "SMS only", the UE shall indicate the SMS only requested bit to "SMS only" in the additional update type IE and shall set the EPS attach type IE to "EPS attach" in the ATTACH REQUEST message.
If the UE supports CIoT EPS optimizations, it shall indicate in the UE network capability IE of the ATTACH REQUEST message whether it supports EMM-REGISTERED without PDN connection.
If the UE supports enhanced discontinuous coverage, then the UE shall set the EDC bit to "Enhanced discontinuous coverage supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports S1-U data transfer and multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode, then the UE shall set the Multiple DRB support bit to "Multiple DRB supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports control plane MT-EDT, then the UE shall set the CP-MT-EDT bit to "Control plane Mobile Terminated-Early Data Transmission supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports user plane MT-EDT, then the UE shall set the UP-MT-EDT bit to "User plane Mobile Terminated-Early Data Transmission supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports V2X communication over E-UTRA-PC5, then the UE shall set the V2X PC5 bit to "V2X communication over E-UTRA-PC5 supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports V2X communication over NR-PC5, then the UE shall set the V2X NR-PC5 bit to "V2X communication over NR-PC5 supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports service gap control, then the UE shall set the SGC bit to "service gap control supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports dual connectivity with New Radio (NR), then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the ATTACH REQUEST message and shall include the UE additional security capability IE in the ATTACH REQUEST message.
If the UE supports N1 mode for 3GPP access, the UE shall set the N1mode bit to "N1 mode for 3GPP access supported" in the UE network capability IE of the ATTACH REQUEST message and shall include the UE additional security capability IE in the ATTACH REQUEST message.
If the UE supports signalling for a maximum number of 15 EPS bearer contexts, then the UE shall set the 15 bearers bit to "Signalling for a maximum number of 15 EPS bearer contexts supported" in the UE network capability IE of the ATTACH REQUEST message.
If the MUSIM UE supports the NAS signalling connection release, then the UE shall set the NAS signalling connection release bit to "NAS signalling connection release supported" in the UE network capability IE of the ATTACH REQUEST message otherwise the UE shall not set the NAS signalling connection release bit to "NAS signalling connection release supported" in the UE network capability IE of the ATTACH REQUEST message.
If the MUSIM UE supports the paging indication for voice services, then the UE shall set the paging indication for voice services bit to "paging indication for voice services supported" in the UE network capability IE of the ATTACH REQUEST message otherwise the UE shall not set the paging indication for voice services bit to "paging indication for voice services supported" in the UE network capability IE of the ATTACH REQUEST message.
If the MUSIM UE supports the reject paging request, then the UE shall set the reject paging request bit to "reject paging request supported" in the UE network capability IE of the ATTACH REQUEST message otherwise the UE shall not set the reject paging request bit to "reject paging request supported" in the UE network capability IE of the ATTACH REQUEST message.
If the MUSIM UE sets:
-	the reject paging request bit to "reject paging request supported";
-	the NAS signalling connection release bit to "NAS signalling connection release supported"; or
-	both of them;
and supports the paging restriction, then the UE shall set the paging restriction bit to "paging restriction supported" in the UE network capability IE of the ATTACH REQUEST message otherwise the UE shall not set the paging restriction bit to "paging restriction supported" in the UE network capability IE of the ATTACH REQUEST message.
If the MUSIM UE supports the paging timing collision control, then the UE shall set the paging timing collision control bit to "paging timing collision control supported" in the UE network capability IE of the ATTACH REQUEST message otherwise the UE shall not set the paging timing collision control bit to "paging timing collision control supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports ciphered broadcast assistance data and needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the ATTACH REQUEST message.
For MUSIM UE if the UE needs to indicate an IMSI offset value to the network, the UE shall include the IMSI offset value in the Requested IMSI offset IE in the ATTACH REQUEST message.
If EMM-REGISTERED without PDN connection is not supported by the UE or the MME, or if the UE wants to request PDN connection with the attach procedure, the UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container IE.
If EMM-REGISTERED without PDN connection is supported by the UE and the MME, and the UE does not want to request PDN connection with the attach procedure, the UE shall send the ATTACH REQUEST message together with an ESM DUMMY MESSAGE contained in the ESM message container information element.
In WB-S1 mode, if the UE supports RACS, the UE shall:
a)	set the RACS bit to "RACS supported" in the UE network capability IE of the ATTACH REQUEST message; and
b)	if the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN, set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the ATTACH REQUEST message.
In NB-S1 mode via satellite E-UTRAN access, if the UE supports reporting coarse location information via NAS, the UE shall set the RCLIN bit to "reporting coarse location information via NAS supported" in the UE network capability IE of the ATTACH REQUEST message.
If the attach procedure is initiated following an inter-system change from N1 mode to S1 mode in EMM-IDLE mode or the UE which was previously registered in N1 mode before entering state 5GMM-DEREGISTERED initiates the attach procedure:
a)	if the UE has received an "interworking without N26 interface not supported" indication from the network and a valid 5G NAS security context exists in the UE, the UE shall integrity protect the ATTACH REQUEST message combined with the message included in the ESM message container IE using the 5G NAS security context;
b)	otherwise:
1)	if a valid EPS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the message included in the ESM message container IE using the EPS security context; or
2)	if the UE does not have a valid EPS security context, the ATTACH REQUEST message combined with the message included in the ESM message container IE is not integrity protected.
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* * * Next Change * * * *
5.5.3.2.2	Normal and periodic tracking area updating procedure initiation
The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,
a)	when the UE detects that the current TAI is not in the list of tracking areas that the UE previously registered in the MME, unless the UE is configured for "AttachWithIMSI" as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17] and is entering a tracking area in a new PLMN that is neither the registered PLMN nor in the list of equivalent PLMNs;
b)	when the periodic tracking area updating timer T3412 expires and the UE is not registered for emergency services (see subclause 5.3.5);
c)	when the UE enters EMM-REGISTERED.NORMAL-SERVICE and the UE's TIN indicates "P-TMSI";
d)	when the UE performs an inter-system change from S101 mode to S1 mode and has no user data pending;
e)	when the UE receives an indication from the lower layers that the RRC connection was released with cause "load balancing TAU required";
f)	when the UE deactivated EPS bearer context(s) locally while in EMM-REGISTERED, because it could not establish a NAS signalling connection, and then returns to EMM-REGISTERED.NORMAL-SERVICE and no EXTENDED SERVICE REQUEST message, CONTROL PLANE SERVICE REQUEST message or DETACH REQUEST message with detach type is "EPS detach" or "combined EPS/IMSI detach" is pending to be sent by the UE;
g)	when the UE changes any one of the UE network capability information, the MS network capability information or the N1 UE network capability information;
h)	when the UE changes the UE specific DRX parameter (in WB-S1 mode or NB-S1 mode);
i)	when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e. when the lower layer requests NAS signalling connection recovery);
j)	when the UE enters S1 mode after 1xCS fallback or 1xSRVCC;
k)	when due to manual CSG selection the UE has selected a CSG cell whose CSG identity and associated PLMN identity are not included in the UE's Allowed CSG list or in the UE's Operator CSG list;
l)	when the UE reselects an E-UTRAN cell while it was in GPRS READY state or PMM-CONNECTED mode;
m)	when the UE supports SRVCC to GERAN or UTRAN or supports vSRVCC to UTRAN and changes the mobile station classmark 2 or the supported codecs, or the UE supports SRVCC to GERAN and changes the mobile station classmark 3;
n)	when the UE changes the radio capability for GERAN, or cdma2000® or both;
o)	when the UE's usage setting or the voice domain preference for E-UTRAN change in the UE;
NOTE 1:	For the change of UE's usage setting or the voice domain preference for E-UTRAN which results in disabling UE's E-UTRA capability, the UE can skip sending TRACKING AREA UPDATE REQUEST message and directly perform disabling of UE's E-UTRA capability.
p)	when the UE activates mobility management for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.2, and the TIN indicates "RAT-related TMSI";
q)	when the UE performs an inter-system change from A/Gb mode to S1 mode and the TIN indicates "RAT-related TMSI", but the UE is required to perform tracking area updating for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.4;
r)	upon reception of a paging indication using S-TMSI and the UE is in state EMM-REGISTERED.ATTEMPTING-TO-UPDATE;
NOTE 2:	As an implementation option, the MUSIM UE is allowed to not respond to paging based on the information available in the paging message, e.g. voice service indication.
s)	when the UE needs to update the network with EPS bearer context status due to local de-activation of EPS bearer context(s) as specified in clause 6.5.1.4A;
t)	when the UE needs to request the use of PSM or needs to stop the use of PSM;
u)	when the UE needs to request the use of eDRX or needs to stop the use of eDRX;
v)	when a change in the eDRX usage conditions at the UE requires different extended DRX parameters;
w)	when a change in the PSM usage conditions at the UE requires a different timer T3412 value or different timer T3324 value;
NOTE 3:	A change in the PSM or eDRX usage conditions at the UE can include e.g. a change in the UE configuration, a change in requirements from upper layers or the battery running low at the UE.
x)	when the CIoT EPS optimizations the UE needs to use, change in the UE;
y)	when the Default_DCN_ID value changes, as specified in 3GPP TS 24.368 [15A] or in USIM file NASCONFIG as specified in 3GPP TS 31.102 [17];
NOTE 4:	The tracking area updating procedure is initiated after deleting the DCN-ID list as specified in annex C.
z)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-IDLE mode, the UE operates in single-registration mode, and conditions specified in 3GPP TS 24.501 [54] apply;
za)	when the UE in EMM-IDLE mode changes the radio capability for E-UTRAN;
zb)	when the UE needs to request new ciphering keys for ciphered broadcast assistance data;
zc)	when the UE in EMM-IDLE mode changes the radio capability for NG-RAN;
zd)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode;
ze)	in WB-S1 mode, when the UE has received a UE radio capability ID deletion indication IE set to "Network-assigned UE radio capability IDs deletion requested";
zf)	when the UE needs to use the WUS assistance, stop to use the WUS assistance, or change the conditions for using the WUS assistance; 
zg)	when the MUSIM UE needs to request an IMSI Offset value as specified in 3GPP TS 23.401 [10] that is used for deriving the paging occasion as specified in 3GPP TS 36.304 [21]; or
zh)	when the UE in EMM-IDLE mode needs to inform the network that a UE radio capability information update is required due to a cell change between E-UTRAN and satellite E-UTRAN cells.
If case b) is the only reason for initiating the normal and periodic tracking area updating procedure, the UE shall indicate "periodic updating" in the EPS update type IE; otherwise the UE shall indicate "TA updating".
For cases n, za, zc and zh the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
NOTE 4a:	For cases n, za, zc and zh if the UE supports RACS irrespective whether the UE has an applicable UE radio capability ID for the new UE radio configuration in the selected PLMN the UE radio capability information update needed IE is included in the TRACKING AREA UPDATE REQUEST message.
If the UE is in the EMM-CONNECTED mode and the UE changes the radio capability for E-UTRAN or for NG-RAN, the UE may locally release the established NAS signalling connection and enter the EMM-IDLE mode. Then, the UE shall initiate the tracking area updating procedure including a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
For case l, if the TIN indicates "RAT-related TMSI", the UE shall set the TIN to "P-TMSI" before initiating the tracking area updating procedure.
For case r, the "active" flag in the EPS update type IE shall be set to 1. If a UE is only using EPS services with control plane CIoT EPS optimization, the "signalling active" flag in the Additional update type IE shall be set to 1.
If the UE is using only control plane CIoT EPS optimization, the case i only applies to the case that the UE has indicated to the network that subsequent to the uplink data transmission a downlink data transmission is expected during the transport of uplink user data via the control plane procedure (see clause 6.6.4).
If the UE has to request resources for ProSe direct discovery or Prose direct communication (see 3GPP TS 36.331 [22]), then the UE shall set the "active" flag to 1 in the TRACKING AREA UPDATE REQUEST message.
If the UE does not have any established PDN connection, and the inter-system change from N1 mode to S1 mode is not due to emergency services fallback, the "active" flag in the EPS update type IE shall be set to 0.
When the UE has user data pending and performs an inter-system change from S101 mode to S1 mode to a tracking area included in the TAI list stored in the UE, the UE shall perform a service request procedure instead of a tracking area updating procedure.
When initiating a tracking area updating procedure while in S1 mode, the UE shall use the current EPS NAS integrity key to integrity protect the TRACKING AREA UPDATE REQUEST message, unless the UE is performing inter-system change from N1 mode to S1 mode.
In order to indicate its UE specific DRX parameter for WB-S1 mode while in E-UTRAN coverage, the UE shall send the TRACKING AREA UPDATE REQUEST message containing the UE specific DRX parameter in the DRX parameter IE to the network, with the exception of the case if the UE had indicated its DRX parameter for WB-S1 mode (3GPP TS 24.008 [13]) to the network while in GERAN or UTRAN coverage. In this case, when the UE enters E-UTRAN coverage and initiates a tracking area updating procedure, the UE shall not include the UE specific DRX parameter in the DRX parameter IE in the TRACKING AREA UPDATE REQUEST message.
In NB-S1 mode, a UE that wishes to use or change a UE specific DRX parameter in NB-S1 mode shall include its requested value in every TRACKING AREA UPDATE REQUEST message except when initiating the periodic tracking area updating procedure.
If the UE supports eDRX and requests the use of eDRX, the UE shall include the extended DRX parameters IE in the TRACKING AREA UPDATE REQUEST message.
If the UE supports PSM and requests the use of PSM, the UE shall include the T3324 value IE with a requested timer value in the TRACKING AREA UPDATE REQUEST message. When the UE includes the T3324 value IE and the UE indicates support for extended periodic timer value in the MS network feature support IE, it may also include the T3412 extended value IE to request a particular T3412 value to be allocated.
If a UE supporting CIoT EPS optimizations in NB-S1 mode initiates the tracking area updating procedure for EPS services and "SMS only", the UE shall indicate "SMS only" in the Additional update type IE and shall set the EPS update type IE to "TA updating".
If the UE supports enhanced discontinuous coverage, then the UE shall set the EDC bit to "Enhanced discontinuous coverage supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
[bookmark: _Hlk149765180]If the network has indicated support for enhanced discontinuous coverage and needs to indicate upcoming availability due to discontinuous coverage, the UE shall include the Unavailability information IE in the TRACKING AREA UPDATE REQUEST message. The UE shall set the unavailability type in the Unavailability information IE to "unavailability due to discontinuous coverage". The UE may include the unavailability period duration or the time to the start of the unavailability period or both in the Unavailability information IE.
If the UE supports S1-U data transfer and multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode, then the UE shall set the Multiple DRB support bit to "Multiple DRB supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE is in NB-S1 mode, then the UE shall set the Control plane CIoT EPS optimization bit to "Control plane CIoT EPS optimization supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message. If the UE is capable of NB-N1 mode, then the UE shall set the Control plane CIoT 5GS optimization bit to "Control plane CIoT 5GS optimization supported" in the N1 UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports control plane MT-EDT, then the UE shall set the CP-MT-EDT bit to "Control plane Mobile Terminated-Early Data Transmission supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports user plane MT-EDT, then the UE shall set the UP-MT-EDT bit to "User plane Mobile Terminated-Early Data Transmission supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports EPS-UPIP, the UE shall set the EPS-UPIP bit to "EPS-UPIP supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE has to request resources for V2X communication over PC5 (see 3GPP TS 23.285 [47]), then the UE shall set the "active" flag to 1 in the TRACKING AREA UPDATE REQUEST message.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED (see example in figure 5.5.3.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. If timer T3442 is currently running, the UE shall stop timer T3442.
For all cases except cases z and zd:
1)	if the UE supports neither A/Gb mode nor Iu mode, the UE shall include a valid GUTI in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI type set to "Native GUTI"; or
2)	if the UE supports A/Gb mode or Iu mode or both, the UE shall handle the Old GUTI IE as follows:
-	If the TIN indicates "P-TMSI" and the UE holds a valid native P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the Old GUTI IE, and include Old GUTI type IE with GUTI type set to "Mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.
NOTE 5:	The mapping of the P-TMSI and RAI to the GUTI is specified in 3GPP TS 23.003 [2].
-	If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE, and include Old GUTI type IE with GUTI type set to "Native GUTI".
If a UE has established PDN connection(s) and uplink user data pending to be sent via user plane when it initiates the tracking area updating procedure, or uplink signalling not related to the tracking area updating procedure when the UE does not support control plane CIoT EPS optimization, it may set the "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to establish the user plane to the network and to keep the NAS signalling connection after the completion of the tracking area updating procedure.
If a UE is using EPS services with control plane CIoT EPS optimization and has user data pending to be sent via control plane over MME but no user data pending to be sent via user plane, or uplink signalling not related to the tracking area updating procedure, the UE may set the "signalling active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to keep the NAS signalling connection after the completion of the tracking area updating procedure.
For all cases except cases z and zd, if the UE has a current EPS security context, the UE shall include the eKSI (either KSIASME or KSISGSN) in the NAS Key Set Identifier IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the NAS Key Set Identifier IE to the value "no key is available". If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context. Otherwise the UE shall not integrity protect the TRACKING AREA UPDATE REQUEST message.
When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode and the TIN is set to "P-TMSI", the UE shall include the GPRS ciphering key sequence number applicable for A/Gb mode or Iu mode and a nonceUE in the TRACKING AREA UPDATE REQUEST message.
When the tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall derive the EPS NAS keys from the mapped K'ASME using the selected NAS algorithms, nonceMME and KSISGSN (to be associated with the mapped K'ASME) provided by lower layers as indicated in 3GPP TS 33.401 [19]. The UE shall reset both the uplink and downlink NAS COUNT counters of the mapped EPS security context which shall be taken into use. If the UE has a non-current native EPS security context, the UE shall include the KSIASME in the Non-current native NAS key set identifier IE and its associated GUTI, as specified above, either in the Old GUTI IE or in the Additional GUTI IE of the TRACKING AREA UPDATE REQUEST message. The UE shall set the TSC flag in the Non-current native NAS key set identifier IE to "native security context".
For the case z, if upper layers have indicated that IMS signalling or IMS emergency signalling was already ongoing in N1 mode before performing the inter-system change from N1 mode to S1 mode, or if the inter-system change from N1 mode to S1 mode is due to emergency services fallback, the "active" flag in the EPS update type IE shall be set to 1.
For the case z, the TRACKING AREA UPDATE REQUEST message shall be integrity protected using the 5G NAS security context available in the UE. If there is no valid 5G NAS security context available in the UE, the TRACKING AREA UPDATE REQUEST message shall be sent without integrity protection. The UE shall include a GUTI, mapped from 5G-GUTI (see 3GPP TS 23.501 [58] and 3GPP TS 23.003 [2]), in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI set to "Native GUTI", and the UE shall include a UE status IE with a 5GMM registration status set to "UE is in 5GMM-REGISTERED state". Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.
NOTE 6:	The value of the EMM registration status included by the UE in the UE status IE is not used by the MME.
For the case zd, the TRACKING AREA UPDATE REQUEST message shall be integrity protected using the mapped EPS security context as derived when triggering the handover to E-UTRAN (see clause 4.4.2.2). The UE shall include a GUTI, mapped from 5G-GUTI (see 3GPP TS 23.501 [58] and 3GPP TS 23.003 [2]), in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI set to "Native GUTI", and the UE shall include a UE status IE with a 5GMM registration status set to "UE is in 5GMM-REGISTERED state". Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE. If the UE has a non-current native EPS security context, the UE shall include the KSIASME in the Non-current native NAS key set identifier IE of the TRACKING AREA UPDATE REQUEST message. The UE shall set the TSC flag in the Non-current native NAS key set identifier IE to "native security context".
NOTE 7:	The value of the EMM registration status included by the UE in the UE status IE is not used by the MME.
When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE. The UE shall include the EPS bearer context status IE in TRACKING AREA UPDATE REQUEST message:
a)	for the case f;
b)	for the case s;
c)	for the case z;
d)	if the UE has established PDN connection(s) of "non IP" or Ethernet PDN type; and
e)	if the UE:
1)	locally deactivated at least one dedicated EPS bearer context upon an inter-system mobility from WB-S1 mode to NB-S1 mode in EMM-IDLE mode;
2)	locally deactivated at least one dedicated EPS bearer context upon an inter-system change from WB-N1 mode to NB-S1 mode in EMM-IDLE mode for the UE operating in single-registration mode (see clause 6.4.2.1); or
3)	locally deactivated at least one default EPS bearer context upon an inter-system change from N1 mode to NB-S1 mode in EMM-IDLE mode for the UE operating in single-registration mode (see clause 6.5.0).
If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
If the UE initiates the first tracking area updating procedure following an initial registration in N1 mode and the UE is operating in the single-registration mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports SRVCC to GERAN/UTRAN, the UE shall set the SRVCC to GERAN/UTRAN capability bit in the MS network capability IE to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported".
For all cases except case b, if the UE supports vSRVCC from S1 mode to Iu mode, then the UE shall set the H.245 after handover capability bit in the UE network capability IE to "H.245 after SRVCC handover capability supported" and additionally set the SRVCC to GERAN/UTRAN capability bit in the MS network capability IE to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported" in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports ProSe direct discovery, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct discovery bit to "ProSe direct discovery supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports ProSe direct communication, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct communication bit to "ProSe direct communication supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports acting as a ProSe UE-to-network relay, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe UE-to-network relay bit to "acting as a ProSe UE-to-network relay supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports NB-S1 mode, Non-IP or Ethernet PDN type, N1 mode, UAS services, URSP provisioning in EPS or if the UE supports DNS over (D)TLS (see 3GPP TS 33.501 [24]), then the UE shall support the Extended protocol configuration options IE.
NOTE 8:	Support of DNS over (D)TLS is based on the informative requirements as specified in 3GPP TS 33.501 [24].
For all cases except case b, if the UE supports the Extended protocol configuration options IE, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports providing PDU session ID in the Protocol configuration options IE or the Extended protocol configuration option IE when its N1 mode capability is disabled, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports V2X communication over E-UTRAN-PC5, then the UE shall set the V2X PC5 bit to "V2X communication over E-UTRAN-PC5 supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports V2X communication over NR-PC5, then the UE shall set the V2X NR-PC5 bit to "V2X communication over NR-PC5 supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports the restriction on use of enhanced coverage, then the UE shall set the RestrictEC bit to "Restriction on use of enhanced coverage supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports the control plane data back-off timer T3448, the UE shall set the CP backoff bit to "backoff timer for transport of user data via the control plane supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports dual connectivity with NR, then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message and shall include the UE additional security capability IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports SGC, then the UE shall set the SGC bit to "service gap control supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports signalling for a maximum number of 15 EPS bearer contexts, then the UE shall set the 15 bearers bit to "Signalling for a maximum number of 15 EPS bearer contexts supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the MUSIM UE supports the NAS signalling connection release, then the UE shall set the NAS signalling connection release bit to "NAS signalling connection release supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message otherwise the UE shall not set the NAS signalling connection release bit to "NAS signalling connection release supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the MUSIM UE supports the paging indication for voice services, then the UE shall set the paging indication for voice services bit to "paging indication for voice services supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message otherwise the UE shall not set the paging indication for voice services bit to "paging indication for voice services supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the MUSIM UE supports the reject paging request, then the UE shall set the reject paging request bit to "reject paging request supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message otherwise the UE shall not set the reject paging request bit to "reject paging request supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the MUSIM UE sets:
-	the reject paging request bit to "reject paging request supported";
-	the NAS signalling connection release bit to "NAS signalling connection release supported"; or
-	both of them;
and supports the paging restriction, then the UE shall set the paging restriction bit to "paging restriction supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message otherwise the UE shall not set the paging restriction bit to "paging restriction supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the MUSIM UE supports the paging timing collision control, then the UE shall set the paging timing collision control bit to "paging timing collision control supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message otherwise the UE shall not set the paging timing collision control bit to "paging timing collision control supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except cases b and zb, if the UE supports ciphered broadcast assistance data and the UE needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case ee, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case a, if the UE supports ciphered broadcast assistance data and the UE detects entering a tracking area for which one or more ciphering keys stored at the UE is not applicable, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case b, if the UE supports ciphered broadcast assistance data and the remaining validity time for one or more ciphering keys stored at the UE is less than timer T3412, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports N1 mode for 3GPP access, the UE shall set the N1mode bit to "N1 mode for 3GPP access supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message and shall include the UE additional security capability IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, in WB-S1 mode, if the UE supports RACS the UE shall set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For cases n, za, zc and zh, in WB-S1 mode, if the UE supports RACS and the UE has an applicable UE radio capability ID for the new UE radio configuration in the selected PLMN, the UE shall set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except cases b, n, za, zc and zh, in WB-S1 mode, if the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN, the UE shall set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports WUS assistance, then the UE shall set the WUSA bit to "WUS assistance supported" in the UE network capability IE, and if the UE is not attaching for emergency bearer services, the UE may include its UE paging probability information in the Requested WUS assistance information IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case a, except case b, for a MUSIM UE if the UE needs to indicate an IMSI offset value to the network and the network has indicated to the UE that it supports paging timing collision control, the UE shall include the IMSI offset value in the Requested IMSI offset IE in the TRACKING AREA UPDATE REQUEST message.
For case a, MUSIM UE may include the IMSI offset value in the Requested IMSI offset IE in the TRACKING AREA UPDATE REQUEST message even if the network has not indicated that it supports paging timing collision control.
If the network supports the NAS signalling connection release and the MUSIM UE requests the network to release the NAS signalling connection, the UE shall set Request type to "NAS signalling connection release" in the UE request type IE and, if the network supports the paging restriction, may set the paging restriction preference in the Paging restriction IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall
-	set the "active" flag to 0 in the EPS update type IE; and
-	set the "signalling active" flag to 0 in the Additional update type IE, if the Additional update type IE is included.
NOTE 9:	If the network has already indicated support for NAS signalling connection release in the current stored tracking area list and the UE doesn't have a PDN connection for emergency bearer services established, the MUSIM UE is allowed to request the network to release the NAS signalling connection during tracking area updating procedure that is due to mobility to a tracking area outside the current tracking area list even before detecting whether the network supports the NAS signalling connection release in the new tracking area.
NOTE 10:	If the network has already indicated support for paging restriction in the current stored tracking area list and the UE doesn't have a PDN connection for emergency bearer services established, the MUSIM UE is allowed to include paging restriction together with the request to the network to release the NAS signalling connection during tracking area updating procedure that is due to mobility to a tracking area outside the current tracking area list even before detecting whether the network supports the paging restriction in the new tracking area.
In NB-S1 mode via satellite E-UTRAN access, for all cases except case b, if the UE supports reporting coarse location information via NAS, the UE shall set the RCLIN bit to "reporting coarse location information via NAS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.



[bookmark: _CRFigure5_5_3_2_2_1]Figure 5.5.3.2.2.1: Tracking area updating procedure

* * * Next Change * * * *
[bookmark: _Toc20218306][bookmark: _Toc27744193][bookmark: _Toc35959767][bookmark: _Toc45203202][bookmark: _Toc45700578][bookmark: _Toc51920314][bookmark: _Toc68251374][bookmark: _Toc162960586]8.2.20.1	Message definition
This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.20.1.
Message type:	SECURITY MODE COMMAND
Significance:	dual
Direction:	network to UE
[bookmark: _CRTable8_2_20_1]Table 8.2.20.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.9.3.23
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier
9.9.3.21
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.9.2.9
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.9.3.36
	M
	LV
	3-6

	C-
	IMEISV request
	IMEISV request
9.9.3.18
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce
9.9.3.25
	O
	TV
	5

	56
	NonceMME
	Nonce
9.9.3.25
	O
	TV
	5

	4F
	HashMME
	HashMME
9.9.3.50
	O
	TLV
	10

	6F
	Replayed UE additional security capability
	UE additional security capability
9.9.3.53
	O
	TLV
	6

	37
	UE radio capability ID request
	UE radio capability ID request
9.9.3.59
	O
	TLV
	3

	xx
	UE coarse location information request
	UE information request
9.9.3.xx
	O
	TV
	1


[bookmark: _Toc20218307][bookmark: _Toc27744194][bookmark: _Toc35959768][bookmark: _Toc45203203][bookmark: _Toc45700579][bookmark: _Toc51920315][bookmark: _Toc68251375][bookmark: _Toc162960587]
* * * Next Change * * * *
8.2.20.xx	UE coarse location information request
The MME may include this information element to request the UE to send UE coarse location information in the corresponding SECURITY MODE COMPLETE message.
[bookmark: _Toc20218314][bookmark: _Toc27744201][bookmark: _Toc35959775][bookmark: _Toc45203210][bookmark: _Toc45700586][bookmark: _Toc51920322][bookmark: _Toc68251382][bookmark: _Toc162960594]
* * * Next Change * * * *
8.2.21.1	Message definition
This message is sent by the UE to the network in response to a SECURITY MODE COMMAND message. See table 8.2.21.1.
Message type:	SECURITY MODE COMPLETE
Significance:	dual
Direction:	UE to network
[bookmark: _CRTable8_2_21_1]Table 8.2.21.1: SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode complete message identity
	Message type
9.8
	M
	V
	1

	23
	IMEISV
	Mobile identity
9.9.2.3
	O
	TLV
	11

	79
	Replayed NAS message container
	Replayed NAS message container
9.9.3.51
	O
	TLV-E
	3-n

	66
	UE radio capability ID
	UE radio capability ID
9.9.3.60
	O
	TLV
	3-n

	xx
	UE coarse location information
	UE coarse location information
9.9.3.x
	O
	TLV
	8



* * * Next Change * * * *
8.2.21.x	UE coarse location information
The UE includes this information element if the UE coarse location information was requested within the corresponding SECURITY MODE COMMAND message.

* * * Next Change * * * *
[bookmark: _Toc20218639][bookmark: _Toc27744527][bookmark: _Toc35960101][bookmark: _Toc45203539][bookmark: _Toc45700915][bookmark: _Toc51920651][bookmark: _Toc68251711][bookmark: _Toc162960944]9.9.3.34	UE network capability
The purpose of the UE network capability information element is to provide the network with information concerning aspects of the UE related to EPS or interworking with GPRS and 5GS. The contents might affect the manner in which the network handles the operation of the UE. The UE network capability information indicates general UE characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.
The UE network capability information element is coded as shown in figure 9.9.3.34.1 and table 9.9.3.34.1.
The UE network capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 15 octets.
NOTE:	The requirements for the support of UMTS security algorithms in the UE are specified in 3GPP TS 33.102 [18], and the requirements for the support of EPS security algorithms in 3GPP TS 33.401 [19].

	[bookmark: MCCQCTEMPBM_00000510]8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EPS-UPIP
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	
UCS2
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	ProSe-dd
	
ProSe
	H.245-ASH
	ACC-CSFB
	
LPP
	
LCS
	1xSR
VCC
	
NF
	
octet 7*

	
ePCO
	HC-CP CIoT
	ERw/oPDN
	S1-U data
	UP CIoT
	CP CIoT
	Prose-relay
	ProSe-dc
	
octet 8*

	15 bearers
	SGC
	N1mode
	
DCNR
	CP backoff
	RestrictEC
	V2X PC5
	multipleDRB
	
octet 9*

	RPR
	PIV
	NCR
	V2X NR-PC5
	UP-MT-EDT
	CP-MT-EDT
	WUSA
	RACS
	
octet 10*

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
SpareRCLIN
	EDC
	PTCC
	PR
	
octet 11*

	0
	0
	0
	0
	0
	0
	0
	0
	
octet 12* -15*

	Spare
	



[bookmark: _CRFigure9_9_3_34_1]Figure 9.9.3.34.1: UE network capability information element
[bookmark: _CRTable9_9_3_34_1]Table 9.9.3.34.1: UE network capability information element
	EPS encryption algorithms supported (octet 3)

	[bookmark: MCCQCTEMPBM_00000238]

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	[bookmark: MCCQCTEMPBM_00000239]

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	[bookmark: MCCQCTEMPBM_00000240]

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	[bookmark: MCCQCTEMPBM_00000241]

	EPS encryption algorithm 128-EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	[bookmark: MCCQCTEMPBM_00000242]

	EPS encryption algorithm EEA4 supported (octet 3, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	[bookmark: MCCQCTEMPBM_00000243]

	EPS encryption algorithm EEA5 supported (octet 3, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	[bookmark: MCCQCTEMPBM_00000244]

	EPS encryption algorithm EEA6 supported (octet 3, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	[bookmark: MCCQCTEMPBM_00000245]

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	[bookmark: MCCQCTEMPBM_00000246]

	EPS integrity algorithms supported (octet 4)

	[bookmark: MCCQCTEMPBM_00000247]

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	[bookmark: MCCQCTEMPBM_00000248]

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	[bookmark: MCCQCTEMPBM_00000249]

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	[bookmark: MCCQCTEMPBM_00000250]

	EPS integrity algorithm 128-EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	[bookmark: MCCQCTEMPBM_00000251]

	EPS integrity algorithm EIA4 supported (octet 4, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	[bookmark: MCCQCTEMPBM_00000252]

	EPS integrity algorithm EIA5 supported (octet 4, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	[bookmark: MCCQCTEMPBM_00000253]

	EPS integrity algorithm EIA6 supported (octet 4, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	[bookmark: MCCQCTEMPBM_00000254]

	EPS-UPIP supported (octet 4, bit 1)

	0
	
	
	
	EPS-UPIP not supported

	1
	
	
	
	EPS-UPIP supported

	[bookmark: MCCQCTEMPBM_00000255]

	UMTS encryption algorithms supported (octet 5)

	[bookmark: MCCQCTEMPBM_00000256]

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	[bookmark: MCCQCTEMPBM_00000257]

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	[bookmark: MCCQCTEMPBM_00000258]

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	[bookmark: MCCQCTEMPBM_00000259]

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	[bookmark: MCCQCTEMPBM_00000260]

	UMTS encryption algorithm UEA4 supported (octet 5, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	[bookmark: MCCQCTEMPBM_00000261]

	UMTS encryption algorithm UEA5 supported (octet 5, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	[bookmark: MCCQCTEMPBM_00000262]

	UMTS encryption algorithm UEA6 supported (octet 5, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	[bookmark: MCCQCTEMPBM_00000263]

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	[bookmark: MCCQCTEMPBM_00000264]

	UCS2 support (UCS2) (octet 6, bit 8)

	This information field indicates the likely treatment of UCS2 encoded character strings by the UE.

	[bookmark: MCCQCTEMPBM_00000265]

	0
	
	
	
	The UE has a preference for the default alphabet (defined in 

	
	
	
	
	3GPP TS 23.038 [3]) over UCS2 (see ISO/IEC 10646 [29]).

	1
	
	
	
	The UE has no preference between the use of the default alphabet and 

	
	
	
	
	the use of UCS2.

	[bookmark: MCCQCTEMPBM_00000266]

	UMTS integrity algorithms supported (octet 6)

	[bookmark: MCCQCTEMPBM_00000267]

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	[bookmark: MCCQCTEMPBM_00000268]

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	[bookmark: MCCQCTEMPBM_00000269]

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	[bookmark: MCCQCTEMPBM_00000270]

	UMTS integrity algorithm UIA4 supported (octet 6, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	[bookmark: MCCQCTEMPBM_00000271]

	UMTS integrity algorithm UIA5 supported (octet 6, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	[bookmark: MCCQCTEMPBM_00000272]

	UMTS integrity algorithm UIA6 supported (octet 6, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	[bookmark: MCCQCTEMPBM_00000273]

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	[bookmark: MCCQCTEMPBM_00000274]

	NF capability (octet 7, bit 1)

	0
	
	
	
	notification procedure not supported

	1
	
	
	
	notification procedure supported

	[bookmark: MCCQCTEMPBM_00000275]

	1xSRVCC capability (octet 7, bit 2)

	0
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS not supported

	1
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS supported

	
	
	
	
	(see 3GPP TS 23.216 [8])

	[bookmark: MCCQCTEMPBM_00000276]

	Location services (LCS) notification mechanisms capability (octet 7, bit 3)

	0
	
	
	
	LCS notification mechanisms not supported 

	1
	
	
	
	LCS notification mechanisms supported (see 3GPP TS 24.171 [13C])

	[bookmark: MCCQCTEMPBM_00000277]

	LTE Positioning Protocol (LPP) capability (octet 7, bit 4)

	0
	
	
	
	LPP not supported

	1
	
	
	
	LPP supported (see 3GPP TS 36.355 [22A])

	
Access class control for CSFB (ACC-CSFB) capability (octet 7, bit 5)

	0
	
	
	
	eNodeB-based access class control for CSFB not supported

	1
	
	
	
	eNodeB-based access class control for CSFB supported
(see 3GPP TS 22.011 [1A]) 

	
H.245 After SRVCC Handover capability (H.245-ASH) (octet 7, bit 6)
This bit indicates the capability for H.245 with support and use of pre-defined codecs, and if needed, H.245 codec negotiation after SRVCC handover.

	0
	
	
	
	H.245 after SRVCC handover capability not supported

	1
	
	
	
	H.245 after SRVCC handover capability supported
(see 3GPP TS 23.216 [8])

	
ProSe (octet 7, bit 7)
This bit indicates the capability for ProSe.

	0
	
	
	
	ProSe not supported

	1
	
	
	
	ProSe supported

	
ProSe direct discovery (ProSe-dd) (octet 7, bit 8)
This bit indicates the capability for ProSe direct discovery.

	0
	
	
	
	ProSe direct discovery not supported

	1
	
	
	
	ProSe direct discovery supported

	
ProSe direct communication (ProSe-dc) (octet 8, bit 1)
This bit indicates the capability for ProSe direct communication.

	0
	
	
	
	ProSe direct communication not supported

	1
	
	
	
	ProSe direct communication supported

	
ProSe UE-to-network-relay (ProSe-relay) (octet 8, bit 2)
This bit indicates the capability to act as a ProSe UE-to-network relay

	0
	
	
	
	Acting as a ProSe UE-to-network relay not supported

	1
	
	
	
	Acting as a ProSe UE-to-network relay supported

	
Control plane CIoT EPS optimization (CP CIoT) (octet 8, bit 3)
This bit indicates the capability for control plane CIoT EPS optimization.

	0
	
	
	
	Control plane CIoT EPS optimization not supported

	1
	
	
	
	Control plane CIoT EPS optimization supported

	
User plane CIoT EPS optimization (UP CIoT) (octet 8, bit 4)
This bit indicates the capability for user plane CIoT EPS optimization.

	0
	
	
	
	User plane CIoT EPS optimization not supported

	1
	
	
	
	User plane CIoT EPS optimization supported

	
S1-u data transfer (S1-U data) (octet 8, bit 5)
This bit indicates the capability for S1-u data transfer. This bit shall be considered only if the Control plane CIoT EPS optimization (CP CIoT) bit (octet 8, bit 3) is set to 1. If the Control plane CIoT EPS optimization (CP CIoT) bit (octet 8, bit 3) is set to 0, the MME shall assume S1-u data transfer is supported by the UE.

	0
	
	
	
	S1-U data transfer not supported

	1
	
	
	
	S1-U data transfer supported

	
EMM-REGISTERED without PDN connection (ERw/oPDN) (octet 8, bit 6)
This bit indicates the capability for EMM REGISTERED without PDN connectivity.

	0
	
	
	
	EMM-REGISTERED without PDN connection not supported

	1
	
	
	
	EMM-REGISTERED without PDN connection supported

	
Header compression for control plane CIoT EPS optimization (HC-CP CIoT) (octet 8, bit 7)
This bit indicates the capability for header compression for control plane CIoT EPS optimization.

	0
	
	
	
	Header compression for control plane CIoT EPS optimization not supported

	1
	
	
	
	Header compression for control plane CIoT EPS optimization supported

	
Extended protocol configuration options (ePCO) (octet 8, bit 8)
This bit indicates the support of the extended protocol configuration options IE.

	0
	
	
	
	Extended protocol configuration options IE not supported

	1
	
	
	
	Extended protocol configuration options IE supported

	
Multiple DRB support (multipleDRB) (octet 9, bit 1)
This bit indicates the capability to support multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode.

	0
	
	
	
	Multiple DRB not supported

	1
	
	
	
	Multiple DRB supported

	
V2X communication over PC5 (V2X PC5) (octet 9, bit 2)
This bit indicates the capability for V2X communication over E-UTRA-PC5.

	0
	
	
	
	V2X communication over E-UTRA-PC5 not supported

	1
	
	
	
	V2X communication over E-UTRA-PC5 supported

	
Restriction on use of enhanced coverage support (RestrictEC) (octet 9, bit 3)
This bit indicates the capability to support restriction on use of enhanced coverage.

	0
	
	
	
	Restriction on use of enhanced coverage not supported

	1
	
	
	
	Restriction on use of enhanced coverage supported

	
Control plane data backoff support (CP backoff) (octet 9, bit 4)
This bit indicates the support of back-off timer for transport of user data via the control plane.

	0
	
	
	
	back-off timer for transport of user data via the control plane not supported

	1
	
	
	
	back-off timer for transport of user data via the control plane supported

	
Dual connectivity with NR (DCNR) (octet 9, bit 5)
This bit indicates the capability for dual connectivity with NR.

	0
	
	
	
	dual connectivity with NR not supported

	1
	
	
	
	dual connectivity with NR supported

	
N1 mode supported (N1mode) (octet 9, bit 6)
This bit indicates the capability for N1 mode for 3GPP access.

	0
	
	
	
	N1 mode for 3GPP access not supported

	1
	
	
	
	N1 mode for 3GPP access supported

	
Service gap control (SGC) (octet 9, bit 7)
This bit indicates the capability for service gap control

	0
	
	
	
	service gap control not supported

	1
	
	
	
	service gap control supported

	
Signalling for a maximum number of 15 EPS bearer contexts (15 bearers) (octet 9, bit 8)
This bit indicates the support of signalling for a maximum number of 15 EPS bearer contexts

	0
	
	
	
	Signalling for a maximum number of 15 EPS bearer contexts not supported

	1
	
	
	
	Signalling for a maximum number of 15 EPS bearer contexts supported

	
Radio capability signalling optimisation (RACS) capability (octet 10, bit 1)
This bit indicates the capability for RACS.

	0
	
	
	
	RACS not supported

	1
	
	
	
	RACS supported

	
Wake-up signal (WUS) assistance (octet 10, bit 2)
This bit indicates the support of wake-up signal assistance

	0
	
	
	
	WUS assistance not supported

	1
	
	
	
	WUS assistance supported

	
Control plane Mobile Terminated-Early Data Transmission (CP-MT-EDT) (octet 10, bit 3)
This bit indicates the support of control plane Mobile Terminated-Early Data Transmission

	0
	
	
	
	Control plane Mobile Terminated-Early Data Transmission not supported

	1
	
	
	
	Control plane Mobile Terminated-Early Data Transmission supported

	
User plane Mobile Terminated-Early Data Transmission (UP-MT-EDT) (octet 10, bit 4)
This bit indicates the support of user plane Mobile Terminated-Early Data Transmission

	0
	
	
	
	User plane Mobile Terminated-Early Data Transmission not supported

	1
	
	
	
	User plane Mobile Terminated-Early Data Transmission supported

	
V2X communication over NR-PC5 (V2X NR-PC5) (octet 10, bit 5)
This bit indicates the capability for V2X communication over NR-PC5.

	0
	
	
	
	V2X communication over NR-PC5 not supported

	1
	
	
	
	V2X communication over NR-PC5 supported

	[bookmark: MCCQCTEMPBM_00000278]

	NAS signalling connection release (NCR) (octet 10, bit 6)

	This bit indicates the support of NAS signalling connection release.

	0
	
	
	
	NAS signalling connection release not supported

	1
	
	
	
	NAS signalling connection release supported

	[bookmark: MCCQCTEMPBM_00000279]

	Paging indication for voice services (PIV) (octet 10, bit 7)

	This bit indicates the support of paging indication for voice services.

	0
	
	
	
	paging indication for voice services not supported

	1
	
	
	
	paging indication for voice services supported
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	Reject paging request (RPR) (octet 10, bit 8)

	This bit indicates the support of reject paging request.

	0
	
	
	
	reject paging request not supported

	1
	
	
	
	reject paging request supported
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	Paging restriction (PR) (octet 11, bit 1)

	This bit indicates the support of paging restriction.

	0
	
	
	
	paging restriction not supported

	1
	
	
	
	paging restriction supported
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	Paging timing collision control (PTCC) (octet 11, bit 2)

	This bit indicates the support of paging timing collision control.

	0
	
	
	
	paging timing collision control not supported

	1
	
	
	
	paging timing collision control supported

	
	
	
	
	

	Enhanced Discontinuous Coverage (EDC) (octet 11, bit 3)

	This bit indicates the support of enhanced discontinuous coverage.

	0
	
	
	
	enhanced discontinuous coverage not supported

	1
	
	
	
	enhanced discontinuous coverage supported

	

	Reporting coarse location information via NAS (RCLIN) (octet 11, bit 4)

	This bit indicates the support of reporting coarse location information via NAS when accessing satellite E-UTRAN in NB-S1 mode.

	0
	
	
	
	reporting coarse location information via NAS not supported

	1
	
	
	
	reporting coarse location information via NAS supported

	
All other bits in octet 11 to 15 are spare and shall be coded as zero, if the respective octet is included in the information element.
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	NOTE 1:	For a UE supporting dual connectivity with NR, if the UE supports one of the encryption algorithms for E-UTRAN (bits 8 to 5 of octet 3), it shall support the same algorithm for NR-PDCP as specified in 3GPP TS 33.401 [19]. The NR-PDCP is specified in 3GPP TS 38.323 [53].

NOTE 2:	For a UE supporting dual connectivity with NR, if the UE supports one of the integrity algorithms for E-UTRAN (bits 8 to 5 of octet 4), it shall support the same algorithm for NR-PDCP as specified in 3GPP TS 33.401 [19].

NOTE 3:	In this release of the specification, the EPS-UPIP supported bit is only applicable for a UE supporting dual connectivity with NR.




* * * Next Change * * * *
9.9.3.xx	UE information request
The purpose of the UE information request information element is to indicate a request for the UE to include corresponding information in the SECURITY MODE COMPLETE message.
The UE information request is a type 1 information element with a length of 1 octet.
The UE information request information element is coded as shown in figure 9.9.3.xx.1 and table 9.9.3.xx.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE information request IEI
	0
Spare
	0
Spare
	0
Spare
	UCLIR
	octet 1



Figure 9.9.3.xx.1: UE information request information element
Table 9.9.3.xx.1: UE information request information element
	UE coarse location information request (UCLIR) (octet 1, bit 1)
This bit indicates whether the UE is requested to provide UE coarse location information to the network (in NB-S1 mode via satellite E-UTRAN access).


	Bit

	1
	
	
	
	

	0
	
	
	
	UE coarse location information not requested

	1
	
	
	
	UE coarse location information requested

	

	Bits 2, 3 and 4 are spare and shall be coded as zero.

	




* * * Next Change * * * *
9.9.3.x1	UE coarse location information
The purpose of the UE coarse location information information element is to provide coarse location information of the UE to the network.
The UE coarse location information information element is coded as shown in figure 9.9.3.x1.1 and table 9.9.3.x1.1.
The UE coarse location information is a type 4 information element with a length of 8 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE coarse location information IEI
	octet 1

	Length of UE coarse location information contents
	octet 2

	
	octet 3

	UE coarse location information contents
	

	
	octet 8



Figure 9.9.3.x1.1: UE coarse location information information element
Table 9.9.3.x1.1: UE coarse location information information element
	UE coarse location information contents (octet 3 to octet 8):

	

	The UE coarse location information contents contains the coarse location information reported by the UE. This field is coded as the coarseLocationInfo field defined in 3GPP TS 36.331 [22].

	




* * * End of Changes * * * *
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19.2 If the sequence type has "n" components in the extension root that are marked OPTIONAL or DEFAULT, then a
single bit-field with "n" bits shall be produced for addition to the field-list. The bits of the bit-field shall, taken in order,
encode the presence or absence of an encoding of each optional or default component in the sequence type. A bit value
of 1 shall encode the presence of the encoding of the component, and a bit value of 0 shall encode the absence of the
encoding of the component. The leading bit in the preamble shall encode the presence or absence of the first optional or
default component, and the trailing bit shall encode the presence or absence of the last optional or default component.

193 If "n" is less than 64K, the bit-field shall be appended to the field-list. If "n" is greater than or equal to 64K,
then the procedures of 11.9 shall be invoked to add this bit-field of "n" bits to the field-list, preceded by a length
determinant equal to "n" bits as a constrained whole number with "ub" and "Ib" both set to "n".
NOTE - In this case, "ub" and "Ib" will be ignored by the length procedures. These procedures are invoked here in order to provide
fragmentation of a large preamble. The situation is expected to arise only rarely.

194 The preamble shall be followed by the field-lists of each of the components of the sequence value which are
present, taken in turn.

19.5 For CANONICAL-PER, encodings of components marked DEFAULT shall always be absent if the value to be
encoded is the default value. For BASIC-PER, encodings of components marked DEFAULT shall always be absent if the
value to be encoded is the default value of a simple type (see 3.7.25), otherwise it is a sender's option whether or not to
encode it.

19.6 This completes the encoding if the extension bit is absent or is zero. If the extension bit is present and set to
one, then the following procedures apply.
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14 Encoding the enumerated type

NOTE - (Tutorial) An enumerated type without an extension marker is encoded as if it were a constrained integer whose subtype
constraint does not contain an extension marker.

In the presence of an extension marker, it is encoded
as a normally small non-negative whole number if the value is not in the extension root.

14.1 The enumerations in the enumeration root shall be sorted into ascending order by their enumeration value, and
shall then be assigned an enumeration index starting with zero for the first enumeration, one for the second, and so on up
to the last enumeration in the sorted list. The extension additions (which are always defined in ascending order) shall be
assigned an enumeration index starting with zero for the first enumeration, one for the second, and so on up to the last
enumeration in the extension additions.
NOTE - Rec. ITU-T X.680 | ISO/IEC 8824-1 requires that each successive extension addition shall have a greater enumeration
value than the last.
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13

Encoding the integer type

NOTE 1 — (Tutorial ALIGNED variant) Ranges which allow the encoding of all values into one octet or less go into a minimum-
sized bit-field with no length count. Ranges which allow encoding of all values into two octets go into two octets in an octet-aligned
bit-field with no length count. Otherwise, the value is encoded into the minimum number of octets (using non-negative-binary-
integer or 2's-complement-binary-integer encoding as appropriate) and a length determinant is added. In this case, if the integer
value can be encoded in less than 127 octets (as an offset from any lower bound that might be determined), and there is no finite
upper and lower bound, there is a one-octet length determinant, else the length is encoded in the fewest number of bits needed.
Other cases are not of any practical interest, but are specified for completeness.

NOTE 2 — (Tutorial UNALIGNED variant) Constrained integers are encoded in the fewest number of bits necessary to represent.
the range regardless of its size.

Unconstrained integers are encoded as in Note 1.
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