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* * * First Change * * *
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* * * Next Change * * *
5.9.0	General
The purpose of the PIN authorization procedure is to enable a PIN peer to acquire the security information (i.e. security credential) that is for authorization in all other procedures defined in this specification.
The security information may also be obtained via CAPIF mechanisms (see 3GPP TS 29.222 [16]) if a PIN peer has the CAPIF API invoker capability, which is not in scope of present document.
* * * Next Change * * *
[bookmark: _Toc160556432]5.9.1	Requesting entity procedure
The purpose of the PIN authorization procedure is to enable a PIN peer to acquire the security information (i.e. security credential) that is for authorization in all other procedures defined in this specification.
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to request for security information, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element in the <pinapp-info> root element and within the <pine-authorization-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI or PIN client ID);
2)	shall include a <pin-id> element set to the identity of the requested PIN;
3)	may include a <ip-address> element set to the IP address of the requesting entity;
4)	may include a <vendor-name> element set to the vendor’s name of the requesting entity; and
5)	may include a <device-description> element set to the description of the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-accept> element in the <pinapp-info> root element,
the requesting entity shall store the received PIN credential in the <pine-authorization-accept> element.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN authorization is rejected by the PAE-S with the indicated cause.
* * * End of Changes * * *

